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Attribute-Based Encryption with Attribute
Revocation and Constant-Size Ciphertext

ZHAOQO Zhi-yuan,ZHU Zhi-qiang, WANG Jian-hua,SUN Lei
(Information Engineering University , Zhengzhou , Henan 450001 , China)

Abstract:  Ciphertext-Policy Attribute-Based Encryption ( CP-ABE) is similar to role-based access control, which
provides flexible and fine-grained access control for cloud storage systems. However,in most of existing CP-ABE schemes,
the ciphertext length is positively related to the complexity of the access structure. And the attribute level user revocation is
an important challenge because the system attributes are shared by multiple users at the same time. To solve this problem,
this paper presents an CP-ABE scheme that supports the attribute level user revocation and constant-size ciphertext. The at-
tribute group key for each user in the scheme is different,so this scheme can effectively resist collusion attacks between the
revoked users and the existing users. To reduce the computational burden of the attribute authority and the data owner,the a-
mount of computation required for the attribute revocation process is outsourced to the data service manager. At the same
time , the scheme adopts the AND-Gate strategy supporting multi-valued attributes and wildcards,and the ciphertext length is
constant. The scheme is proved selectively secure based on Decisional g-Bilinear Diffie-Hellman Exponent ( g-BDHE) as-
sumption. Finally,the functionality and efficiency of the proposed scheme are analyzed and verified. The experimental results
show that the proposed scheme can safely implement attribute level user revocation. At the same time ,the proposed scheme
has some advantages in terms of function and computational efficiency. It is suitable for practical application.

Key words: attribute-based encryption ; attribute revocation ;collusion attacks ;constant-size ciphertext

Wk H 9 :2017-07-12  f& 151 H 31 :2018-03-08 ; T 4T 4 2= i 4%
FATH - E 5 973 T LA AT & JE 1 (No. 2013CB338000) ; [ 58 5 5 Wf A& %1 ( No. 2016 YFB0501900)



2392 H, ¥

EE ¢ 2018 4

1 5|8

R M @ M N 5 & ( ciphertext-policy attrib-
ute-based encryption, CP-ABE ) " 4 2k — Fft 397 78 i1 /A 4H
I AR — X2 (I RRAE , AT LA 4E F P
e S BRGT R A R0 2R B 7 T 4 o 2 A R > T
ZoAFA 2 4 1) F1 A G A S P R 22—, CP-ABE 7
S g P AR v, O SO B — > E A HOR AR A,
WA R Z % CP-ABE J5 %8, 8 SCK JEAEAE B V5 [7) S %
I % P W 1 i 42 M e A, DT 3 BRI %% S R
It A IR SGE AE BE IR ; CP-ABE 78 3 F2 v 1 )
—ANEAEFRAT R R M AT . B 2 R G A
KEWH T, TE RGBT B — 28 1] A AH ¢ & 1k
SRR, BUE — LE R AT RE W B, PR dRE B
BB RAAN XN T RS L Z L HELE. CP-
ABE thig— @Al eg 2 D L2 X RE
B AT AR T VR A ] RE 52 e At 7, PR O T M
S AR PR X ) [

Ry itk SCAC BE TR) L, SCHR [ 4 ] 58 — O T 3047 2
EJRPERY“ AND” []4 H 95 SO BEE E 19 CP-ABE J5 6.
V2T TR 25 o BT 5 U X B B o R B
JE HAEREHL T 5 AL A SR 1 Oy R R & vk Sk
(5 ]4& ) —Fh SCHe R T B T T U5 1] 9 g HL %% S0 B E
i) CP-ABE J7%8 %05 2383 T AR MR 13 1y P i
P SO 4. SCHRL 6 ] 368 T S5 2 M A o4+
1 AND” ] 42 i —Fh 85 SO BEfESE 19 CP-ABE 7 %, 1%
T RAESR BB B AT 2 DA, I AE B L
PR NIRRT 75 20484k, SCERLT J 3T AND ™[]
P&t 28 SO B N K R E 1) CP-ABE 7 %8, I AE
PLIUE MU T IR 1 07 58 00 e B 1k e 6 % STl %2
4 ARG BR T SR 7 R MR, o o B P
o P 72 A S5 T A R A B i)

B8 T PR AR R, SCHR (8 ] diesfe i H ABE Jm P48
B 58, Hom ik R — A JE M — A RO, JE R
ASUHTLAL) Jo 53 4t B33 T M A sk B0 A4 1 1Y)
RAS Dt ik 20 P T PR 09 H Y. 3k R o 25 B
JaR P15 P T ] 30 R 3 SRR H 1 Y 7 50 — FoiLRE
JE R T 58, HASRE 2 BLJ& PR 7 0 57 BIRLES. 3X
PSR 7 GEAFAE — AN 5245 ) %) I 04 Pk A s 55 e
L1, LR 7 SR ORI 1) 28 A A 1) 28 42

SCHRL10 ] £ty —Fh H A J& M A0 T - 480 68 0 1
CP-ABE J7 %8 ,iZJ7 S8 1 P U ) 4 1l 7 i 1) 42 4=
FG e 4 AR 2007 BASREHRDUIE F P 5 R e
PP G ey, H e D FE T T8 P 3 5 91 KEK X 1%
RERY P 58 4 ). SCHRL 1L ] 48 i — Fh e i se Bt =2
B 0 A0k B2 7 [a) 458 1 B AT RS TR v % 5 %, B

W AT I AR 58 & A e . SCER [ 12 ] 88 3 4%
oA gt 0 8 PR O 2, R TERE AL S AL AL R
WER T 7 M2 Ak B2 T B8 SR A &L Uik
(13 J48 s HA B AL PR3 HLSRe P 806 1Y) s vk 25 o 4%
i3 207 SR A g ety 2 se LR AL PR3P, JF B
REAE S IR PR P . (B2 R 5 %1036
oL, AN REARH AU T P -5 R B0 P i & 3Gt

SCHR[ 14 T4 H — i3 SCK B E 8 L& M B3 v] il
B CP-ABE J5 %8 i 7 2210 AND” [ 130 SO 2 (H &
PEFUEFCAT. 1% 75 FE [a] I 25 J 1 %85 SO B 4 A
WS RS A% )8 T B vk By Oy 52, Hogds
YA T LA JE P RS 0 3%, Tz AR T 5 4
AHH BB

BEXS b3 [a] A SCA HE — b SRR T 1 BN 4R
K B W S B % % r Z b A
U JE PR S A ReE L T LU SR pt s o 5
A T B G R . S b e AR ALY AR
YA T A, T M R o R I 5 3O = A
SRR S EIE (HE T = W55 i) s [F T %
PSR 2 @ 1t A s B AT 79 AND” [T 5, 52 B 1 %%
SCKFEE E . i $& 7 28 3 T UK Pk g-BDHE ( g-bilinear
Diffie-Hellman exponent ) {15 %} )7 R k4T T Ve 31k
AR R IE W B 5 X 7 ST T R A 5 L IR
Bk, 3BTk SR R WA SCT7 ST LUA R A i
oy N T 5 SR 2 A . IRl B R 7 RAESh RE AT
SRR Ty 0 HA — 2 L 38 T 52 B i s 10

2 EREAMAIR

2.1 WEkiEE

WM R E B ARG PREEMNCBEAR 4y 2
— AR AR S8 A TE AL S (p,
G,Gpye). Hrbp JEl A REMEREL GG, ZEBAER
B p WPEIREE. DRAEBL e: G x GG, Wil /& T A1)k :

(1) WM X T VYu,veGFVa,beZ, ,¥JH e
(u",0") =e(u,v)” L.

() JeiB k. g e G, i e(g,g) #1.

(3) Wi Yu,v e G, 0] LLTE 2 5 i) ] 3T
Helu,w).

2.2 R%M% q-BDHE {&i%

L G RRY N RER p WL MERE, ¢ 1 h IHE G
Ak ST I A BT, SRR S e 2. XLy, 5., =
(8118227 18182 &uiss " 180) € G  Hithi g, = g,
Bk P ze (0,1 HEAT5EM, 25

Advy ™" = 1Pr[p(g,h,y,,,.e(g,. ,h)) =0]

-Prlp(g,h,y,;5..Z) =0]1=¢ (1)

W28 L PYIA RS & KfFBE G T HRE



%10 M

KR « i P T SR L SR B E Y M i 5 58 2393

£ -BDHE [n]i8. 7 J6 2 W= I 8] 5805 LAAS 7] 2200 (9 4
FRfF RN q-BDHE [0] 8, I8 2 75 FR UL 5K % q-BD-
HE B 7EfE G 1 G, 2o m.
2.3 )R RE

AR SR — P S AR 28 8 1 FE FCAF 9 AND 7 ]
Vil ng. B R IA o A B b, MZE LS
U=tatt,,atty, - att, | s BB at, BEIIH Z )8
PAE S, = tan, , ,ait, - ait, | B n, = 1S, | ARG
AWARESNR L=[L, L, L, ], In%# % Ll
Mg W=[W Wy, W, ] =A,_, W, HP TR
Gl =lill<isn,W#= | WTHEI<isn i, #
L=W 8& W, = W LKL W, B LI =W; /N LA
Wie WL EN LI =W, Pila) S W rp iy« = 7 ZEIRE AR
LA
2.4 FPMEBEZHAR

P10 BT R R IR 5 A B (data
service manager, DSM) X FH P E G H T E 4 - X
R, Ry AR FH P B A1 2% BH 5B e ), DT 5 BT 4
B EWE PR RGP ES U= {u,,u,,
counl L JEMWES W= att, ,att,, - att, . %G CU R
WA BYE an, W PG RN B ERE. G MR E
SERERE VI ) JE Ik ar, (IVTISNR. & 6= 16,,6,, -,
G RIBYEREES. B 25w, uy,uy 23 5I90A 8 M
Vatt, att, | , {att, ,att, ,att, | , {att, ,att, | . P4 G, = {u,,

uz} ,Gz= {u“uz’us} ,G3= %uz,u@}-

F1 S BIns S ARR SR

DSM $¢ Q1R 3ok P53 A8 2 285 BH in 42 % B A T
A B PR A S

(D PSS U aE— P 9E & 7 = X
7 s BT R o A — AN FRLE 6.

(2) P84T A S, Path (u, ). X T AH—4H
w,, NI SRR A BT i gioe O TP w,
MIEEAET /L. U0 Path (ug) = vy, ,06,05,0, .

(3) /MRS Mines(G,). X TP & YE au,
HJEYERE G, W R TR G, P T A TP B BN R AR
ERE/NVERE. NG, = {u, ,u,,u, ,u,u,,uyl ] Mincs

(G) = 1v,,0,, 05,0, 1.

(4)3K Path(w,) 5 Mincs (G,) (285 4 A P 404G
JEtE att,, Bl w, € G, WIZZEEA H A —A19 mi o, P46
BEMLIE 6, 4 (2) F1(3) H Y we SYTA T o, 7748 1 BE
HUH 6,

3 ARCSC-ABE FRARFRREHEE

3.1 ERUEX

A ) ARCSC-ABE ( ABE with attribute revo-
cation and constant-size ciphertext) J7 % 3= %y J& 4 7 AL
B4 (attribute authority, AA) | = IR 55 7 (245 DSM, it
SR 55 AR IR 55 ) BE A A & AR T 4 30021
B ZTT R G UT S AR B

(1) ZGevltn BB

AASetup(1*) —{ PK,MSK} : AA ATIZF LT R
GGk AL URE Z 2S5 E A i &
L8 PK MRS E AL MSK.

DSMSetup( PK)—{ DPK ,DSK} :DSM 12 17i% & 1 ik
Froiate. A LR G A8 PKAE %A fi i DSM
254 DPK FEARAG DSK. >4 R Gt 2 F P e 1 4 e
A, DSM )23 RAEH o B

(2) FAEHA: LB B

AAKeyGen(id, PK,DPK,MSK,L) — { SK, ,KEK'}| ;
WA AA T, HULR G4 PK,DSM A4 DPK,
KRG EFVH MSK T B &G L AR Rk A i s
FUANEH SK, FE PERE W] 1R #5 4H KEK.

DSMKeyGen( KEK' L) —KEK ;134 15 H DSM $447,
H UL KEK FIH R ESEA LAE 4 St P s v

(3) Fdh 2% B B

Encrypt(PK, W ,m) —CT" . 153 1% b1 B0 90 A # TR
11, UL RGN PK, Ui sk mg W AT SCIH R m R
A ) ST CT

DSMEncrypt( PK, DSK, CT') — { Hdr, CT,, | . %8 1%
Hi DSM $447, H DL R GE 08 PK,DSM 2 4H DPK Fil v [i]
B CTVE A % S0k Hdr 2% 3L CT,.

(4) Bhdfa e o i B

Decrypt( PK, Hdr, CT,, ,SK, , KEK) —m . 83 [ J iz
ITiZA Y, HURG A PK, %30k Hdr %3 CTy,,
FIANEH SK, F1 KEK E Ry dan A 24 80808 P 0 a8 14 il 2
B SC T [ SR T, LT P 0 Ja PR R B | i
SCHE m.

(5) i EvEmdE B

UpKEK( DSK, KEK, L, ) —KEK : % 1 1 DSM 4
11, LA DSM AAY] DSK, Ja 1 1 o 9] KEK A0 4 45 I
P L, AR5 S 57 Y PR 25 S KEK.



2394 H F

EE ¢ 2018 4

ReEncryption(Hdr,CTW,Lt)—’f?ﬁ,a’} SOZBEER
DSM P17, L% Sk Hdr, % 3C CT RO des Je ok L,
TSt A B H 3 190 % S0 Sk Hdr N5 SCCT
3.2 ZEEE

2 SR REE RS P S5 AR P i AR
. BT AT DA ) P AR BY BH - (1) B s A
FURARNVER R IR) 32 FH P 0 Tl 2 U ) SR 1) S AR A
TPk R P — o R s (2) AR #lss 1 9 AL B
7], 2% 0 8 S A AN e U ) S ms  (H LB MR
Ao PR E . & RN

RGEPIURAL T =7 e — BB AR U n) o s
W Rk EYE L RS e MG R A0 A B o,
L] JE— N2 W B g k.

RS #ST . B 15 1T AASetup Fl DSMSetup - 1 515
RGN PK, 258 £ R MSK, DSM 1)/ 4 DPK Fi 3=
FAH] DSK. $RJ5 , 8 T3 I g Ve L i1 % 91 DPK Al
DSK. 1 J§ , B ¥ PK, DPK, DPK % % % =, A C. {3 &
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F W AFATRE U8 AL & O B = LA n] 2 0 1 1 3
Adv, = &/2 BUERFANE q-BDHE flix. i ¥ B fy A b
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R ATEAE B HECT =1 7 DR AR 25 R 52 B3k
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<n H I, PRI —EELL, ARG EE PR E
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EMH) HENME RS EE 8 Hhvel,..
RGNV B o0’ BB € Z, . SRGTHE:
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(XY, =" T g
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e(g,g)"

#b#b, MTEH 515

(XM ,Yt,,,) — (ng“(a’ Il 11 6) ,e(g,g)H"m' (B3] b)) (5)

) #Fiel, -« BEW, =an,, 81157
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&E/A\%ﬂ PK = (g’Xx,b\ ’ Y,x,/,, P {Xi,/,, ’ Yi,b‘ } att,e U,i#x ) i
FHRH MSK = (a,B)

X TR —A @ P att, % I<i<ni<h<n s B w1
BEPLIE S, e Z) RIGTFER T, , =g Bkt RAEA
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TR BB 12 BT =# AT AR 70 A 1) [ R o 24 78
B A
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HIEHE r A BAESER 2, b A WP e A7
R [E] W G R S RE A
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B

QO ry 51 Gy s SR ) i A P Y L, AHUC D, B
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