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Abstract ;

Networking) vulnerabilities , this paper proposes an SDN endogenous security control plane based on multi-dimensional het-

In order to make up for the gap of the existing research in the defense of unknown SDN ( Software-Defined

erogeneous features and feedback-aware scheduling strategy. This scheme effectively increases the spatiotemporal uncertainty
of the execution body in the SDN control plane (reversing the asymmetry between attack and defense) by combining a re-
dundant set construction strategy,a multi-dimensional heterogeneous element coloring strategy, and a dynamic feedback-a-
ware scheduling strategy. The related simulation results show that the scheme can converge the number of executive bodies,
increase the multi-dimensional heterogeneity index and reduce the global failure rate of the system.

Key words: SDN control plane endogenous security ; unknown vulnerabilities ; hijacking attack ; redundant set con-

struction ; multi-dimensional heterogeneous features ; feedback-aware scheduling
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Input: SRTE D
Output: Es .,
1 :Sort S based on R in descending order
(If R is the same,it is arranged in ascending order based on T. )
2:k=0;E,; —¢
3 .for sw, € S do

4: if E, =¢ or FreeNum(E, ) <R(sw,)then

w w4+l
5: w<solve (ZR(SW/) <K-R(sw,) /\ZR(SW]) >K-R(sw‘))

=)}

i+w-1
: T, =min ( Uﬁ Tm[n.\.n] )
7: E, < SearchNewSet(E\E,s ,$,R (sw,),T,,, ++k)
8: endif

9: Sort £ based on Free Cap in ascending order
10: fore, ek, do

11; if FreeCap(e,) >0 then

12 l//\w“*e,.

13 R(sw,) =R(sw;) -1

14, FreeCap(e,) = FreeCap(e,) -1
15. if R(sw;) = =0 then

16 break

17. end if

18 end if

19. end for

20 :end for

21 .function SearchNewSet(E, . ,E, . ,R,T,..k)

22; if R= =0 then

23: return E_

24 . end if

25; fore, €K, do

26. if D(e, ,E,,)<T,, and FreeCap(e,) then

27 E s «SearchNewSet(E,, - {e;| ,E,, +1{e} ,R-1,T, k)
28, if |E |= =R then

29 return k£,

30. end if
31:. end for

32 :end function
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similarity(E s ) = —
S G S

FEs FUTE | DimNum

> 2 X

Czuww p=log=pelisl
- (0O [N (10)
A A b 43 BT AT, SR TR B AT R A
HABE i K, A 7 24 A D) 38 S T0K B 22 4k S5 440 R AiF
FEGTHE A /L. 05 LIRS A I/ S o6 ) 55
HEBR AT SR N AT R AT R e R A, —
THT 235 LAY A TR B BT PR P 25 € 555 55 72 2 AR R
M A (3 2 AR A 4 ) T AT A P T R BRI 45 R T
SEVE) B — I G307 A ST R IR L e R
SRR 23 RS AR BE. S T v B3R R, AR A
P T BN TR S RSN AT R R TR
A, HLAS T S AR AR A T A DL T 0
R T2 €005 %8, SR T L% 36 (0 %8l B I8 I
ST VAL IO A0 48 b 15 0 1) 26 (L2 4, TR ik RETE
8 2 0 22 SN A () B R E 25 € 45 L7 2 i
BURN T T e AL, T REHLAD 7 BiRC B 0 S e R %

ORERMD RN 2 R,

Bif2 BETHIIMFRARENRUTREREE

Input:E A O I"

Output ; QEw

1:for each E,s € E s do

2: if | E, |<min{TypeNum[ Dim(i)]},ie [1,DimNum]then

3. for each e, € EASA do
4. if p= =1 then
5. r,<r
6: for i =1 to DimNum do
7. Q. . Dim(7) «—Randomly pick element from I, (Dim(i) )
8. I, (Dim(i)) <, (Dim(i)) -, . Dim(i)
9. end for
10 A« Exhaustive search coloring results based on I,
11. else if p = =2 then
12. Y, «Pick elements from A,
Y, need to satisfy the constraints Rule
Rule: Num[Y,(i)] = [E |-1,Vie[1,]Y, ]
Y,(i). [e(x). Dim()) ] MY, (). [e(y). Dim(}) ] =
Viell,|Y, |],a#ye[1, |Ex [-1], je[1,DimNum]
13: target<—arg min, _;, | y, ; similarity(Q, UY, (7))
14 0,10, UY, (target) |
15 break
16 end if
17: end for
18: end for
19 :else

20: for each e, e £ do
21. A,«Exhaustive search coloring results based on I”
22, if p= =1 then

23. Q, «<Randomly pick one element from A,
24 . £),«Pick elements from A, if similarity(Q, UA, (i) ) <s,,,
25. Y, «Pick elements from (2,

Y, need to satisfy the constraints Rule

Rule: Num[ Y, (i) ] = [E |-1,Yie[l,]Y,]]
similarity (Y, (i). ¢(x),Y, (1). c(y) ) <s,,
Yiell, ‘ Y, H,x?ﬁye[l, ‘E‘\sk ‘_IJ

26 target«—arg min,_;, | y, |, similarity(Q, UY, (7))
27: QE“‘*{Qd‘UY,t(target) }

28. break

29. end if

30: end for

31 :end for

2.4 FERERMEE R

T I U AT F ORI S F 00 B R, A S
JIR A I SCHR T T (A TR0 B 2 B A TT AR S
Fa T . AR, B RTAR SCHTA #0442
AR R M BT AR S e S 56 R K R A e R A
Xof [ 52 . A0S 20t 3 ) FH G BIR s I 9% YA 3 ( 5B A X
Pl ) St FCREAT I, A T A R AR S A 8 T X 58
W TCAY SR B ZR. A T i DRz Il A0, A5 1 e WA 2



%6 M F

W BT 2 Y SRR AE S SIS U BE (Y SDN I A= 22 A ) F- T 1121

TUARTN K4 Jag 1 1) HA T 1A Sl e 57 2R RO A B 9K I
AR A dre /MG H AR X AT A5 T 3l 25 S 1 ik
R B2 SR W

T A RN RS PR AT AR AT AR R Y
MU AR IR L p = e " HYRFR. Ho p IR IR
FARATEEE (B 1 - p ORI & BRI ) n IR
Hr A R, o I8 Z8 3 ad o Hr ok e & AT
R R A R RN RO 2 | AT PR ] SR AR, Tl
A AR B LR T b 3R O3B R AL A
T A TR M AL,

EENCSEA
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(11)
S L
Bf(en ’eq) =
i lilEy(e,). Dim([):Eh(e,/).l_)im(i)#maX(1 TP (). vpelDin(i) ] >
1 TPi (e). 1ypel Dim(i) ] ),
max

max( (1 - o .
Je U1E (e,). Dim(7) #Ey (e,). Dim(j) | (( P (). el Dim() ] )

(1 TPE,(e). type[ Dim(j) ] )
(12)

e~ VE, (e,). type[ Dim(i) ] (13)

P, (e,). type[ Dim(i)

Ey |
N ng. ( hti,mg(xype[bim(n]) ) (14)

Ey(e,). type[ Dim(i)]  —
k=1

S“‘,Ve equASk,szied)(E*s‘) (15)

1
kz ‘ EASK ‘ = LEJI l?bsw, ( 16)
=1 =

FE LR B AR R £ (11) H, FR FRPUTIR B2
KRB AS, (egy) =T (| E | +1) 72 1R AT IR
E MRBPATHEH e, KTT(E [ +1) /270
AR B (e, ) W 4R BT IR B, T 1
e, e, T RCIBER (0 MM ). 760 e i 5t
=X (12) Fron, AR 3 PO AT 1R X 7 4 B 1) S A T R
RAN(SEAY TR BRI AR th @ Fon, ST ER K
RUANIR R 4E BE bR j 20 ) 1 0 12 ofe ol 3k 2 e KR P
2B (e,)- typel Dim(i) ] 47 AT U B, thiR 1A
e, WSS i A AR RRIEXS I 1 S A0 TC R 2L I A Y S
FTC R M5 A R E N R X (13)
. X R 2 B %) S5 48 o R 4 TR 8 D R 3 8 =X
K (14) Fi7R jarg(type[ Dim (i) |) HARERIRIELESE i T
SR IT R IR K E (e, ). type [ Dim (i) ] B 5,
bt o WAE K 4B & F B0 K Y
E (e,). type[ Dim (i) ] E‘]%Eﬁﬁﬁ%ﬁ%,% -2
TR Z 2R S A JT R R FR AR IR B BRI 2 A,
LA AIATY I A2 A5 ) I SE S PR AT AR R (TR 2.2

<
DM <t s

), = (15) F1(16) frs
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1:In each time slot
2 :Receive feedback information from input and output proxies
3:if the elapsed time since the last scheduling .. =T\, OF
the output of £ ASA(ep) is abnormal then
4: Reset redundant sets and heterogeneous elements by algorithms 2,3

5: Reset historical probe information statistics

6:else

7: if Ey (e,), Yhell, |[E 1], Vpell, ‘Ew [ 1 is
detected then

8. Update n,, (e, ), g, (e,. type [ Dim (j)]), Vje [1,
DimNum ] ,E,,

9. endif

10: for each EAS‘ ek, s do
11. for each e, € E:\s‘ do

12 if n, (e,) =Threshold, then

12, for j=1 to DimNum do

13. e, type[ Dim(;) ] «~DynamicScheduling(E,,, ,¢,. type[ Dim
@H

14 . end for

15. n, (e,)<0

16 else if n; (e,. type[ Dim(j) ]) BThresholdhlj —— then

17 e, type[ Dim(j) J«—DynamicScheduling(E,,,, ,e,. type[ Dim
@MH

18 end if

19: end for

20: end for

21 :end if

22 :function DynamicScheduling(E,,,, ,e,. type[ Dim(j) ])
23: x+—arg min, { E,,[Dim(j) ]. ht, |
24 if ht; #e,. type[ Dim(j) | then

25. return th

26 else

27 ye—arg min {E, [ Dim(j) J\{ht, . ht |
28. return htj'\

29. end if

30 :end function
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Num A TEZR 1oy, BRI IR KL n B2 4R
ZHRBLE,,, 5 73— WG4 PATIRIE N £ (9T
APITR e, ,pe[1, | E | TRIBHRMUEL. Fe T I 4R
D B R BN B B 45 & ik e R 5 RETE
Prfe B, SR F S i 5 7 A 45 4 00 SR s AT ) 25 8 B
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Aii. BEAh, S TR 1) X H T SR G S B TU Ay SE A L
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BT WL 5 (4) BEIE R A0 (TLB) 7 %A £
FEARYEASHALIAE ASHAHLTCR T R G PAT IR R 2R
SRR E A R BT R B BEIE T FUE. O T R Bk
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