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Abstract:  Infomation hiding is a new area in the research of information security. It & significantly distinguished from encrypr
tion. Subliminal channel existing in some digital signature schemes is a kind of secure channel used for transmitting hidden informa
tion. But the information transmited through this subliminal channel is very limied. Supraliminal channel is a newly presented secure
channel used in the case that the receiver and the transmitter share no key ahead of their communication. Supraliminal channel can
avoid marm irr the middle attack. Supraliminal information may be treated as public key for the protection of the subsequent hidden irr
formation. Information theoretic analyses are made for the security of the two sors of information hiding technique. Some security condr
tions are given.
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I(E: (M. R, S))=1(X:(M.R.S))
=H(X)-H(XI(M,R,S))
ElGamal , ““H(E)= H(K)= H(X)
SI(E;(M,R,S))=H(E)- H(X\(M,R,S))
mo ;m mo HASH
M m , ) H(X)=H(XI(M,R,S)),
m€ M; emb ;E I(X:(M,R,S))= 0.
emb€ E; x X H(E)=H(E|(M,R,S))=H(X|(M,R,S)).
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X ) H(X,Y)=H(X)+ H(YIX) r .
I(X,Y)=H(X)- H(X|Y) Y I(E;(R,K))=H(E)- H(EI (R, K))
X E H(E) R K
) Re mo H(E\(R,K))=H(E), I(E;(R,K))=0,
(m;r,s) emb, : .
I(E:(M.R,S))=H(E)- H(EI(M.R,S))=0 VI((R,K);E)=H(R K)- H((R.K)I E)
S H(EI(M,R,S))= H(E) =H(K)+ H(RVK)- [H(KIE)
. (m;r,s)  E + H(RI(K, E))]
H(E) , E (M:R.S) = H(K)- H(KIE )= I(K; E)
H(K)=H(KIE) ,E (R K)
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k , Tx( R K E
), Sx x, Sx H(KIR)=H(E)
k=s""(m=ar) mod (p- 1), s H(E)zH(E)- H(EI(R,K))=I(E;(R.K))
p-1 , s_lmod(p— 1) s Eur S H(KIR)ZI(E; (R.K))
clidean O(logx(p- 1)) . I(E;(R,K))#0, H(KI
v mod (p- 1) , k, x=r Y h-ks)mod  R)ZH(E), R K E , R
(p-1) x. X E K . I(E; (R,K))Z0
E=K, H(E)= H(K)= H(X).
I((X,E);(M,R,S))= H(X,E)- H((X,E)|(M,R, S)) T
E

=H(X,E)- H(XI(M,R,S))
=I((X;:(M,R,S))+H(EI X))

I((X,E); (M,R,S))

H(X.E)- H((X,E)|(M,R,S))
H(X,E)- H(EI(M,R,S))
=I(E;(M,R, S))+ H(X|E)
“H(X,E)=H(X)+H(EI X)= H(E)+ H(X|E)
H(X)=H(E)

ZH(E\X)=H(X|E)
S I(E:(M,R,S))=I(X;(M,R,S))
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I((T,E);(R,K))=H(T,E)- H((T,E)I (R,K))
=H(T,E)- H(TI(R.K))
~H(E\(T,R, K))=0
“H(EI(T,R.K))=0
SH(TI(RK))=H(T,E)=H(E)+ H(TIE)=H(E)
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CH(UNY)= H(YL U) = 0.
CI(X,K): (L, U, Y))= H(L, U, Y)- H((L, U,Y)I (X,K))
= H(L, U~ H((L, Ul (X,K))
= I((X.K);(L, U))
VX, K)s (L, U Y)=H(L, U Y)-H((L, U, Y)I (X,K))
H(L, Y)- H((L, Y)I (X,K))
= I((X,K): (L, Y))
SA((X.K) (L U)=1((X.K):(L.Y))
L Y( U
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I((X,K); (L,Y))=H(X,K)-H((X,K)I (L, Y))
=H(X,K)-H(XI(L,Y))
~H(KI(L,Y,X))=0

“H(KI(L, Y, X))=0
SH(XI(L, Y))= H(X,K)= H(K)+ H(XIK)=H(K)
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