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Abstract: The security weakness of Border Gateway Pwtocol ( BGP 4) is analyzed. Aiming at the weakness, the protocol are
extended with some security properties. Digital signature mechanism is used to protect the AS. PATH information. To satisfy the char
acteristic of distrbuted routing protocol, a distributed key generation algorithm based on RSA is presented. By integrating these teclr
niques, confidentiality, creditability and integrity of BGP are pwotected in keeping the packet length with near constant space.

Key words:  routing protocol; BGP; confidentialiy; crediability ; integrity

1
BGP( Border Gateway Protocol) . Kumar
) BGP )
(- : - .
AS( Ar , Kumar ,

tonomous System) . ’

, BGP - -

. BGP , Kunar  Crowcorft [3]
TCP(Transfer Control Protocol) s -

. s - IDRP.
BGP ,
, BGP Smith  Garcia luna Aceves [ 4] BGP
Update , B )
Internet . ’
BGP : 3 BGP
BGP s BGP
1
2 (1)
(2) BGP
Kumar [2] ,
) ) (3)
12000 0F05; : 200+ 0525

(No. 901040(R) :  « ¢ (No.862 306 7D- 07: 01)



272 2002
4 BGP ’
BGP : ,
BGP BGP [7Z,1]( Z= (21,22 - 2n) i)
BGP
’ g [ L,
. BGP Ud. , m :
Ly=(n mod?2") = U,
BGP : n m ( m )
(1 P , , ,
BGP .
(confidentialiy) .
@ | |
BGP Update ( /
@) UPDATE )
UPDATE RSA
2 UPDATE BGP . \ .
BGP UPDATE , n ,
) RSA ; ,
g r
41 BGP €[ Ly, U, ( n)  mo
BGP BGP ’ n=r (mod 27) ,
(Authentication) ( Confidentiality) (Integrity) . ( " u )
411
(1) L p;
’ (2 o= (r p™ mod 274 2
, RSA (Rivest Shamir Adleman)!”! (3) 10, q= qo+ i* 2", i= io i+ 1,
s q ; ) L
, (4) RSA sn=p* g
e d (e, ®(n))=Ld* e=1mod ®(n).
, g= ((r* p ¥ moed 2m)+ 287 4w 2m q
L ,n 2L . ,q= (rv
’ ) (mod 2™).
’ ,n=p" q(mod2™)
cn=p(r ™Y (mod 27)
, p ‘P( 2"1) = l (mo(l 2’7L)
( . n=r(mod 2"),
R
D os T
) ERR \-{’f« ' , (Ri)
Ty, Fewaml (TE, Twsted Entity) (Ci),
N T , ) , Ri
, 1 f) (Ci) (Pi) (Ii)
1 ..--54":? (Vi) s ( Pi, Ci,
s e e Ii, S(Vi, Pi, Ci, Ii) )( S ),

AS

412



2 BGP 4 273
BGP , BGP 5
’ K BGP
BGP AS_ PATH
s KEEPALIVE NO i RSA
TIFICATION UPDATE . . BCP 4
, BGP NOTIFICATION .
“ 863 “ 7 ,
s ( « »
. BGP ) “86% ,
(D BGP (B1) (B2)
R1
[ 1] Rekhter Y, Li T. A Border Gateway Protocol 4( BG-4) [S]. RFC
(2)- B2 , , 1771, Mar. 1995.
RI, K B R2 [ 2] B Kumar. ]nl.egralion of security in network routing protocok [ J] . ACM
SIGSAC Review, 1993, 11(2) : 18— 25.
Bl ’ Bl [ 3] B Kumar, J Crowcroft. Integrating searity in inter domain routing pro
(3)B1 ’ tocols [ J].ACM Computer Communication Review, 1993,23(4) : 36—
R1, B2 g 51.
, B1 B2 R2 K [ 4] BR Smith,]J J Garcia Luna A ceves. Efficient security mechanisms for
B2. the border gateway mouting protocol [J]. Computer Communications,
(4) B2 R B1 1998, 21( 2) : 203- 210.
R2, B2 B1. s [ 5] RLRwest,A Shami, L Adleman. A method for obtamning digital signe
, tures and public key cryptosystems [ J]. Communications of the ACM,
K 1978,21(2): 120- 126.
413
0, 1.
, BGP . 1974
NOTIFICATION
0. 0 s ’ ’
) ) 0 '
4.2 UPDATE
BGP
> . 1974
Inemet BGP
UPDATE (Replay) R R
BGP : o
UPDATE -
: RGP A }
. a »n
.UPDATE UPDATE 193
Mak er , ; UPDATE . )
(Unfeasible Route Length) ( Withdrawn
Routes) ORIGIN ATOMIC. AGGREGATE AGGREGATOR PRE ’ 1007

DECESSOR  NLRI.



