21248 A -

Vol.30 No.I2A
2002F 12 A ACTA ELECTRONICA SINICA

Dec. 2002

SRS PR A SPIN B4 156 1F

RN EL R BLE R
(B ERRE AR HIHUR SR R, S84 230027)

OE: N THERRNXFNERE M RGN R T MG 20, T R R R B AT
RFAEAMESITE . AR T —METSRIBHAES NEE T . BEARE MENNE HFENRE, AR
ERAE ST EITE S, A B FRER T EELR, B RS T B 31T 20T I E . % BAN-Yahalom H5i f9
SPIN Z3 B 38E T X P Bk AT ATHE % o A — i B3 i, 3 L RS B B9 i R S B2 (.

XEWE:  BEEGI,; BAN-Yahalom B}iY; SPIN

hESHES:  TP311.133.1 XEAARIREG: A

XEHS: 03722112 (2002) 12A-2099-03

Modeling and Verifying Cryptographic Protocols Using SPIN

SHAO Chen-xi, HU Xiang-dong, XIONG Yan, JIANG Fan
( Department of Computer Science and Technology , University of Science and Technology of China , Hefei , Anhui 230027, China )}

Abstract: In order to use the strong system verification technology model checking in the security property analysis of network
protocols, formal modeling method is still the critical problem. In this paper, a modeling method based on a high-level process descrip-
tion language is presented According to the categorizing based on intruders’ objectives and roles, we analyze the running mode of pro-
tocols from the point of view of the intruders, constructing individual process specification for each principal, then verify them using

model checking tools. The analysis of the BAN-Yahalom protocol illustrates the feasibility of the approach. This approach has some

generality, and provids a good reference for analysis of other network protocols.
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