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A Study on Apperception Ability of Concept Level Misuse Detection System

Z0U Tao'? ,ZHANG Cui' , TIAN Xin-guang' ? ,ZHANG Er-yang"
(1. National Univ. d Defense Techndogy , Changsha, Hunan 410073, China;
2. |P Network Techndogy Ingtitute d Bejing Capitd Co. , Ltd. , Bejing 100016, China)

Abdtract: Current misuse detection sygems are of little use for new atacks and they canrot automaticadly update their rue
databases SRRW ,CHG. and the techrology of oco-training for independent dua-nodd grestly inprove the gpperception ahility of
A_MDS,and provide a good Dl ution for the limitation of misuse detection sysems. Apperception ahility is andyzed from datic aect
aswdl as dynamic agect. Resultsd the experiments show that with powerful gpperception ahility A_MDS can rot only detect new a-

tacks but d update its own rue base autometicaly.
IDS;feature sdection ;machine learning ;misuse detection
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