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Formal Analyss of a Non-Repudiation Protocol ZG
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Abdgtract:  Norrrepudiation is a key property of dectronic commerce protoool s ,and itsforma andys s has draw people’ s aten-
tion. This paper andyzes a non-repudiation protocol ud ng formal methods ,and nodifies me flavs o the protoodl .
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, ) *NRO (rorr
, . repudiation of origin) ,NRR (nor-repudiation of receipt) .
TTP , :NRS
, (ron-repudiation of submisson) ,NRD (non-repudiation of ddlivery) .
S/O Zrnou  Qllmann [1] (
, G ), :(1) A -B:fNRO,B,L, C,
s , NRO; (2) B -A:fNRR,A,L,C,NRR; (3) A -TTP:fNRS, B, L,
s K,NRS. K; (4) B —TTP:fNRD,A,B,L, K, NRD. K; (5) A —
TTP:fNRD,A,B,L, K,NRD. K.

) A B ;C A B KA

) ) s faro s fnmr fnrs Tro
' ) fi,fa,fz3  fa; —ftp :
, NRO = Sy (fnro, B,L, C) ; NRR= S5 (fyro, A L, C) s NRS. K=
, , , Sa(fars,B,L, K i NRD. K= Srp(fyro, A, B, L, K).
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M;A8:B received (A,B,L, Ek(M)) B received (A,B,L,
3 .
K) B received M; L
3.1 SVO . A9: TTP believes (A sid C B receved C
S/0O 20 . TTP received K) D TTP sys K; TTP A
1Y (Y o) ) 12: @ D P bdieves® C, B C, TTP K, K
Y o P . P ® .Al0: TTP says X D Pftp X D P sees X; TTP
, ftp
P W o . Al1l: P believes PKs(Q, K)  Precdved { X} K’ P
PL: P bdievesW P bdieves(¥Y D®) D P bdievesP believes (Q sad X) ; P , P
P2: P bdieves W D P bdieves ( P bdieves¥) Q , P Q X.
P4 . A12: A bdievesfresh(Na) : A13: TTP bdievesW
oW,
P5: Preceved( X1, ,Xn) D P receved Xi
P6: P received{ X} K P has K ! D P received X , ZG

P7: P receved X D P sees X
P8:Pses (X1, ,Xn) PsesXi

P10: P bdieves( P s2es F( X)) D P bdieves( P ses X)
P11: Preceived F(X) P beieves( P sses X) D P bdieves
(Preceved F (X))

. F , K
P12: Psad( X1, ,Xn) DPsdd Xi P ses Xi
3.2
3.1
, 3.1
3.1 ,
(1
(2
) , ZG
AO :
;AL: T A2:
;A3: TTP believes Sy; A4: TTP bdieves §; A5: P
believes Strp; P

A6: TTP believes (B received C) D TTP bdieves (A sad C)
A7:A sid (A,B,L,E(M)) Asid (A,B,L,K A sd

: Gl A bdieves (B received M) ;

(1), :F1:B received SA(fyro,B,L,0).
F1,A2, P4,Al1l : F2: B bdieves(A sad(fyro, B, L,
Q).
F2,P5, :F3: B bdieves(A sad C).
, 2 A B
C, A B A c ,
NRO NRR - )
(P)A -B:fyro,B,L,C,S (faro,B,L,Na,C) ,(2)B
A fur,A,L,C, S (fyrr,AL,Na +1,0C).
(2), :FA4:A receves
S (fyrosALL,Na +1,0) , FA,A2, P4,A11,A12, :F5:A
believes(B received(fyro, B,L, Na, C)) DA believes(B receved
C

(3), :F6:TTPrecaved Sa(fyrs,B,L,K), F6,

A2,A3, :F7:TTP bdieves (A sid (fyrs,B,L,K)) DTTP re
ceved K

A9, TTP A C, B C,

TP K, ,

, TTP B C, A

NRR , TTP. (3 1(3)
A STTP:fars, B,L, K, NRS. K, Sy (NRR) , TTP (3)
P5 : F8: TTP recaved S (NRR). F8,A3,All, PL
:F9: TTP bdieved (A ssid C B received C). F8, F9,
A9,A6, :FI10:TTPsys K.  F10,A10, (4, :F11:B
recaved (fyro,A,B,L, K, Sre(faro, A, B,L, K).  FI11, P5,

A13, :F12:(B received K B receved C) DB receved M.
F12, P6,A7, (50 :F13:A recdved (fyro, A, B, L, K,
Srp(faro, A, B, L, K)). F10, F12, F13, A5, All, P5, P7,
P10,
F14: A bdieves (TTP says K) DA believes(B ses K) DA
believes (B received M) .
Gl.

F7,F11,A5, :F15:B bdieves (TTP says K) DB be



1 ZG 173
lieves(A sid K). F3,F15, :F16:B beieves(A sid M). (4) B —TTP:fyro ,A,B,L, K,NRD. K
@. (5) A —TTP:fneo ,A,B,L, K,NRD. K
Fl4, F16, ,
4
) i S/0 -2G
J , ’
J A, ,
B, TIP , ZG . ,ZG
, , ZG
cazl A B M. B ,
M,C,K,L, NRO,NRD. K , ,
A M.
@) NRD. K T (fnro AL BL L, K)

J received Strp(fanro, A, B, L, K) DJ beieves ( TTP says K)
DJ bdieves (A sid K)

(2) NRO A (fvro. B,L,Na, O)

J recaved Sy(faro,B,L,Na, C) DJ bdieves (A said C)

(©)] M=D(K:C,
J bdieves (A sad M)
G3.
cas? B M. A M,C,
K,L NRR,NRD. K ,
M.
) NRD. K T (fnro AL B L L, K)

J received Srrp(faro, A, B, L, K) DJ beieves (TTP says K)
DJ bdieves (B receved K)

(") NRR B
o) ;

J received S5 (fyro, A, L, Na+1, C) DJ bdieves (B re-
ceived C)

(faro, A L, Na+1,

(©)] M=D(K:O,
J bdieves (B received M)
4.
ZG

(1) A -B:fnro,B,L,C, S (f\ro,B,L,Na, C)
(2B -A:faer, AL, C, S (faro, AL, Na +1,C)
(3) A -TTP:fars, B,L, K,NRS. K, Sa(NRR)
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