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An Access Control Framework for Reflective J2EE Application Server

BAI Jia, HUANG Gang, LIU Zhao, 1IU Tiarr cheng, ZHENG Zr zhan, MEI Hong
( Department f Computer Sdence and Technology, Peking Unwersity, Bejing 100871, China)

Abstract:  Reflective middleware opens up the implementation details of middleware platform and applications at untime to inr

prove the adaptability of traditional middleware. However, such openness brings new threats to security of middleware platform and ap
plications. This paper studies how to protect a reflective J2EE application server with a set of access control mechansms. At fist, a
computation model of reflective middleware is built up and illustrates that the access contmwl of reflective middleware is far more conr
plex and difficul to implement than that of traditional middleware. With the model, all potertial access control points are identified
while only some of the points require access control mechanisms. It reveals that the complexity and cost of the access control framework
are mainly related to the concrete mplementation of reflective mechanisms. At last, the framework is implemented mainly by reusing
the access control mechanisms existing in tradiional middleware and the pedormance is evaluated.

Key words:  reflective middleware; access control; J2EE( Java 2 platform, enterprise edition)
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