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A Real Time Method of Risk Evaluation Based on Artificial
Immune System for Network Security

WANG Yrtfeng, LI Tao, HU Xiao gin, SONG Chen
(Dept. o Computer Science, Sichuan University, Chengdu, Sichuan 610065, china )

Abstract:  With the relationship between the antibody concentration and the degree of illness in the human immune system, a
real- time method of risk evaluation for netwoik securiy based on artificial immune system is proposed. Self, nonself, antibody and
antigen are defined. Thus clone selection, leaming scheme and lfecycle of antibody are buik. A quantiative computation model based
on the concentration of the antibodies for computer network security has thus been presented. The experiment shows that this method
has the features of quantitative calculation and reat time process abiliy, and is a good solution for reat time risk evaluation for network
security.
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