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Anonymous Secure Multipath Routing in Mobile Ad-Hoc Networks

ZHANG Yang, FAN Zhi-Hua, HE Xiao Xin, XU Farr Jiang, WANG Yu Xin
( General S ¢ware Lab, Institute of S¢tware, The Chinese Academy ¢ Sciences, Bejing 100080, China)

Abstract:  Mulipath Routing is more suitable than single wute for systems such as tactical radio networks because it can effr
ciently support fault tolerance, load balancing and QoS. In addtion, anonymity should be one important part of overall solution for those
inwhich confidentialiy, ntegrity and availability should be realized as basic security. Whereas those anonymous secure muting proto
cols known in MANET' can’ t protect routing from passive attacks and byzantine behavior and can’ t provide mutilpath eiher,we adopt
incomparable public keys cryptosystem, Bloom Fiker, lightweight onion shuffle algorthm and reinforcement learning paradigm to design
anonymous secure multipath routing protocol. We validate the effectiveness of our design using extensive simulation and detailedly ana
lyze the securiy and anonymity as defined.

Key words:  multipath routing; reinforcement learning; Bloom Filter; incomparable public keys cryptosystem; Anonymity;
MANET

[1.2] ,

, , [2] ; [1]

; . [3]

[1~ . [2]

: 2005 04 29; : 2005 07- 25
863 (.Np- 2005AA123110)



11 2023
, ) [4~ 5] ©) ,
, ®
, 22
@® , ,
[ 6~ 8 13]
; , @ ,
, , [8]
, [8] ,
[9] , : :
, [10].
, ; : , MAC
’ ) 2 3
[11] [ 11]
N Bloom filter''?! R ; s
2 »
21 [11] ElGamal
[3] ,
- 1 . s
©) ( : ) 2 Pop @y
, ) g (g.8%;



2024

2005

s

2 4 Bloom Filter

Bloom filter m BF,
. k ,
(L2, .., n . BF ,
, k , k s BF
1.
, k
, k ,  BF 1,
- (1= Vm)™)*k m n, k In2x m/ n.
m n k. [12]. ,
25
R [9],
[9]
[9] B 1
; B.2
B 3 , H
B. 4 ; s
, BS
26
[8]

(1

Bl AEYASBBRYANES
S, M,
D, S MO, D Mu+ 1
n s 1
:K()
, K )

Bloom filter

SH() , SHA-1 RIPEMD-

160 MD5 ,H1() H2()
;g 2

s g X
;HOP ;™™ ; RD
Bloom filer; Len ; ©
; ® ;< ;>
[€&¢ ) ;1
Sizeof( ) ; ZERO

31

3] ;



11

2025

s

LRREQ. wq. ¢". g. RD.. T™M. Ksp(D. Uo. Ki). (Hy. ENDJ px .
gi-1, U_

i -

, seq ; g
2 (g7 ga) >
;g g ; RD;
;KSD- 5
D sHy= H(seq, g%, g, RD,, TM); PKr
,Kr  PK, ;s END-
;gh-1m M;_, >
M;_1; Uo-
, ;U-r M-
U ; M ,
struct RoutingEntry //
{seq, g, g";// ,
RD,, TM, {H}, END} px ;// N
x, g, g% //
stack PseudNodeS //
{ gass 7/ ;
8nects // }
Y U
Createl'ime; //
J
M; U(i=0,1, --, n) /3],
U= (U1 OR)Mp, i= 1,2, o n (1)
R, M, s p= Sized ( U;)/ (HOP, .+
1), HOP LM
2 HOP'“Z]X’
U1 p Ui- ,
seq (g.g") ,
, Ksp(D, Uy K,), ,
s . M;
(1) . oseq g og” ;
Creatél'ime ;
(2) RD; (Hy, END Jpx, TM
(3) U= Ui— 1, 8Blast= gxi— 1 5
(4) %, g, ;

(5 (D Ui
(6) ,
(7)

s U-a= U, gioi= g%

™ ;

, K,

{Hy, END} px . seq, &', g, RD,, TM ~ END .
, Up Ui

s HOP ...
Uiy g1, lag ghi- 1,
, ; Ui-
U 5 U P Ul, 1 5

RD, TM Ksp(D, Uo, K;) {Hh, HVD}PK,

. %
5 ; 8- 5
Up U ,

32
, . M;

LRREP, ((11, Ao, -+, Af, g?(” 1),Ki+ |([(0, O), - (BFFI(’SI5 gdest),
o (BFiv1)], sig, Ki))!

, 0 Kii1 , EooLk
1, s
a; iKyy
, My ; BFii
M. Bloom filer; K,
; sig (Aggregate Sig-
nature) , n+ 1 n+ 1

RList= [(0,0), - (BFay, &), - (BFi 1,

g 1)] ,  Len= (HOPyx+ 1) X Lenyui, Leni
, (BFi1, g1
., Len,  gliv1 ; My ,
g ( BF ey, g") RLig
. BFuee= H2(Ksp( seq, S), &), BF iy
HMAP: (0,1}~ F,. .



2026 2005
F, HMAP :F,” (0. 1" F, g g™
. ~.D. )
M; ,
(1) Tivr,i= gi+1, x;)= HMAP( Tis 1,il RDs), ,
K= apf+r a5 ek ag (2) ’
Kic1= HMAP (K 1), Kia(); K BF
(), END] px . ; 33
(2) J k 1 gxi+ 1 [9] B 3 B 4 ax —
; ; Bloom filter RN - ’ &1
RList s 5 g2 g D
3 7 ’ -~ NRT RDo, )
N [14] B.S
; g+l
’ Emu= &1 ” ’ - - Lenp. M; ;
(4) g ( g%i), H (gl RD;l LN, He  (H(NI i1 0. RDs, NRTs. 1), € 1 1
g'i). 24 BF;, .
(BF:, g% ); N M-y s Cioy M;_,
(s) RList= /(0 0), - ( BFyu. K Mi-a M
g%, o (BFisy, &), (BFs 1)) 2Lenw g He o Moo M;
, sig Ki iy : RD; M-,
(6) IM;= g™\ RD,, IM= H(IM] )l H(H (IM;1 1)12) s NRT;- M- , NRT
| oo, Sizeof (IM) = Len. IM= IM ©( ZERO ) 1= M Len, NRT iy L, L = Sizeof(g®i), Lintex=L/( HOPna
, +1); /3]
RlList= RLis ©IM (3) :
, (1) RDw= K n(RDo), RDo ,
; RDn 1, Ky n g% , SH;= H
(7) Zlat» (g%l RDix111), RDi- 1= K i(RD;);
. 8lasts Glast , (2) Nimdec;= h (H (g“ 1 g% 11 RDiy 1)),
o B; Lindec, g'iv 1 , NRTo= 000 -..| NIndex | NIn-
(8) dex,_ 1| -1 NIndex;
: k Glas (3) NRTo= NRTo O( SH 1 Linter) ©( 2 2Lirex) @
B, ; (4)~ (6) e O(SH -1 L (n= 1) Lingn) » . SH
d Elast ’ g = H(g"| RDis 1l 1);
(9) B Qs = g1 s Tiio= g, (4) D~ g”’“m_> Lo g"’xl_> S,
HMAP (T i- 1l RDs) ; ) RD = Ks,m(RD,O) RD ,,_ = Ky m 1(RD’m) RD =
f”” . If)e oo K HM:P (K3) Ko (RO ). S = H ("R 1)
() L T ) » (5) Nindex;= h(H (g"il &= 11 RD is1)), NRT o= 000 ..
’ ’ Nindex || NIndex' 5| ---| NIndex ,, NRI' y= NRT , @ (SH ,,_,
(11)  RList gt , K;
RLst sie Ko, (10 , (Linter) @(L?Hm_z«sz) O...O(H 1 L(m= 1) Liniex) ;
. NRT ¢ RD g )
' (6) SHi= SH;\H (SH 2)| H(H(SH:12)13)1 ...
’ lenp;
’ (7) o
; o £ | €= COSH, 08, 0..08,, C, ;
£, 3) RList BF, g RLit (8) N, H(NICo)Hx (H(NICb), RDo, NRTo):
Le s , (BF g, &™), M; '

(1) Hx (),  H(NICi1), RDi 1, NRTi-

H(NIC'L ) , , Bloom filter



11

2027

NRT- 1 RD; H(Ci-1)
(2) K,

(NRT;_ ), NRT;_ 4 Lindex
RD, SH;=H(g"il RDi+111),

RD;  RDiy 1;

s

NRT;= (((NRT;- 1 ©

SHi B

RD) O( SH; < Lintex ) )} ¥ Linter ),

(3) /
( gi-1), h(H(g"1 g | RDi 1)),
dex : gir= ¢,
Kiiv 1, ;

NIndec; = Lowy,

index

Lindex

’

8
NI

(4) SH:= SH H( SHA2)\ H(H(SH:12)13)l ...

Lenp, di: (d i-19O8H,) ;

(5) N, H(NICiv). Hy  (H(NI CL1),
RD;; 1, Nmi)’-
(6)
34
. M; :
L(N, Hy (N OACK, NRT i, 1, RD;s 1)!
, N ; ACK s
s RD; 11 , , RD iy 1=
H(C),H(C ) ,C
: NRT . L,
M; NRT; | :

(1) Nindevi= h(H (g™l g+l H(C i))), g1

s

o

>

(2)NRT5: (NRTL'Jr 1 <<L5,,(195) @Nlndexi,

Lindex Nindex ;;
(3)SHi=H(g“1H(C )I1);

NRT

RDjy

M;
(1 ,
RD; 1 , ;

(4—) ]VRTL': NRTL @( ‘915 < L'm(lex) 5

. NRT,,

NRT{()

Bloom fiker

NRT

B
!
1 RDi+l
/
RD .

NRT ;1

(2) NMindex;= Low; . (NRTi+ 1), RDi= K i(RD;s 1), SH;=

H( g™ RD; \11);

(3) g
( gh 1), h(H(g“! g | RDi 1)), Nin=
dex; , s gli-1= g/
Ki, i- 1 Nlﬂi&i, N
(4) wai-# 1 Lildex s NRT’ =
(NRTH 1>>>Lhdw) OH,;.
(5) N, HKL [_](N ®ACK, NRT;, RD; ),
, (9
B.2
4
41
(1)
(2) [y
12
, U
, U
, U
(3)
, 12
L,
K, i F; ,
K
( ZFL-X FL-+L] =L ,
i=1
[23] ; [23] ,



2005

2028
51
, 128 ,
160 , 32 ,
42 320 , 160 , seq
(1) 128 .
, (BF;, g") 260 , , g 160 , BF;
100 , 100 BF; 8
8
2860 , 350 ;
, k3
(2) , 384 ; 160
. NRT  NRI' 160 . RD
s s 160 . s 150ms
s 38ms s 32. 3Mbps,
32. IMbps.
s GloMoSim s 50
1000m x 1000m s
(3) 250m, 2Mb/ s.
s s 10m/ s )
s s 300 ( 0, 30,
) 60, 120, 300s ). ,  CBR
5 4 , 512
) IEEES02 11  DCF
300
5.2
[ 8] SMR(split multipath routing)
(4 ,
0]
, 2 ,SMR
. 3) ; 3 . MR
, 100 1
£ ;kb i t:cﬁ-—"'/:": '
Bloom e N e
filter B 0 T I B0 0 0 w0 100 10 20 20 a0
NG /s PRAE
M2 SWIAMTHHE 3 EREitRn



11

2029

O NWaG

RRSEBELE
o

[1]

[2]

25% Mt A

10w mwe s

" ! Es%lmfﬁ
Al )

M 2 []
- 133

B s WEERLE

5 10 15 2
RN

B4 mEAE
5 s , 5

Bloom Filker

K Et Khatib, L. Korba, R Song, G Yee. Secure dynamic dis
tributed routing algorithm for ad hoc wireless networks[ A] . In
International Conference on Parallel Processing Workshops
(ICPPW’ 03) [ C] . Kaohsuung, Tawan: IEEE Computer Socr
ety, 2003. 359- 366.

J Kong, X Hong. ANODR: ANonymous on demand routing
with untraceable outes for mobile ad hoc networks[ A]. In
Fourth ACM International Symposium on Mobile Ad Hoc

[3]

[ 4]

[5]

[6]

[7]

[ 8]

[9]

[10]

[11]

[12]

[13]

Networking and Computing ( MobiHoc” 03) [ C]. Annapolis,
Md, USA: ACM, 2003. 291- 302.

Bo Zhu, Zhigno Wan, et al. Anonymous Secure Routing in
Mobile Ad hoc Networks[ A] . the 29th Annual I[EEE interna
tional Conference on Local Computer Netwoiks| C]. Tampa,
USA: IEEE Computer Society, 2004. 102— 108.
Y C Hu, D B Johnson, A Perig. SEAD: Secure efficient dis
tance vector routing for mobile wireless ad hoc networks[ A].
In Proceedings of the 4th IEEE Workshop on Mobile Comput
ing Systems and Applications ( WMCSA 2002) [ C]. NY,
USA: IEEE Computer Society, 2002. 3— 13.

Y CHu, A Perrig, D B Johnson. Ariadne: A secure ondemand
routing protocol for ad hoc networks[ A]. In Proceedings of
the Eighth Annual Inernational Conference on Mobile Conr
puting and Networking (MobiCom 2002) [ C]. Georgia, USA:
ACM, 2002. 12— 23.

A Nasipuri, S R Das. Orr Demand Multipath Routing for Mo
bile Ad Hoc Netwoiks[ A] . Proceedings of IEEE ICCCN' 99
[C]. Boston,USA: IEEE Computer Society, 1999. 64— 70.

J Raju, J J Garcig Luna Aceves. A New Appmwach to O de
mand Loop Free Multipath Routing| A] . Proceedings of IEEE
ICCAN’ 99[ C] . Boston, USA: IEEE Computer Society, 1999.
522- 527.

Sung Ju Lee,Mario Gerla. Split Multipath Routing wih M axr
mally Disjoirt Paths in Ad hoc Networks[ A]. In Proceedings
of the IEEE ICC, 2001[ C]. Helsinki: IEEE Computer Socr
ety, 2001. 3201- 3205.

Bamuch Aweibuch David Holmer Herbert Rubens. Provably
Secure Competitive Routing against Proactive Byzantine Ad-
versaries via Reinforcement Learning| R] . Technical Report
Version 1, May 16, 2003. Computer Science Department,
Johns Hopkins Universiy.

Nicolao Cesa Bianchi, Yoav Freund, David P Helmbold, David
Haussler, Robeit E Schapire, M anfred K Warmuth. How to
use expert advice[ J| . Journal of the Association for Conr put
ing M achinery, 1993. 382—- 391.

Brent R, Waters Edward W, Felten Amit Sahai. Receiver
Anonymiy via Incomparable Public Keys[ A]. Proceedings of
the 10th ACM conference on Computer and communications
security| C] . Washington D C, USA: ACM, 2003, 112- 121.
B Bloom. Space/ time Tradeoffs in Hash Coding with Allow-
able Erors[ J]. Communication of ACM, 1970, 13( 7) : 422
426.

,2004, 15( 04) : 594 603.



2030

2005

,1970 10 >

, 2001 R

E mail: Zhang_ yang_ own@ yahoo. com. cn.

, 1942 s

s i

E mail: Fan_ Zhihua@hotmail. com.

SPW / Prosim 2006

2006

SPW, ProSim

2006 5 20~ 21 ,  1CSE2006

«

cess change meeting the challenge) .

(BHEFRT)

International joumal of Software Process: Improvement and

© 1994-2010 China Academic Journal Electronic Publishing House. All rights reserved.

7 ( software pro

Practice.
1. ;
2 s 10 10 ;
3. s PDF
Wond;
4.

hitp: www. cnsqa. com/ ~ s pwpros im2006;
hitp: / / www. iscas. ac. en/ ~ spwprosim2006;

:2006 16
:2006 2 17
:2006 3 12

1+ 86 10 62612440 1+ 86 10-62550138
: spwprosim2006@ iscas. ac. cn
4 2

MS

http://www.cnki.net



