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D egree of FaultTolerance and Intrusion-Tolerance for Topologies
of W ireless Sensor Netw orks

WANG Liangm n MA Jian-feng W ANG Chao

(K ey Laboratory of Can puter N ew ork and Infom aton Seairity of EducationM nidry, Xidian University, X ian, Shaanxi 710071 China)

Abstract To devebp new topobgy w ith more pow erful ability b © lerate node-failire in wireless sensor net
wotk the existing research regas fault-to krance bpology as the m ultiply connected graph and use the connectw ity of
the graph as standard b evahate the blerance ability. In this paper we argue hat fault tolerance of topobgies isnot e
quivaknce to connectw ity of them ultiply connected graph by illustrating som e practical exan pks and pointout the fok
low ng three questons should be ansvered Firsgf w hat isnode-failure o lerance of topobgie2 Second how b evaluate
this to krance ability? Thid which type of topobgies ism ore blerant n node-failur? Then w e define the concepts of
node-failure to krance and the degree of fault-tolerance and ntmsion-tolerance Then these concepts are used to evaluate
the b lerance perfom ance of hemrchy stucture o f w reless sensor network and the conclusion is achieved that intnr
sorr b lerance degree is increasing w ih the rato of clister head ncreasing n hierarchy stucture but fault-to krance de
gree decreasng
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