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Abdract: Role authorization is very inportant in RBAC node's. Exiging formaized methods focus on explicit description.
Based on current RBAC node s and asociated with irformation hiding technique of watermarking relationd databases ,a digtd water-
mark based database modd usng RBAC (WRBAC) and itsframenork are provided. Then ,digital watermark agorithms alout role aur
thorization are erphaszed. Fndly ,implementation of WRBAC nodd in our intruson tolerance database environmert is provided.
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(role] — assigred. perms( roles))
(rde)))  (op, doaid,wga)))
RevokePermission ,
) : assign. perms
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(result= ((r ROLES;op OPS| (user| —r) UA)
(op OPS| (op, dodid, wda)| —r  PA))))
5
RBACO6
WRBAC. WRBAC
,WRBAC
WRBAC NHDB ,

[1] R Sandhu,E coyne ,H Feindein et d . Role-based access control
models[J]. |IEEE Conputer ,1996 ,29(2) :38 - 47.

[2] Fabien A P Petitoolas,RossJ Anderson ,Markus G kuhn. Irfor-
mation hiding-a survey[J]. Proceedings of the |EEE,1999,87
(7) ;1062 - 1078.

[3] R Sandhu ,David Ferraiolo ,Richard Kuhn. The NIST Modd for
Rolebased Access Gontrol : Towards an Unified Sandard [ J/
QL] ,AQM ,2000 47 - 63.

[4] @ Ahn,R Sandhu. Role-based authorization condraints ecifi-
caion[J].AQM Transactions on Irformation and Sysem Securi-
ty ,2000 ,3(4) :207 - 226.

[5] D Ferraiolo ,R Sandhu ,S Gavrila, et d. Poposed NIST gandard
for role-based access control [J]. AOM Transactions on Irformer
tion and Sysem Security ,2001 ,4(3) :224 - 274.

[6] R Sandhu, P Samarati. Access ocontrol : principles and practice
[J]. IEEE Communications, 1994 ,32(9) :40 - 48.

[7] Rakesh Agrawd Jerry Kiernan. Watermarking relaiona databas
es[A]. Proceeding of the 28" VLDB orference[ C] . Hongkong,
2002.

[8] Radu Son,Mikhal Atadlah, Sunil prabhakar. Rights protection
for rlationd data[ A]. Proceedings of the AOM SIGVIOD Inter-
netiona Corference on Management of Data San Diegp[ C]. San
Diegp ,2003. 98 - 109.

[9] Hisa Bertino ,ushil Jgodia,Hcrangcdla Samarai. A flexible aur
thorization mechanian for relaiond data management sygems
[J]. AOM Transactions on Irformation Sysems, 1999 ,17 (2) :
101 - 140.

[10] Radu Son,Mikhail Atdlah,Sunil Prabhakar. On watermarking

numeric sts[A]. Proceedings of the Workshop on Digtd War



1910

2006

termarking[ C]. USA ,2002.

[11] Sdan Katzenbeise,Fabien A P Petitoolas. Irformation Hiding
Techniques for Seganogrgphy and Digtd Watermarking[M].
Bogon ,London :Artech House ,1999.

[12] Wilfred Ng ,Ho-Lam Lau. Hfective goproachesfor watermarking
XML datal A]. DASFAA 2005[ C].LNCS 3453 ,2005.

[13] Sandhu R ,Munawver Q. The ARBAC99 model for adminidration

1979 10

. Email :zhengiping @nuaa. edu. cn

o roles[A]. The Annud Conputer Security Applications Gon-
ference[ C] . Monterey , Cdifornia,USA ,ACM Press,1999. 229
- 238.

[14] Fed Drid ,Bjorn Muschdl , Qunther Pernul . Adminidration of
an RBAC sydem[A]. Proceedings o the 37th Annud Hawali
International Corference on Sygem Sciences| C] . 2004.




