Vol.34 No.12A
2006 12 ACTA H_ECTRONICA SINICA Dec. 2006

12 1 2 1

(1. , 100089 ;2. , 200237)

’ ) ’

TNO18 A 0372-2112 (2006) 12A-2556-04

A System Security Gap Analyss Based Risk Assessment Metric and Method

JIANG Changrging 2 ,ZHANGLi* LIN Jiajun® WU Shi-zhong*
(1. China Irformation Technology Security Certification Center , Beijing 100089, China;
2. Eagt-China University o Scence and Technology , Shanghai 200237, China)

Abdtract:  This paper propose a quantitative information security risk metric based on information system security anaysis,

gap andysis method and its assessment procedure. Through security ggp analysis method ,we can compute quantitatively the differ-
ence between security target and TOE security in security assurance control and security assurance capability ,and then improve the
information system security architecture design and its assurance level . Using the metric ,we can aso compare the benefit difference

among security contals, and calculate the input-output analysis. This computable information security risk assessment metric and
method was agpplied in real case and proved effective.
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