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A Protocol for Privacy- Preserving Intersect-Determination of Two Polygons
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(1. Department o Computer Science, University o Science and Technology of China, Hefe , Anhui 230027, China;
2. Department  Computer Science, Anhui Normal University , Wuhu, Anhui 241000, China)

Abstract: At present ,research on secure multi-party computation is of great interest in the field of information security. Pri-
vacy-preserving intersect-determination of two polygons is a specia secure multi-party computation problem,it can be applied in
many fields,such as military field and commerce field. Scalar products protocal plays an important role in the known methods of
privacy-preserving intersect-determination of two polygons ,however ,the current scalar products protocols aren’ t fit for the determi-
nation algorithm on the security and the complexity at the same time. In this paper ,a protocol for privacy-preserving intersect-deter-
mination of two line segments is developed and a probability agorithm for privacy-preserving intersect-determination of two poly-
gons is presented. Both of the theoretical analysis and the experiment results show that the new a gorithms are more eficient than the
current agorithm.
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2.1
( )
, , Alice Bob
X Y, f,
f(x,y), Alice Bob
o , Alice
Bob Alice Bob
x y
! Computation
: fxy)
1 B1 wemyitass
2( ) ,
In Is Alice Bob ,On Os
, C
(On,08) = C(la,lg). C
[1,17] .
(1) DA:{(|Ai,OAi)|i:1,2,
}. V(A ,08) Da,(Ox,0g) =C(la,lg) ;
(2 Dg ={(lg,0s)|i=1,2,
},V(IB’,OB') DB,(OA,OB’):C(lA,IB’)
3( ) MC
4 MC
91 .
Ai :Alice i ,Bi:Bob
i
Ai|Bi:Alice Bob i
Ai Bi:Alice Bob i
RANDOM SH_ECT : ;
GENERATE: ;
COMPUTE: :
SEND ( sender — receiver, Si, S,  , Sm) .
sender receiver m S1,%2, ,Sm:
Pratocol . Name(parameterl ,parameter?) :
,parameterl  parameter2

2.2

VDP( Vector Dominance Protocdl)
B=(b, by,

,N,a>b
Alice
B,

SPP( Scalar Products Protocd)

X =

Y=(y1,¥2,

u= X- Y+v= Z Xiyi + Vv,

2.2.1
A=(a,a, ,a)
, br) i=1,2,
A> B.
A ,Bob
A B,
;A B
a b [12]
O(mn) , m a
2.2.2
:Alice
(X1,%, X, ,Bob
Yn) ,Alice
Y, Bob
u XY ,
(2) Bob u ,
[12]
( ),
[18]
[13 15,18]
3
3.1
5( ) Alice
(x1,y1) (x4 ,yi) .Bob
11 |

(x2,y2)  (xz2,y2).

f(x,y) =ax+bhy+c=0,9(x,y) =ax+bhy+c=0

1 (1) Alice

[19]

Xi

Yi

[12]
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f(x2,y2) f(x2,y2) 9(xi,y1)

9(x{ , yi)
, ( Bob X Y2,
Alice a by, f(x2,y2)),
x2,y2)  (x2,yz) f(x,y) ,
f(x2,y2 >0 f(x2,y2) <0
f(x3,y3) >0 [ f(xz,yz) <0’

f(x2,y2) f(xz,y:) >0,

2 2
aiXoxz + biyays + abi(xys + Xzy2) + @Ci( X2+ x3)

+bici(y,+ys) + >0 (D
[18]
(1) : v (X2, ¥2)
(xz,y2) f(x,y) B ER P ,
(X1, y1)
(x1,y1) g(x,y)
3.2

Protocol 1 EIP( Edges Intersect Protoool) {
/1 Alice I1,Bob 2, 1
I2
Al| B1:Alice COMPUTE the equetiondf 1;:f(x,y) =
ayx+ by+c =0;
Bob COMPUTE the equation of 1,: g(x,y) =
@ X+ bpy+ c=0;
A2| B2:Alice GENERATE Sy = (af, bf, ashy, ascy,
bics, D) ;
Bob GENERATE S, = (XoX2 , YoY2 , XoY2 +
X2Y2, X2+ X3 , Y2+ Y2 ,1);
A3 B3: SPP(S;,S) ;
/1 Alice Bob
vy ,Bob
I1u=aixex3 + Biyays + abi(xeys + %3 y2)
+tac(x+ x2) + bc(y,+y:) + C%"’ Vi
A4 : SEND (Alice —Bob, vy) ;
B5:if up>wvithen{// f(x2,y2)f(x2,y2) >0

,Alice

Ouput 11 Iz ; ;
} /1 endf
A6| B6:Bob GENERATE S; = (a3, b3, axby, aCp,
baCz, C3) ;

Alice GENERATE S; = (X4 X1 , Yayi , Xay1 +

XIyi, X+ x{ ,y1+y1,1);

A7 B7:SPP(S:,Ss) ;
/1 Alice Bob ,Bob
Vo ,Alice
11w = axix{ + bgylyl' + aph (xqeyi +

X Y1) + @ (x+ X{) + by +yi) +

+ Vs
B8: SEND (Bob -Alice, v) ;
A9:if w, > v, then { Output |, I i}
de{Ouput 1, I :} /1 endf
}// end of protocol
1
I ) 1
U >V (1 )

axoxs + Biyoys + abi(xoys + x3ys) + aci(x + x3)
+bici(y2+y:) + C§>0
Hax+by+c)(axg + bhys +¢) >0

f(x2,y2) >0 f(xz2,y2) <0
f(xs,y2) >0 | f(xs,y2) <O
(x2,y2)  (x2,y2) f(x,y) =0 ,
. W >V
v (xa,yD) (x4, y1) g(x,y) ,
1 .
2 ) 1
1 SPP
, ( ) 2,
( ) 2nd,
o(n?). 1 A3 B3 A7 B7
SPP , A4 B8 :
6, SPP (S S
S5 S) n 6, 1
3( ) Alice Bob 1
A3 B3
Alice  Bob (a2, a1by, aicy, bicy, ©9)
(X2X2 ,Y2Y2 , XoYz + Xa Yo, X2+ X2 , Y2+ ¥z ,1),
, Alice A4 Bob
vi,  Bob (af, bi,cf,aby, aci, bicy)
, ,Bob
(a1, b, 1) ,Alice (%2,
Y2,%2 ,Y2) : ( 2), 1



688

2007

6( ) PP
n ) :
pr={ (fi, Oxei,yn) » (xdin yi) ) | fi(x,y) = anx + by +
ail<isn p={(g,(xy,yz),(x5,y2)) | g(x,
y) = ax+ by + ¢,1<j< n},
fi(x,y) =0 P i ,

(X1, y1)  (xdi, v1i) P2 (gj,(ij,
y2) , (Xg5, ¥2)) . ,
, P P2
n,
)
, 2. (Pu1, Pr2)
P ; Pu = (%1,91) P = (%,
52) ,
fp=mn{ x| 1<i<n} | &=max{ x| 1< i < n}
y=mn{y;|1<i<n}’ %znﬁx{ylﬂlﬁiﬁn}(a
v (P, P22) P2 ; P =
(%3,93) P2 (%4,94)
4.2
PP 2
(a) : T
Py P2 :
(%22%3) (%a=2%) (52293 (92290 (3
MC (3
, 2(0 :

..............

(o RBEMKL,
PR AME

(a) FRUEFHIK,
ESUE 7N i

B2 FREMRN=MmR

(&) TR,
ESuF 2k iLd

4.3
P1 (fi, (x,y) . (X, y)) e
(g.(x,%) .05 .y)) \
P P2 . R 1 Pz

, .Alice  Bob

Protocol 2 ( Rolygons: Intersect Protocol) {
/1 Alice Py n ,Bob
n
/1 Alice  Bob P P
Al| B1:Alice COMPUTE py ={ (fi, (xai, yai) , (X{i, y1i)) |
fi(x,y) = ayx+ byy+c;,1<i<n};
Bob COMPUTE p = { (g, (X2j, y2)) , (%31, y2)) |
g(x,y) = ax+by+cy,l<j<n};
/1
A2| B2:Alice COMPUTE (P, P12) = ((%X1,91) . (%2,92)) ;
GENERATE Sy = (%2, - X1,%2, - 91 ;
Bob COMPUTE (a1, P2) = ((%3,93) , (%4,94)) ;
GENERATE S; = (X3, - %4,%3, - 94) ;

/1 Alice  Bob (2 pL P

A3 B3:VDP(S;,S;); //Alice Bob
(3)
if Not (S;> Sp) then {
ouput pr p2 ;return fa se;

} | endif
Ad B4t ~1;

whilet<s k dof // ,k

A4 - 1| B4- 1:Alice RANDOM SE.ECT (f;, ( xq;,
yi) L (x4, yi))  pos
Bob RANDOM SELECT (g, ( %y,
yap) o (X2, Y2)) P2

//Alice  Bob
Ad-2 B4- 2:EIP(fi,qg); [/ 1
fi g
Ouput pr P2
}/ 1 endif
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}/ 1 endwhile 1'ED[1' nJ =@t 01
ouput pp ‘return false; . k=n* 0. 865
}// end of protocol . c
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