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Abstract:  With the rapid development of ICT technologies ,the distribution,copying ,and editing the digital media content is
more and more easy. The copyright management and content protection of digital content may decrease the content piracy and ab-
normal usage. In this paper ,the basic principal of DRM (digital rights management) is introduced firstly. The key technologies of
DRM are summarized in detail secondy. The DRM gpplications of main scenarics are andyzed thirdly. In addition,severa chal-
lengeable problems are discussed. Fnaly ,the key research interest and development tendency are expected.

Key words: digita content;content security; digital rights management ; standardization

(Digtd Rights Management ,

DRV) ,
' .DRM
DRM )
DRM )
:2006-02-02; :2006-03-20
(No. 60672112) ; (No. FZ2004-04) ; (No. B1220076800) ;
(No.  05001)

(No. KM200610772008) ;



1140

2007
, DRM ,
DRM, )
“ DRM .
(1] - xrm )
. DRM ) s
, Microsoit'?  1IBMP®! Thomson!*
Philips [5.81 SR £ 5 1
M EH%
e L L]
, DRM { A%
: DRV
2 //nnw:\
2.1
DRM B 1 DRM ®EALH
W3C ,DRM
3
.DRM DRM 3.1
, , 3.1.1
DH\/I 1
DRM ) ,
(n ’
(1) ,
@) 3) (o100
(4) (5) (6) DRM
(7 (8) DRM
9 (10) (11) ,
(12) ,(13) ,
2.2 DRM
, DRM
DRM (241
.DRM )
[8], 1 1] ’
DRM : : ,
DRM ; ;
,

© 1994-2010 China Academic Journal Electronic Publishing House. All rights reserved. http://www.cnki.net



6 1141
[9.101, . Oryptolope Jar
3.1.2 va , 3 , Qryptolope Buil der
[10,11]
Cryptolope Hayer Cryptolope ,
(21 , HTML Oryptolope Qearing
Center . ,
[13] \
(a1 DRM :
IBM  InfoMarket , Crypto-
(81 lope
(1) :
2 314
(3 : : :
(4)
(5
. [19]
(6) 3.2
(7) : , Digimarc
Medi aBri dge : 20
3.13 )
3.1.3.1 InterTrug  DigiBox , ,
DigiBox [16] ,DigiBox . :
, DigiBox Content Quard!®! XML ,
. Dig- XrML XrML DK ,
Box , DigBox DigBox
) 2002 4
; ) Di- OASIS, XrML
gBox , Gontent Quard
( ) . XrML XML ,
InterRight , DCOM ;
DES RSA, [z 2
DigiBox , , 321
’ ’ ( RE_)
DigBox , .
(principd) (right) (reource) (condi-
DigiBox 1 tion) 1!,
3.1.3.2 IBM  Cryptoope (1) : ,

IBM  Oryptolope!™®



1142

2007
@ ;
(3 |
| (PIN) ,
(4)
2 :
il 4 [27] :
o o @ W
Xt ,
'
B2 WRHERNEARGEH o
3.2.2 ©
XrML ) ’
(Garnt) , |
, XrML DRV ,
: ( ) ( )
(241 3 |
4
FARUR T e
| oa | = | wwa | =
EATRR): i AR E
B3 FARERKEERFTRER
3.3
DRV '
LM R
(PKI)
| )
' , : )
3.4
= (28]
(1) , |
) Kerckhoff
[29]
' , , , , DRV
@ | , (2]
' DRV
:CRU ID, SR
CR ;D U
[31,32]
ID _ |
©)



6 1143
Microsoft Digital BAEA W
Asset Server SureDRM
, Adobe Ji IEff) Apabi
Content Server Rights Server
, — TR
B3 -
(OMA)
r—PZP & Home DRM
Network o1
’ Y ﬁ Rk
4 [ *
DRM , -
AL s
PP . 5 OGP | AERD Mw;:::ﬁ m{naows
. UCPS HDCP
DRV Microsift DAS A g
Adobe Qontent Server (- Qassbook Content Server) -
, eBook DRM Apabi ~ /
SEP B 5 AN SRS ) DRM BRE R
mG [, Site) ¥ Media Sevice  MDRM (Microsit Digitd Rights
4.2 Management) [36] ,
4.2.1 . DRM IBM BEMMS  Mi-
, crost Windows Media DRM. , IBM ,Apple,Sun,Gs
, oo ,Philips 2000 12 IVALT
, IP
, . . ISVAL. 1 (MPEGS
Digmarc Corp. Pdfiled/ 1) 19VIA2. 0(AAGHE AVC Po-
High Water Sgnum Ltd. Digimarc file2/ 3/ 4) 19VACQyptl. 1(RTP AVC )
, , OMA DRV2.01®¥!  RAE DRM
,High Water Sgnum .
4.3
, MMS
4.2.1 DRM ,
Internet/ Intranet ,
, . , DRM
) , ,OMA DRM
.2006 6 14 ,OMA
OMA DRM V2.0, PKI ,
DRM DRM
, (DCF) (ROAP) . OMA
) DRM DRM
DRM ,
Red Sygem RMCS (Red Sysem Media Commerce (2) (DRW) : ,
9

© 1994-2010 China Academic Journal Electronic Publishing House. All rights reserved.

http://www.cnki.net



1144

(2 (DCF) :
3 (RRL) :
, OMA DRV ,
Nokia 6220 DRM ,
, UMD. 3G
OMA DRM DRM
: DRV
4.4
HDCP,

DTCP,CPRM ,MI ,S/P,CAS
UCPS(
). :
Qommisdon ,FCC)

(Federal Gommuni cations

4.5 P2P
P2P( Peer to Peer)
Sype BT eDonkey PP ,
PP
) P2P DRM
[39 41] i PP
.Thomon  SrartRight [42 48]
5
51
.DRM )
i Tunes Wi ndows
DRM , . 2004
Koenen!*! DRM
. DMP

DRM ) )

2007
(1) (The Digitd Object Identifier ,
DOI) ,DOI )
(2 (Rignts Bxpresson Languages) |,
PDF .

Open Digtd Rights Language Ini-
tiative (ODRL) Bxensble Rignts Makeup Language
(XrML) . DRM

. Heileman!®! DRM
os
) DRM
:DRM )
5.2
DRM
DRM
RUMP*12004 “ DRM "
, DRM )
) DRM
, Intertrugt ™! Mi crosoft
Media Rayerl0 , IBM BMMS,Apple  Itune
DRM ,DRM
, DRM
DRM
DRM ,
, DRM
) DRM
. 6
(benchmerk) 1481,
F. Petitoolas ,R. Anderson . M. Kuhn
Sirmark , . Sirmark



1145

6
. DRM
Sirmark , Optimerk Checkmerk  Certimark ,
401 . IPIV  DRM
- . 1 2.
P wwm | | -.m,x__.kwmsum
WA $ik | | %t ROC) IPTV
S
XK PR R e
PR £) 7T 18 S 44 4) b7 4 b ( UR)
KENSE G A
i
B 6 KENEIRM REHER DOCBIN
53
DRM | )
, DRM , ( )
DRM Li-
! IPTV
cense
. ; IP+PC, IP+ STB( ) +Tv(
, Alice Bob , Md- )
ice Alice  Bob , ' ’
, Madice
DRM , 5
' IPTV__ DRM
’ IP+PC
., DRM IP+SIB + TV
6
DRM , )
, DRV
DRM .DRM
(1) (2000 )
. , : (2 (2000 2003 ) DRM
(3) (2003 2006 )
DRM , DRM
(4) (2006 ) DRM
5.4 DRM

DRM )



1146 2007
DRM : [11] . [M].
(D , ,2004.

IPTV . [12] 1SO/ 1EC,21000 - 5,2004, International Standards Organizar
(2) . tion. Information Technology Multimedia Framework (MPEG
(3) DTV IPTV - 21) Part 5:Rights Expression L anguage[S].

(DRM [13] S Craver ,N Memon,B L Yeo,M M Yeung. Resalving right-
’ ful ownerships with invisible watermarking techniques :Limita-
) p g q

4’ - ' tions ,attacks and implications[J]. | EEE Journal on Selected

(4) ( ) ' Areas in Communications,1998,16(4) :573 - 586.
(5) ( [14] Furon T,Duhamel P. An asymmetric watermarking method
' ) [J]. IEEE Trarsactions on Signal Processing, 2003, 51 (4) :
(6) DRM : 981 - 995.
(7 , [15] S Perdra,J J K O Ruanaidh, T Pun. Secure Robust digital imr
age watermarking using the lapped orthogona transform[J].
(8) DRV IS&T/ SPIE Bectronic Imaging,1999,3657(2) :21 - 30.
[16] O Sibert ,D Bernstein,D Van Wie. DigiBox :A sef - protect-
DRM ing container for information commerce[ A]. Frst USENIX
Workshop on electronic Commerce[ C]. New York: |EEE,
1995,103 - 109.
17] G Boccon Gibod, X Serret Avila. Methods and systems for en-
DRM
DRV ’ coding and protecting data using digital signature[ P]. US:6,

[1] R lannella. Digital rights management (DRM) architecture[J].
D-Lib Magazine,2001,7(6) :6 - 11.

[2] Microsoft Corporation. A Technica Overview o Windows Me-
dia DRM 10 for Devices[OL ]. http :/ / www. microsoft. com/
windows/ windowsmedia/ f orpros/ Consumerel ectronics/ p4skit/
p4s-2abDetail . aspx ,2006 - 10 - 08/ 2007 - 03 - 10.

[3] W Bender,D Gruhl ,N Morimoto. Techniques for data hiding
[J].1BM System,1996,1(35) :313 - 336.

[4] Ingemar J Cox ,Joe Killian,F Thomson, Tala Shamoon. Secure
spread spectrum watermarking for multimedia[J]. |EEE Trans
on Image Processing,1997,6(12) :1673 - 1687.

[5] ; , :

[J71. ,2004,43(2) :83- 86.

[6] Yuan Zhonglan, Xia Guangsheng ,Wen Qiaoyan. Copyright pro-
tection protocal for digital media[J].Journa o Beijing Univer-
sity of Posts and Telecommunications,2005,28(1) :102 - 106.

[7] Renato lannella. Digital rights management (DRM) architec-
tures[J]. D-Lib Magazine,2001,3(6) :18 - 23.

[8] John S Erickson. OpenDRM :A Standards Framework for Digi-
ta Rights Expression, Messaging and Enforcement [ OL ].
http :/ / www. ait. utk. edu/ drmworkshop/ opendrm. 20sep02.
pdf ,2002 - 09 - 02/ 2007 - 03 - 05.

[9] Feng Dengguo. Research on theory and gpproach of provable
security[J] . Journa of Software,2005,16(10) :1743 - 1756.

[10] Cox | J. Secure Spectrum Watermarking for Images, Audio

and Video[ R]. NJ:NEC Res Inst. ,Princeton,1995.

961,854 ,2005.

[18] Benjamin J Renaud. Digital Signatures for Data streams and
Data Archives[ P]. US:6021491,2000.

[19] Z Puhan,SUN Yufang,An intelligent mobile agents-based
architecture for network fault detection[J].Journal of Soft-
ware,2002,13(7) :1209 - 1219.

[20] ContentGuard. eXtensible rights Markup Language (XrML)
2.0 Specification[OL ]. http :/ / www . xrml . org,2005 - 10 -
04/ 2007 - 03 - 08.

[21] ContentGuard. XrML 2. O Specification&Schema. http ://

www. xrml. org/ get. XrML . asp,2005 - 4 - 23/ 2007 - 03
- 08.

[22] ECAR Research Bulletin. A Digita Rights Management E
cosystem Model For The Education Community [ OL ].
http :/ / www. contentguard. com/ drmwhitepgpers/ DRM . E
cosystem. 2004. 05. 10. pdf ,2004 - 05- 10/ 2007 - 02 - 24.

[23] DRM Standard Activities[ OL ]. http :/ / www. contentguard.
com/ drmwhitepapers/ DRM . standard. activities. pdf , 2006 -
04 - 28/ 2007 - 02 - 25.

[24] Carl Gunter,Stephen Weeks,Andrew Wright. Models and lar-
guages for digita rights [A]. Proceedings of the 34th Annua
Hawaii International Conference on System Sciences (HICSS
34) [C]. Washington :| EEE Computer Society ,2001.76 - 81.

[25] S K Warfidd,M Kaus,F A Jolesz,R Kikinis. Adaptive ,tem-
plate moderated ,spatialy varying stetistical classification[J].
Medica Image Andysis,2000,4(1) :43 - 55.

[26] A J Goldstein,L D Harmon,A B Lesk. Identification of hu-
man faces[J]. Proceedings of the IEEE,1971,59 (5) :748 -



1147

760.

[27] Y Zhu, T Tan, Y Wang. Biometric persona identification

based on iris patterns[J]. Acta Automatica Sinica, 2002, 28
(1) :4- 5.

[28] A M Eskicioglu. Multimedia security in group communica
tions:recent progress in key management , authentication, and
watermarking[J]. ACM Multimedia Systems Journa , Specia
Issue on Multimedia Security ,2003,9(3) :239 - 248

[29] Loydka S,Hamood S Poiseulle How o a rarefied gas in a

cylindrica tube:Sdution of linearized Batzmann equetion[J].

Physics o Huids A :Huid Dynamics,1990,2(11) :2061 - 2065.

S Schneider , R Holloway. Using CSP for Protocol Anaysis:

The NeedhamrSchroeder Public- Key Protocol[M]. Royd Hol-

loway :University of London,1996,3.104 - 110.

[31] D Maughan,M Schertler ,M Schneider ,J Turner. Internet Se-
curity Association and Key Management Protocol [ Z]. IETF
RFC 2408. 1998. 248 - 253.

[32] | Chang,R Engd ,D Kandur,D Pendarakis,and D Saha. Key
management for secure Internet muiticast using Bodean function
minimization techniques[A ]. Eghteenth Annud Joint Corference
o the |EEE Conputer and Communications Societies Proceed-
ings[C].New York ,USA :I1EEE,1999.689 - 698.

[33] Stephen Mooney , Interoperability - Digital Rights Management

and the Emerging EBook Environment[J]. D - Lib Maga

zine,2001,7(1) :68- 72.

Microsaft Corporation. Microsoft DAS[OL ]. http :/ / www.

microsaft. com/ reader/ default. mspx. 2004 - 03 - 25/ 2007 -

03 - 05.

[35] Q Liu,R Saavi-Naini ,N P Sheppard. Digital rights manage-
ment for content distribution [ A ]. Proceedings of the Aus
tralasian information security workshop conference on ACSW
frontiers 2003[ C] . Austradia:ACSW Frontiers,2003. 49 - 58.

[36] Microsoft Corporation. Architecture of Windows Media Rights
Manager [ OL ]. http :/ / www. micrasoft. com/ windows/ win-
dowsmedia/ howto/ articles/ drmarchitecture. aspx ,2005 - 04 -
10/ 2007 - 02 - 23.

[37] ISMA [ISMA 1.0.1,2004. Internet Streaming Media Alliance

Implementation Specification,Version 1.0.1[S].

Open Mohile Alliance (OMA) . Open mobile aliance: DRM

architecture draft version 2 [OL ]. http :// xml. coverpages.

org/ OMADRM - ARCHv202 - 20040315. pdf ,2004 - 03 -

15/ 2007 - 02 - 23.

[39] K Chorianopoulos,J Barria, T Regner ,and J Att. Cross media

[30

—

[34

—

[38

digitd rights management for online stores[ A ]. | EEE Interna
tiona Corference on Automated Production of Cross Media
Content for Multi - Channel Distribution [ C]. New York:
| EEE,2005. 257 - 260.

[40] P Bédlini ,P Nesi. An architecture of automating production of
cross media content for multi-channel distribution[ A ]. Hrst

International Corference on Automated Production of Cross
Media Content for Multi - Channel Distribution[ C]. New
York :|EEE,2005.9 - 11.

[41] P Kumar,G Sridhar ,V Sridhar ,R Gadh. DMW :A middleware
for digita rights management in peer-to-peer networks,
database and expert systems agpplications[ A ]. Proceedings on
Sixteenth International Workshop [ C]. New York: |EEE.
2005. 246 - 250.

[42] J P Andreaux ,A Durand, T Furon, E Diehl. Copy protection

system for digitad home networks[J]. Signal Processing Magar

zine,2004,21(2) :100 - 108.

A Durand, E Diehl ,J P Andreaux. Secure Exportation from a

Global Copy Protection System to a Loca Copy Protection

System[ P] . European : EP1552363 ,2006.

Koenen R H,Lacy J,Mackay MI. Enabling security technolo-

[43

—

[44

—_

gies for digita rights management [J]. |EEE Signa Process-
ing,2004,92(6) :883 - 897.

Pramod A Jamkhedkar , Gregory L Heileman. DRM as a lay-
ered system[ A ]. Proceedings o the 4th ACM workshop on
Digital rights management [ C]. Washington: ACM Workshap
on Digital Rights Management ,2004. 11 - 24.

Rump N Can digitd rights management be standardized[J].
|EEE Signal Processing,2004,21(2) :63 - 70.

[47] D Amdur,InterTrust Challenges IBM digital content metering
[J]. Report on Hectronic Commerce,1996,23(15) :16 - 18.

Macq B Dittmann] ,Delp EJ. Benchmarking of image water-

[45

—_

[46

—

[48

—_

marking algorithms for digital rights management [J]. |EEE
Signal Processing,2004,92(6) :971 - 984.

[49] Fabien A P Petitcolas, Ross J Anderson,Markus G. Kuhn. In-
formation hiding—A survey [J]. Proceedings of the |EEE,
1999,87(7) :1062 - 1078.

20

Emal :fankf @126. com

,|IEEE

. Email :Kf . fan @163. com



