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Abstract: Access contral is one of the powerful and generalized gpproaches of authorization decisions on information re-

sources. Frstly ,the environmental state is introduced and the term* action” is defined based on roles,temporal states and environ-

mental states. Actions can be used to capture security-relevant aspects of roles,temporad states and environmenta states in diff erent

information systems. Then, the action hierarchy, tempora hierarchy, environmental hierarchy and ActionrBased Access Control

(ABAC) modd are presented. And the relationship among roles ,tempora states and environmental states are analyzed. By introduc-
ing the limited temporal states and environmental states,the administrative action and administrative model for ABAC are described.
The controlling relations of user-administrative action and administrative action-administrative permission are propased. By Z-nota-
tion,the functions of AddAction,ModifyAction and DeleteAction are introduced. Moreover ,the related methods for ABAC adminis-
trative model are presented. Compared with the existing models ,the ABAC model can solve the problem of access contral in infor-

mation systems with mobile computation.

Key words: access contrdl ; action; environmental state;temporal state; administrative action
1
R Sandhu 1996
) , RBAC
; (11, 1997
ARBAQI7 , RBAC
: (21 2001 ,D F Ferrdolo R Sandhu
. : RBAC 31,
:2008-04-29; :2008-05-30
863 (No. 2007AA017429 ,No. 2007AA01Z472 ,No. 2007AA017482) ;

60573036 ,No. 60702059) ;

“ 13115" (No. 2007ZDKG56)

RBACI6

RBAC

(No. 60633020 ,No.



1882 2008
[4]
Web GenericWA- oo
RBAC, [5] VAN i : ¢ " ,
DERBAC,  [6] RBAC :
, 3 RBAC
. 2.1
[7] (TRBAC, Terrpo-
rd RBAC) , - - : , u:
.J B D Joshi : ,
( GTRBAC, Generdlized Tenpora ; R;
RBAQ) 8% GIRBAC : «C )
[10] :
; S;
i Ll T.
,Qovington R
BAC M , ,
: N :
Ray L Yu [12,13]
RBAC :
GEORBAC ™ '
SCRBAC '
, SCRBAC
1 x
Qi
BcRBAC [8 16]
. . [17 .
21] y b n i " ”
l 1
( ) (
' )
( :
)
; “ (Action) ” , 2 ’ o g
ABAC(Ac- , " e o ;
tion-Based Access Control) . 8 B (p} 20}, 6
ABAC , ABAC , —
) B ! 3 y ti tj T
) ) rt pi root

ABAC : R {pr2{p}. 4 &



10 1883
t = 6 =g (e,g) EH, & §
4 a r e 8 & , e=g. (e.g) EH
t : u & 6>e e=§g , e §
s p , ' €>6.
u Us Sp Pr Rt Te E a 9 THSTX T T
(r,t,e). ti ot T,(ti,tj) TH
a r {3t {t e i >t (ti,t) TH, t
{€}.p {p}. B , i =t (t,4) TH
5 Constraints-a S , ty izt =t , ti t
u a p. s > .
6 - ua u a 10 A, AH <
, ua UA. AX A A ) a =
7 - ap a P (r,t,e),a=(r,t,8) A,(a,a) AH r
, ap AP. >5 4=t 6 =§ (a,a) AH, a
1 , enade a \5 \\ & , a=>a.
dsable active [8] . (a,a) AH a a>a a>a ,
T [(T,TP| T TC], (M, TP A5 . asa.
, D , TC 10 :
; E [ B] BN , [10]
EH ES| EC], B , EN .
+ EH 1 a A, AH
 BS a I=(a, ,a, ,8&),
, EC . ,S- R a=a,a>a, d A, > 4d.
;asdgn/ deasign a L(a).| a,
;enable/ dsable /
N N a |.g |
) edive e Suset. acion* ={ a a I}
;activey o .
, a  Subst. action, a
;activep
1 ]
St rdel = 4 4 <R
1 St temporal®= 4 g4 =T
Set. erMronmentt = 4 | 4 <oE°
Set. permisont = 4 4 <aP
- (T,E,S, R,asigny/ deasigny ato u) a |
(T, E,S, R,enable/ disable a)
- (T, E,S, R,asxdgny deasigne p to a) Set vaidrde® =
(T, E,S, R, Natie, &livey _ia) {r| a Subsst. agtion¥, r* S roe}
(T,E,S, R, Nacive, &tiVep xa) Set valicemporal® =
(T.E,S, R, Nia,alivey ) {tl a Subsst. action™,t* Set. temporalf}
(T,E,S, R, N, aliVep. wia) Set . validenvironment® =

2.2

8 EHES EX E E

e § E,(e,g) EH

{el a Subeet. action,e” Set. environment(}

Set. validpermission” =
{pl a Subset. action®,p?
AH g

Set . permission’}



1884 2008

Set. validrde®™ = | (4 Set. validrde® Action AQ_ (Access Qortrol List)
Set. validtemporal® = | (4 Set. validtemporal® PUASUXA, ;
o . o . -APCAX P, -
Set. validenvironment™ = | (5 Set. validerMronment® CAHCAXA, A , >
Set. validpermisson® = | | (,) Set. validpermission® . Qondraints,
p Set. vaidpermission®, p suer:S U, S user (s)
: ( )
Set . validrae® = - actions: S —2°, s actions
{rl r Sa. Vdidrdea,(a,p) AP} (S) g{ al(ad Za)[(user(s),a’) UA]} )
. validtemporalpz S a adiom(q){ p| ( dd' =a)[(4d, p)
{t|t Set. vaidempora®,(a,p) AP} AP]}
Set_ validervironment” = A=(R,T.B E
{el e Sa. validenvironment®,(a,p) AP} ’
B GPS EN
u s
o - IP
' ; EH, TRV
asp {a(u,a UA,(a,p AP, B
a _ : :
r* Set. validroe®, : EC.
e® S . validenvironment®, _ E
t*  Set. validtemporal "} - AP,

a=(r,t,e , :

Vi Rt Tea Ei,j,k N,3dp.p. .5
P (ag=C(r,t,8),p) AP, I=1 n.
ik N p e, s, P (aje = (v, by,
&).py) AP I=1 d, n=n,t =t, e =k,
{pyopys o) Sipapn, R

=(a, a5, a3, &) , &
|

(ru, 15,18,

RBAC w2
ro) (ti,ts,ts, tw) (e, es, ABAC
€, €w) . ABAC
x:
Bl fTHEREGHWE RBAC ' (A) '
(A) (R (B (m.

(ro,ra, rs, r7,rg,r0) (ta,ts, ts, tz, tg, two) (A)
(e1,63,65,€7,68,€0) . a p ,

) p

{r%'r%,r%’

ras,raz, ra1} {tav’tas,taz:’tas,taz,teﬁ} {eav’eavs’

et 6%, e®, ey,

2.3 ABAC N
S [1] < A
ABAC
12 ABAC :
"UAP ). #) % %A Constraints )
A=(R,T,B.RTE ; B2 ABACHIK!

A



10 1885
TE , AR ,LIMT
LIME
; “AACAXA, -
, "UACUXA, -
UADA S U X ADA, -
-APCAX P, -
4 - : - ADAP CADA X P, -
- "AHCAXA, A ,
, - >
- - ADAH S ADA X ADA, ADA
- , >
ABAC - Qondrairts,
S s :S LU, S user (s)
3 ABAC ( )
[2] URA97 PRA97  RRAQ7 - adtions: S 2" ", s ac
RBAC _ tions(s) S{al (dd =za)[(wx(s),d) UA UA-
[17 22] DA]} ; s a aios(s{ Pl (T &' =
, [2] a[(d,p AP ADAP]}.
, AR [2], 3 ABAC
31 3 ,ABAC
ABAC ADA - -
, ABAC .ABAC
Qondraints - - -
) ., AR - . -
13 ada , ,
, 3.2 ABAC
ABAC - -
[2] 2 4; -
. ada (ar,limt, lime) , a AR - [2]
lim T lime E  ada ADA limt 6. ABAC ABAC
LIMT lime LIME. - -
ABAC , 15 X X
. ADP , . ,
[2] ABAC Dx A : u . X
(IX =X ((u,X) UA (u,X) SUADA); X
14 ABAC (VX =2x) ((u,X) SUA (u,xX) SUADA).
- U: (A : ADA: A, @A A
P :ADP: ' S: ;
A= (R, T, E),ADA = (AR, LIMT,LIME) , R (2) x ADA . u . X



1886

(4P)

RP-1T R R
(U4)

AP-EEeT AR
(UA4)

. 17 0B

K

B

’ SN TEAT TR
h BRI A o BUR
(A44P) (ADP)

can. assignsp SADA X CADA x 2°°F
can. revokesp SADA x 2°°P

ADA = ADA\ {a|?'d ADA,d < a} ,ADP

B3 ABACHEHA
(IX =x) ((u,X) UADA (u,X) SUA); X
(VX 2x) ((u,X) €UADA (u,X) €UA).
ADA , CADA ADA
16 ABAC
: permi ssonad
can. asignsu SADA' x CADA x 2°* apad
can. revokesu S ADA x 2(ADA\ {suprada)) ”
ADA = ADA\ {a|”'d ADA,d < a},superar x( VX =x)
da , z Z
, . 4 “ , can. revokesp(x, 2)
" ,can. assignsu(x,y, Z) X
( VX zx) y z-
z Z. Z , can. re
vokesu( x, 2) X ,
Z.
17 ABAC ; ACTIONS

TSTATES

y J

={ userad ,actoi nad ,permi ssonad , uaad ,gpad ,asad}

actoi nad
l.md -
asad . z “
,can_ assignsp(x,y, 2)
y

userad

, NAME
ABAC

, ROLES ,
, ESTATES ,



10 1887
USERS : SESSIONS , OPS ACTIONS = ACTIONS\ { action} { action'}
o8BS UA = UA\ { Yu USERS adion| —u} { adiorf |~}
AddAdtion( adtion: NAME) < AP =AP\ { Vop OPS; Vb OBS adtion] ~(cp, )} { adtiarl| -9}
adtion € ACTIONS

if action. rde € ROLES then ROLES = ROLES { rde}

if action. temporalstate € TSTATES then TSTATES' = TSTATES { tempo-
ralstate}

if action. environmentalstate € ESTATES then ESTATES' = ESTATES
{ environmentalstate}

ACTIONS' = ACTIONS { action}

UA = UA {adion] -9}

AP = AP {ation| -9} >

ModifyAction ( action , rde, temporalstate, environmentalstate : NAME) <
adtion ACTIONS
if rde®€ ROLESthen ROLES = ROLES { rde}
if temporalstate € TSTATES then TSTATES' = TSTATES { temporalstate}
if environmentalstate § ESTATES then ESTATES' = ESTATES { environ-
mentalstate}
[ Vs SESSIONS: action session. actions(s) =DeeteSession(s) ]
adtion’ = (rde, temporalstate , ervironmentalstate)

DdeeAction ( action : NAME) <

adtion ACTIONS

[ Vs SESSIONS: action session. attions(s) =DdeteSession(s) ]

[ Va ACTIONS\ { attion} - a. rde # attion. rde =>ROLES = ROLES
\ { action. rde} ]

[ Va ACTIONS\ { attion} - a. temporalstate # action. temporalstate =
TSTATES' = TSTATES\ { action. temporalstate} ]

[ Va ACTIONS\ { action} - a. environmentalstate # action. environmen-
talstate = ESTATES = ESTATES\ { action. emironmentalstate} |

UA = UA\ { YVu USERS adtion| —u}

AP = AP\ { Vop OPS; Vob OBS: action| -(op, db)}

ACTIONS = ACTIONS\ { action} 1>

ABAC - -

verifyid

result = (wserid  U)  (isvalid ( certification) ) >

True, Fds
verifyid (userid, certification : NAME; out result : BOOL EAN) <

action True, R
isenable( action : NAME; out result : BOOLEAN) <
action ACTIONS
result = action ENABLEA * 1>

isenable

regt
globalt ( reqt : NAME; out result : BOOLEAN) <
reg  TSTATES
gobalt result = ( Ve, ESTATES; Vr
(Ve,g ESIATES; Vr

True, Fds

ROLES; Vp PERMISSIONS| e # g+ (&= (r,ret,e) ,p) =(a=(r,reqt,g) ,p) AP
ROLES; Va ACTIONS| eZ¢- (u,a=(r,reqt,e)) =(u,a=(r,reqt,g)) UA) >

rece
globale( reqe: NAME; out result : BOOL EAN)
rege  ESTATES
result = ( Vti,t; TSTATES; Vr
(Vti,t; TSTATES; Vr
. rece =[ d| en| eh| es| ec],
, (

dobde

True, Fds

ROLES; Vp PERMISSIONS| ti# tj- (&= (r,ti,rece) ,p) = (g =(r,t,rece) ,p) AP)
ROLES; Va ACTIONS| ti# tj- (u,a=(r,t,ree)) = (u,a=(r,t,ree)) UA >

rece global . ,

eh s e ) ,

regt validt
verifyt (regt, validt : NAME; out result : BOOLEAN) <
verifyt regt  TSTATES; validt S TSTATES
result:(ﬂtl.tz validt-tlﬁreqt Stz)
(r ROLES;e ESTATES;p

True, Fds

PERMISSOINS: (u,a=(r,ret,e)) UA (a=(r,req,e) ,p) AP >

rege valide
verifye( rege, valide: NAME; out result : BOOLEAN) <
verifye rege  ESTATES; valide & ESTATES
result=(Je,e vaide e <ree <e)

True, Fdse

(r ROLES;t TSTIATES;p PERMISSIONS: (u,a=(r,t,rege)) UA (a=(r,t,ree) ,p) AP) >




1888 2008

( 2)

user
) n. activeabyu ( user : NAME; out result : N) <
n. activesbyu wser  USERS

result = Nm,eu tme‘(user) >

user
maxn . activeabyu ( user : NAME; out result : N) <
mexn_ activeabyu | g USERS
result = N”% tma‘(user) >

permission
n . activeabyp ( permission : NAME; out result :N) <
n. activeabyp permission  PERMISSIONS

result = Nmi\,ep_ o (permission) >

permission
) maxn . activeabyp ( permission : NAME; out result :N) <
mexn. activeabyp | permission PERMISSIONS

result = Nmp m(perm'Sion) >

* ENABL EA
4 ABAC

ABAC .
, 3 . 3 ARBACI7 Gener- _ [17

icWA-RBAC DERBAC Fuzzy RBAC 21] :
, TRBAC .ABAC

[10] : : :

. GTRBAC
, ,  GIRBAC ABAC )
.LRBAC GEO-RBAC SCRBAC BxRBAC

[11] :
3 ABAC

ARBACY7[?

GenericWA- RBACH

DERBAC!®!

Fuzzy RBAC!®!

TRBAC!"!

GTRBAC!® ]

[10]

[11]

LRBACI2 B

GEO-RBAC]

G RBACH®!

BEx RBAC!®]

EARBAC!Y

X- GTRBAC!®!

[19]

[20]

DRBACIZ!

ABAC




10

1889

ABAC,;

ABAC ;
can. assignsu can.

ABAC
revokesu can. assignsp
can. revokep , -

ABAC
JABAC

[1] R Sandhu, E Coyne,H Feinstein,et a. Role-based access con-
trol models[J]. |EEE Computer ,1996,29(2) :38 - 47.

[2] R Sandhu,V Bhamidipati ,Q Munawer. The ARBAC97 model
for role-based administration of roles[J]. ACM Transactions on
Information and System Security ,1997,2(1) :105- 135.

[3] D F Ferraiolo,R Sandhu,S Gavrila,et a. Propased NIST stan-
dard for role-based access control [J]. ACM Transactions on In-
formation and System Security ,2001,4(3) :224 - 274.

[4] P H Bammigatti. GenericWA-RBAC :role based access control
model for web applications[ A]. Proceedings of the Sth Interna
tiond Corference on Information Technology (ICIT 06) [ C].
Bhubaneswar ,India:| EEE Computer Society ,2006. 237 - 240.

[5] L Dong,S Yu, K Ouyang. The dynamic endpoint-based access
control model on VPN [A]. Proceedings o the International
Conference on Networking, Architecture, and Storage (NAS
2007) [C]. Guilin, China:|EEE Computer Society ,2007. 44 -
54.

[6] H Takabi ,M Amini ,R Jaili. Enhancing role-based access con-

trol model through fuzzy relations[ A ]. Proceedings o the Third

International Symposium on |nformation Assurance and Security

[C]. Manchester, UK: IEEE Computer Society , 2007. 131 -

136.

E Bertino, P A Bonatti. TRBAC:a tempora role-based access

control model [J]. ACM Transactions on Information and Sys-

tem Security ,2001,4(3) :191 - 223.

[8] J B D Joshi, E Bertino,U Latif ,et d. A generdized tempora

[7

—

rolebased access control model [J]. |IEEE Transactions on
Knowledge and Data Engineering,2005,17(1) :4 - 23.

[9] J B D Joshi, E Bertino,A Gha oor. An andlysis of expressive-
ness and design issues for the generalized tempora role-based
access control model [J]. | EEE Transactions on Dependable and
Secure Computing ,2005,2(2) :157 - 175.

[10] , .

[J]1. ,2005,33(9) :1634 - 1638.

Wang Xiao-ming, Zhao Zong-tao. Role-based access control
model of temporal object[J]. Acta Hectronica Sinica,2005,33
(9) :1634 - 1638. (in Chinese)

[11] M J Covington,W Long,S Srinivasan. Securing context-aware
gpplications using environment roles[ A ]. Proceedings o the
6th ACM Sympasium on Access Contro Models and Tech-
nologies[ C]. Chartilly, Virginia, USA : ACM Press, 2001. 10
- 20.

[12] | Ray,L Yu. Short paper :towards a | ocation-aware role-based
access control model[A]. Proceedings of the Frst Internation
a Conference on Security and Privacy for Emerging Areas in
Communications Networks [ C]. Athens, Greece: |EEE Com-
puter Society ,2005. 234 - 236.

[13] | Ray,M Kumar,L Yu.LRBAC:a location-aware role-based
access control model [A]. Proceedings o the Second Interna
tiond Conference on Information Systems Security (1CISS
2006) [ C]. Kolkata,India:Springer-Verlag,2006. 147 - 161.

[14] M L Damiani , E Bertino,B Catania. GEO-RBAC:A spatialy
aware RBAC[J].ACM Transactions on Information and Sys-
tem Security ,2007,10(1) :1 - 42.

[15] : :

[J71. E ,2007,37(2) :254
- 271.
Zhang Hong, He Ye-ping, She Zhi-guo. A forma mode for
access control with supporting spatial context [J]. Science in
China Series F:Information Sciences, 2007 ,50(3) :419 - 439.
(in Chinese)

[16] X Cui,Y Chen,J Gu. ExxRBAC:An extended role based ac-
cess control model for location-aware mobile collaboration
system[ A]. Proceedings of the Second Internationa Corfer-
ence on Internet Monitoring and Protection (ICIMP 2007)
[C]. Silicon Vdley,USA :|EEE Computer Society ,2007. 36
- 41,

[17] , , .

(1. ,2005,42(5) :868
- 876.
Long Qin,Liu Peng, Pan Ai-min. Research and implementa-
tion of an extended administrative role-based access control
model [J]. Journal of Computer Research and Development ,
2005,42(5) :868 - 876. (in Chinese)

[18] R Bhatti ,B Shafiq,J B D Joshi ,et d. X-GTRBAC Admin:A



1890

2008

decentralized administration model for enterprise wide access
control[J]. ACM Transactions on Information and System Se-
curity ,2005,8(4) :388 - 423.

[19] S Oh,R Sandhu, X Zhang. An efective role administration
model using organization structure[J]. ACM Transactions on
Information and System Security ,2006,9(2) :113 - 137.

[20] J Crampton. Understanding and developing role-based admin-
istrative models[ A ]. Proceedings of the 12th ACM Conference
on Computer and Communications Security [ C]. Alexandria,
VA ,USA :ACM Press,2005. 158 - 167.

[21] QLi,J Shi,S Qing. An administration model of DRBAC on
the web[ A ]. Proceedings of the | EEE International Conference
on e-Business Engineering[ C] . Beijing, China:| EEE Comput-
er Society ,2005. 364 - 367.

,1966 3

. Emall :Ifh @bedti . edu. cn

,1980 2

Emal :we . wang @mail . xidian. edu. cn

1963 10

. Emall :jfma @mall . xidian. edu. cn

1985 4

( 1872 )

[4] Ateniese G,Steiner M , Tsudik G. New multiparty authentication

services and key agreement protocols[J]. | EEE Journa on Se-

lected Areas in Communications,2000,18(4) :628 - 640.

Boneh D , Franklin M. Identity-based Encryption from the well

Pairing[ A]. In Proceedings of Crypto’ 2001 [ C]. Berlin:

Springer-Verlag,2001. 213 - 229.

[6] Joux A. One round protocal for tripartite Diffie Hellman[A].
Proceedings of Algorithmic Number Theory Symposium[C].
Berlin :Springer-Verlag,2000. 385 - 3%4.

[7] Smart N P. An Identity based authenticated Key Agreement

protocol based on the Weil Pairing. Cryptography [ R/ OL ].

eprint Archive,http :/ / eprint. iacr. org/ 2001/ 111.

Boneh D , Franklin M. Identity-based encryption from the Well

Pairing[ A ]. Advances in Cryptography-CRYPTO 2001[ C].

Berlin:Springer-Verlag,2001:213 - 229.

(5

—_—

[8

—

[9] Cocks C. An Identity based encryption scheme based on
quadratic residues[ A ]. Advances in Cryptogrgphy and Coding
[ C].Berlin:Springer-Verlag,2001. 360 - 363.

[10] Sattam S, Kenneth A. Parterson G. Authenticated Three Party

Key Agreement Protocols from Pairings[ OL ]. http :/ / eprint.
iacr. org/ 2002/ 035.

[11] Boneh D, Silverberg A. Application of Multilinear forms to
Cryptography[OL ]. http :// eprint. iacr. org/ 2002/ 080.

[12] H KLee,H S Lee, Y R Lee. Multi-party Authenticated Key
Agreement Protocols from Multilinear Forms[ R/ OL ]. Cryp-
tology ePrint Archive:http :// eprint.iacr. org/ 2002/ 166.

[13] HM Lee,KJ Ha, KM Ku. ID-based Multi-party Authenticat-
ed Key Agreement Protocols from Multilinear Forms[A]. In-
formation Security, 8th International Conference, ISC 2005
[C].Berlin:Springer-Verlag,2005. 104 - 117.



