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Abstract:  Under the trusted environment, we rethink the three attack abilities defined in the Canetir Krawczyk (CK) model
which is a formal method for the design and analysis of key agreement protocols. We find that under the trusted environment if the
signature/ verification key pat is generated by TPM, the attacker in the CK model has only one attack ability: sessiorr key query.
Otherwise, he has two abilities: sessiorr key query and one new attack ability: long-term private key corruption. In addition, TPM
overcomes the weakness of the encryption algorithm based authenticator in the Canettr Krawezyk model. Based on these, we pro-
posed a new CK model under the trused envionment—CKTC. T hereafter, through an example of utilization of CKI'C to design a
key- agreement protocol, i can be seen that this formal model predigeds the difficulty of the design and analysis a key agreement
protocol under trusged environment. In addition, we find that in order to enhance the secwity of a key agreement protocol, every
country should add their own symmetric encryption modules in the TPM, and a user s signature/ verification key pair should be gerr
eraled by TPM.
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