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Anaysis and Improvement of Timeliness of a Mutt Party Norr Repudiation Protocol

HAN Zhrt geng, LUO Jurr zhou
(School of Computer Science and Engineering, Southeast University , Narjing , Jiangsu 210096, China )

Abstract:  Timeliness is a key security property of practical norr repudiation proto cols. This paper analyzed an exiging repre-
sentative multr party nom repudiation protocol using forma method and found that it lacks the suppoit for timeliness. Then an m-
proved protocol was proposed which fixes the flaw by both adding extra time limit information into protocol messages and modifying
the sequence of protocol deps.
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MPRP
, Tr Run . MPRP
, Run T(T 2Tr),
Entity; T+ t( i< + ) Run,
T+t

, Run MPR

Enuty,
T

; [ 8]
SvO G , [16]

8]

Nec : F ¢ F P believes ¥

AL P believes PAP believes( $D &) DP believes ¢;

A4 (PKo Q. K) AR received {X)x'a [T]) D Q said X
a[T];

A6 P received (X,
[T]:

A7 (P received{ X}k a [T1] AP hasK at [To] ) D P re
ceived X a [max(T, T,)];

-y X,) a [T] D P received X; at

3 KM

TTP( Trusted Third Party ), TP

(1)A =B: fu00. B, L, T, C, EOO;

(2) Bi " A:fgops A, Bi, L, EOR; where Bi € B and i € {1,
- I Bl);

(3)AT TTP: fsy. B, L, T, Ey (K ), Subg;

(4) B} <ATP: fea, A, B . L. Eg (K), Cong where Bj € B

and Vj: 1§ I B I ;

(5)A ~ATP:fm, A, B', L, Ex (K ), Conk;

Where L= h(M, K); EOO= S, (fwo, B, L, T, h(C));
FEOR:= Spi (fwr, A, L, T, C); Subx= Sa (fswn B, L, T,
Ey(K)); Cong= Spp(f ur A, B, L, T, Ey (K)).

/

T A B K  Con, .
B Bi A T, 2
) LA { EOR;, Cong}, B
Bj { EOO, Cony ). :
(1)Bj A M, A M:(2)A
M Bj, Bj M.
J J

C= {M}y; EOO, = {fgoo, B, L, T, h(C)}; EOO =
{EOOP}KA*‘; EOR,, = {fmr. A, L, T, C}; EOR; =
(EORyj ™ s Subg = (fsu B, L. T, Ey (K)]; Subg=
{ Suby }xa™ s Cong,= {feon A, B L. T, Ey (K)J; Cong =

{COHJ(I} KT L

L, lo, tA tBi’ t

(T T, Ty Ty Toi T T, i(1<i<IBl)
J(1S SIB) : B i
(Bi) A B
B J(Bj).
KM

P1.(1) J believes PKs(A, KA); (2)J believes PK,( Bi,
KBi); (3) J believes PKo(TTP, KT ) ;

P2.(1) J believes ( Bi has KA ); (2)J believes ( Bi has
KT);

/

,A Bj
J:
P3. ] believes J received { EOO, EOR;, Conk);

TP , Sulby
Cony, :
P4.] believes ( TTP said Cony, at [ T,] O TTP received
Subg at [T.]);

A Bj TTP , TTP

, Lo N

P5. ] believes (TTP said Cong, at [ T.] DA received Conk
at [T, {x| T, <o ST+ 15)]):
P6. J believes (TTP said Conk, at [ T.] D B/j received . Cong
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a [Tl T, <« T+ t,)]):
:Bi EOO
EOR;, A EOR;
Suby:
P7. ] believes (A said Sulby, at [T,] DA received EOR; at
[T {xlx ST.}]);
P8. J believes (Bi said EOR, at [ T,] D Bi received EOO at
[Ty { x| x <1 ):
M : Bj /A C
K, / M:
P9. J believes (A said C a [T,] NA said K at [T,] DA
said M at fmax(T,, T,)]);
P10. J believes (B,j received C at [T, ] N\ B/j received K at
[T,] D Bj received M at [max(T,, T,)]);
1, KM :
Gl J believes (A said M at [ T,] NA received Cong at
[T,]) N(T. <T, <t);
G2 ] believes (B/] received M at [T, ] /\B/j said EOR,, at
[T]) N(T,~ ty ST, KT, <t);

Gl A Subkx T
Cong; G2
> Gl
, G2.

(1) J believes J received Cong {P3, Nec,Al, A6};

(2) J believes ( TTP said Congp at [ Ts]){(1), Pl
(3),Nec, Al,A4);

(3)J believes (TTP received Suby at [T ]){(2), P4,
Nec,Al)};

(4)J believes (A said Subg, at [ T,]) {(3), P1(1),
Nec,Al,A4};

(5)J believes (A received EOR; at [T, {x|x <T,}])
((4), PT,AL};

(6)J believes (B/] said EOR;, at [T,]){(5),P1(2),
Nec,Al,A4};

(7) J believes (B,j received EOO a [T,| {x|x <
T,}1){(6). P8, Al};

(8)J believes (B/j received EOO, at [T ,]){(7), P2
(1),Nec, A1,A7};

(9J believes(B/j received C a [T,]){(8), Nec,Al,
A6}

(10)J believes (B/] received Cong at [Tyl {x1 T, <v
ST+ 1/]){(2),P6, Al};

(11) J believes (B/] received Cong, at [ Tg;]) {(10),
P2(2),Nec,Al,A7};

(12) ] believes (Ej received K at [Ty ] ){(11), Nec,
Al,A6};

(13) J believes (B(] received M at [max(T,, Tgp)])
{(9),(12),P10,A1};

(14) ] believes (B(] received M at [max( T, Ty)] N
Bj said EOR, a [T,]){(6),(13), Nec,Al}.

X

<7, <ot

T,= max(T, Ty), T,= T, T~ ty ST,

T,<T, T

s

(5 (1) (10)

KT, (1):Te= max(To, Tii) = Thi;
(10) Ty €fxIT, Sx ST+ 1), (1)
(2): T, KT, STo+ 1o (5) ., T,=
T, <T,, (2) OST,-T,<T+ 1o~ T, T,-
(T+ to- T,) ST, <T,. Tt to— T, Sty
T~ 1y <I,<T,. T, T, ,
Ip; , T+ tg— T,
, T~ tp ST, ST, Kt
G2
A Subx B EOR:(i
) , A
T Suby, TP
Bj M. TTP
Cony s B(] T
TTP ;A Bj
, Cony, B/j
Cong . KM
. Bj
4 KM
KM ,
[ ’ )
(T) : T, T, ,
b= T, - T},I (t). s
[17]
TTP .
[14,
15/, :

li= h(A, Bi, TTP, h(¢), h(K));
EOO .= S, (fgpo, Bi, I;, x;, uBi, ty, h{ c;));



380

2009

EOO= { E0O,| Bi €BN1<i <IBIJ;
EOR;= Spi(fror. A, Li, xi, uBi, tgi, ci, EOO);
EOR= (EOR| B €B' N1 < <IB'| AB < B);
Subx= Sy (fsu» B, L t4, Eg(K), EOO);
Cong= Strp(fea A, B, L', T, ta, Sety, B’ (Es(K)),
E0O, EOR);
tSety = {11 1§ <IB'| );
L={lIBIEBANISi<IBl);
L'={LIB€B N <i<IBl}.
> ty A s
Subg tA
Bi EOR,, Suby
TTP

TP

. lg Bi
EOR; tBi
FOR, .T

2

A Suby,
TP Cony .
(1A~ Bi:f wo. Bi, t,, L., c;, %, uBi, EOO,.
<i <IBI) E00,, EOR,
TTP .
(2)A” TTP: fsy. B, t,, L, Ey (K), EOO, Subg. A
Bi TTP Subk. TTP Subx
EOR,, Cory,
Bi EOR;,
Iy ( TP ,
Suby ). EOR,, TTP
Bi B( i
EOR;,  EOR, TTP )
4 (1< SIB' 1) ,
B B b B @
TP Subg s .
(3)Bi " TTP: fyor. A, 1;, x;, uBi, tg;, FOO;, EOR,. Bi
(1<i<IBI) E00; 1 M,
FEOR,  TIP, . t
Bi t , Bi
ki Iy . ;
EOR;, ,
A 3 2.
Cony : 3 , TTP
Suby  EOR(1< <IB1). TTP  EOR
Sube  EOO , ,
, ITP to,
to . TP

Bi(1
A, Bi

TP

EOO

Cony.

Cong

TP 1

Conyg.

( by );
tg+ x(x>0),A B TP
(A) A <ATP: feam A, B, L', T, ta, 1Setst, % (Eg

(K)), EOR, Cony. A Sube TP
Cong, (ta+ to)
Cong, A B=a ,
. Cong, B(1SSIB )
T T+ ¢ TTP li. A

EO0 EOR  Cong, .
(5) Bi <HTP: feon A, B, L', T, t,, tSetyy, ¥y (Eg

(K)), EOR, Cony. Bi(1<i<l Bl ) EOR;,
Cong. (tgi+ to)
Cony, Bi TTP Suby, s
Bi Cong, ki,
Bi t: TP B . B
EOO EOR  Cong
KM )

Gl. J believes (A said M; at [T,] NA received Cong at

[T,]) N(T, ST, ST+ ty+ tg):

Q2. J believes ( B} received M; a [ T,] A Bj said EOR,, at

[Ty]) N((T KT, KT+ 10) N(To— thi— 10Ty <T,)).
T, 4, tgjs to

. 3 Li(1<i<IBL) 1S SIB
1) : B i (Bi)
TTP B B j(Bj).
Gl A TP ,
Suby TTP
, ; G2

: , KM

5
KM )
(
TTP
) ,
(
) 2
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