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Abstract:
the parameter-formed key) of a chaotic map at the i-th clock which can produce the key stream forms an union of intervals, and the

In this paper, we find a new law of information leaking out. We find that for each clock i, all possible inputs (and

probability that each interval includes an equivalent solution is very high for many-to-one chaotic maps, and the length of intervals
are decreased exponentially as the clock i decrease.Based on the new law of information leaking out, an inversion and compression
attack to iterative chaotic ciphers is proposed for the first time. Under some conditions, the success rate of the attack is 1 and the
computational complexity, the memory complexity and the data complexity are linear on the length of key. 100 experiments to the
chaotic spreading sequences algorithm, presented by Liao Ni-huan et al in 2006, were done for 64 bits keys at a 2.5GHz of Pentium
4 PC. Each experiment just costs about 0.11 seconds in average, which implies the correctness and validity of our attack algorithm.

Comparison with the known attack to chaotic ciphers, the inversion and compression attack is the first general attack that the com-

plexity is linear on the length of key.
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