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Abstract:

The self-healing mechanism in group key management is an important means that protect secure group communi-

cation over lossy channel for wireless sensor networks. Based on group key distribution and revocation method using dual direction

key chains, a self-healing group key management scheme with revocation capability for wireless sensor networks is presented. The

proposed scheme implements the self-healing function of group key and node revocation capability, and satisfies the desired security

requirements of sensor networks group key management in presence of a high losing packet rate of wireless communication environ-

ments, such as the group key confidentiality, forward secrecy and backward secrecy. The performance analysis shows that the pro-

posed scheme has less computation cost and communication cost, suitable for wireless sensor networks.
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