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Abstract:  This paper analyzes the limitations of current implementation technolo gies to Clade W ilson integrity model, and
presents an approach to enforcing Clark Wilson model based on Type Enforcement. Firgly, the advantages of this approach are dis
cussed. Secondly, the configuration rules and constraints that implement Clak Wilson model based on TE are given. The triple
(userid, TP, list of CDIs) of Clark- Wilson model is extended and replaced by the quartertuple ( userid, role, TP, list of CDIs),
which implement the separation of duty principle more practically. In addition, the protection of TP is covered by the TE, which er
sures the comect functionality of TP, enhances the degree of confidence that TP function correctly, and releases the dependency on
the certification procedure.
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