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A Discrete Probabilistic Model of Malware Propagation

GU Yi-ran, WANG Suo-ping
( Center for Control & Intelligence Technology , Nanjing University of Posts and Telecommunications , Nanjing , Jiangsu 210046, China )

Abstract: Complex network theory has provided the new train of thought and method to the research of malware’ s propaga-
tion. In this paper, against malicious software spread of the actual mechanism, we develop a new model, called the discrete probabili-
ty susceptible-infectious (short for DP-SI) , which could be applied to any network topology . At the same time, the node information
network model method have been proposed for investigating complex network simulations, provided an efficiency research flat for
simulating of propagation dynamics in the cosmically complex network as well as building discrete propagation dynamics model. The
results show that this model is closer to reality than the traditional model, and it has some significance in the control of malicious

software .
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