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Abstract:

of migrating important information systems to multi-level security systems. This paper firstly proves it is a NP-hard problem, then

Optimal eliminating cycles in Information flow of authorization policies is an important prerequisite to the success

presents optimization algorithm based on dynamic programming and approximate optimization algorithm based on genetic algorithm.
Computational complexity analysis and experiments show that the former is fast to find the optimal solution in small-scale environ-

ment, the latter is effective to find the approximate optimal solution in large-scale environment.
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I3 BC B 9 Wh A 25 ). BEE — B fE 0, 7 A RE W 2
logy(2) = Entropy (i) < 0, BB WG AL FRE i L N, B
2 DA 1 A b 3R A 45 5. A0 i bl R RIS T A o 5
PR i LR ARAT . A PR AR H R A R S B A
JRy B B LA 5 5 AR T35 2% B S
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X LETUR B, o B9 RIKIN 15 FEME 7 T35 48
SEJLBE N B ARG TG 10, T REYLA B E AR5
WA FF) O 2R R 0 5 2 1 1R 56 2, AT A 31 3 25 R 19 A
e MR E S 6, TR A, PITA DGR B, R 2
FLO, we VEMOCR FIAE, SIS TE A, , FHEHLIE
FELxmx n PAFDLER, ETHESIE, 0,5, 8/5 |
WAL X SETC R BT, B AR O I 7 [ 1 Bl AL DG I

i A G U 0 ) 4 o 2 PR G 1 K
U PR BB T A B, LM T 5 MR
A L 77 1 5 B 1 60 5 6 o 0 A IR 55
SR 7 R 5 5 5 A 3 A 4 e o 1 A, 7T
PEBEAF. Pk STIUE 2R VC6. 0 B R , (L35 77 2 3 di |
ORI 5 46 Rn R A TR0 4 3 580 o A
RETEA LR, I DR 1 4 ms. SCIRFRHE A 05/ Win-
dows2003, CPU/P4 1.73G,RAM/2G.

A2 BV E AR T 3 A = (pyo hy) e 22
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H O = (350 f o)/ XS ) JE £ Gy,

p,j>:{’3’ ifl’j CCRASH T R ER S 7 5
TACI) SR ) AR R o 1 S s 4 1) ASUEE R ) LB B, CR
TE— e BE 1 AR 3 0] R34 A . 2% T S IR G A A Hh R
CH R AR B MNAEAE sub BULH R 7y Fevh 8 4% 1 1)
FELFgR E ) U R A R R B ). CH — i R
ST IR TROR A FE bR B PR [A) BT &
TSR TR E] MT A ] Pl i ] ST Aigef4 kst i) GT.
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SEIG SRR E AL R m F n, I B A A% 1
T ARMR A L (R PR BE S AR AR EE SR AN 1 R . ¢ FmIi
AL e R BT AL WA TR A B0 m/ Fil ' 36
AT AT JE AT DR B8 1 B AR RN B ARAN B /7 ROoR T
KPAT, “N/A"FRIRTE 3 /NI NI AR BT IZME . % 1
HIZERAELL T B ECR RS wp = 10, K = 6, F 4
ou=128,b = 1K, My K/INA 512K, 4G 53153 B 1S
WKL k= 6, BER IR 1 = 100, 3844188k ¢ = 1000, 38 X
HE% p, = 0.8, ALK p, = 0.05. M 48 45 ET, MT,
ST,GT PAFPZE7R , CH, CRM, CRG, CRI ¥ DL F 43 HL 75 .
i T ST ALK R 45 1s, 3% 1 HoR iR ST

R1 BIEZNMREILE

Q)RS ERES SR Y =R

m n | a/B Kozt il AL 1& B AU

ET c e MT CRy m’ n' GT(s) CR; CR,
10 10 0 0.001 0 0 / / 0 0 / / 0
10 15 0.2 | 0.001 1 4 0.001 33.3 0. 667 2 2 0.175 13.100 0.667
10 15 0.2 | 0.001 4 13 0.002 57.5 0.246 8 7 1.067 3.126 1.369
50 50 0.2 | 0.002 7 29 0.010 43.7 0.209 24 25 8.848 3.096 0.761
50 50 0.2 | 0.005 22 54 0.029 32.5 0.298 34 31 14.905 4.037 1.689
100 | 120 | 0.2 | 0.049 42 49 0.517 26. 1 0.510 40 42 23.577 4.798 0.691
100 | 120 | 0.2 | 0.053 38 63 1.023 23.3 0.551 59 60 48.007 5.313 1.571
150 | 150 | 0.2 | 0.171 77 76 223 24.2 0.525 72 64 63.09 6.248 1.279
150 | 150 | 0.2 | 0.213 100 96 871 29.7 0.441 38 78 92.404 8.215 2.498
200 | 200 | 0.2 | 0.554 136 116 N/A N/A N/A 95 103 130. 69 8.977 2.105
200 | 200 | 0.2 | 0.857 182 152 4207 11.3 0.39%4 122 118 191.316 9.602 3.467
300 10° | 0.1 9811 1.2x10° 573 N/A N/A N/A 400 489 2577 12.710 3.209
10° 10° | 0.1 N/A N/A N/A N/A N/A N/A 571 588 4417 15.692 5.271
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