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Abstract:  Speech input is increasingly adopted as an intuitive interface for various embedded mobile devices. Cloud-
based solutions provide powerful speech language understanding (SLU) capabilities but introduce privacy risks, as sensitive
information may be processed remotely. To address these concerns, disentanglement-based encoders have been developed
to strip sensitive data from audio signals, allowing SLU without compromising privacy. However, such encoders are often
memory-intensive and computationally demanding, limiting their practicality on resource-constrained devices. Based on ex-
tensive experiments, this paper observes a key phenomenon: SLU relies on global information from the entire sentence,
whereas the recognition of privacy-sensitive words predominantly depends on local information. We implemented simple
encoder designed for efficient privacy-preserving SLU offloading (SILENCE) on an STM32H7 microcontroller and evaluat-
ed its performance under various privacy threat scenarios. Results demonstrate that SILENCE provides competitive speech
intent classification accuracy and privacy protection compared to more complex encoders. Simultaneously, it achieves a
speedup of up to 53.3 times and a reduction in memory footprint by 134.1 times, marking the first time that privacy-preserv-
ing SLU services have been realized on a microcontroller with only 1 MB of memory.
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