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Abstract:  As a critical tool for cybersecurity knowledge modeling, vulnerability knowledge graphs play an increas-
ingly important role in key tasks such as vulnerability analysis, threat modeling, security situational awareness and attack
chain tracking. Unlike universal knowledge graphs, which cover a wide range of domains, have a long update cycle, and fo-
cus on generic knowledge and relationship modeling, vulnerability knowledge graphs are updated frequently, face the chal-
lenges of data heterogeneity, semantic ambiguity, and knowledge sparsity, and often need to incorporate unstructured de-
scriptive information for joint modeling. However, the existing methods are still limited to the ternary formation modeling
paradigm, ignoring the rich security text descriptions in the cybersecurity knowledge base, resulting in limited accuracy of
vulnerability knowledge graph complementation and attack chain prediction. To address this, this paper proposes the con-
struction of a vulnerability description knowledge graph (VKG-T), which enhances the ability to complete vulnerability and

weakness information by combining structural and semantic data. Additionally, we present a dual-modality perception ag-
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gregated model for vulnerability description knowledge graph completion (VKGC-ST). This model integrates graph atten-
tion networks (GAT) with pre-trained language models, considering both the structural adjacency features of entities and
their textual descriptions, and employs multi-level negative sampling and contrastive learning mechanisms to improve se-
mantic discrimination and structural correlation modeling. Through link prediction experiments on vulnerability knowledge
graph VKG-T and general datasets FB15K-237, WN18RR, VKGC-ST achieves the best performance across all metrics, spe-
cifically, on the vulnerability description knowledge graph dataset, the average improvement rate is 9.42%, with a maxi-
mum improvement rate of 15.51%, showcasing excellent generalization ability and domain adaptability.

Key words: vulnerability knowledge graphs; knowledge graph completion; knowledge representation learning; dual-
modality perception; contrastive learning; attack chain prediction
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h..  Model-Head Model-Head ~ J,
sr o

SR S«

 in-batch negatives

ARILARUNE

® FRFESMALNEST 7

« pre-batch negatives

* self negatives

€12 VKGC-ST A1 L4 %]

4.1 ZEHITARFFHERE

TE VKGC-ST AR v, 45K SCAS A5 2 OB B A Sy
HEAS RN 42 U R 1) BE Al 27, ZRCHE A X RT3 v S A
T SCRISS R IR A0 20 SEARAT 55 B 190 285 22 4 T i1
SRR B v R 5 AR S5 A A SOA A, S 5 6 Y
SERIAL IR 56 2R B XU SRR A4S L IR R T 8 R
TR TR AR 1 5 PR A B R Ay 1, DA A T
PP ZIE UF R

TEFE T SCAS B FIR B 5 R HE QL N A B8O 5 Sk
R AR, B0 S8 R BN B TE F AT R
A Sk SRR AR ISR . SR R BT Sk 5
PRI A o, AMLELIE I A B 15 LA SCAAE 18
FHGIAEHT R r, I 3R TE LR X = Ju i 1)
RSN A I S 0 | i S N S PSR LSS N
{1 — B 408 Jo 19 R A B L B B A Y A 5
e, DA B AT A B SO SRR L 2Ry, R A

HRA v, B4 8 SR B R SEAAR SCA IR LA K SR 4R
— B ARJE A R . TR AR R TE R S SRR S
G A LR R LR SO, A BN HERR T 24w ool
IR 5 — A SR, S 2 AR DLk S i SUAR B R
B 2w 2% .

FETR T AR TG SR BN Y SCAR T U FRIR
J&i » VKGC-ST iff — 25 5| A B B 7 245 DLl 42 K13 245
Py PR AR Y G 7R i M R S AR ) () A5 AL AR . LR TG
T T VKG-T H i B> 2 4 SR 5 1 4540 32 7
1 SRR B s AR B BT
2 %Wg"j) (1)
JjeN,
Forp N R S i ) — B @B Js s v SR A8 A5 Y
WIURFRIR 3 W — ] 2 2] AR SR 5 o,y e LA 1 RIS
G Z B B BGE, HH AN

g=RelLU
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exp(LeakyReLU(wT[ng,.HngjD) )
2

T k;/ exp (LeakyReLU (a)T[ngl.Hngk]))

Horpr, o & Al 2 2T ACH ; | AR PHERRAE | AL /AR
RURR A SRS FEREE T SCrh i SOOIk, s
HE A ) B DT HRE T 4 R R B S N RN
FINGE T . Sk — 20 G SR AR AT 22 A i SCEE A ) S8R
A8 )1, VKGC-ST R H Z 3k i Z 1 HL , 4305 2T AR AR
AT SR FRAE B B 4 19 3k SEAR 5 ik A ROR g,
MR IARSE i AFR g,
4.2 BHEREEFES]
FE T8 B Sk SR 5 R SR I OC R IBHNR & AR S
P 485 4 SRS I, R SCBE T T — B nT 2 2] 11 3 2 il
AL, A 5 A — MRS GAE SR R A
585 FH A Z [B) HEAT B 35 AL, DA T S 30 7 L 2
Z MR RS . HARR UL, X TR~ & R | A —
ASATINZRZH00 LA RS (5 B Rl & L), ek
TR G —FRRIE A
h,=wv, +(1-1)g, (3)
h,=v,+(1-1)g, (4)
A B A AR S 78 s i B e AR R AL A
2] A S S B A AR i 5 N 22 R e
1, NI SE B PE AL IO RLAS Rl SR M . A LT 181 A
S TR B DF 2 T 2 ML BE TR S M X AN [ S AR 7
T R IR NG RRAE b 000 o A 22 55, B B AU A XL
B sT R INRE T 5 X G
TE U 1 T RS b 4 AT 55 rh , SCRGE H S R 2
B bR UK G R AT SO 5 DL S 2R SRS A
T AAr ARG JS ) RS2 e s v v sl B BROC B i
SO EEAT B SURARE ) 0 BB SRR RS
e T R RN ) S . SR b, AR RIS RS S i SR S
—RRZE AL LRI T AN ET iS22
KRR LR R IE R G EOR B R LR
[, 28t OCHEAFAE , AR T AR F IR 19 bR U Rg
pAR I EE il
B, ARG 5 1) SR TR Y750 A4 T token
AR, 38 2 0T 2 2] 19 43 1) 25 B S R BRORE H A 46 Sk B 4
7B TR i A B TT , DT B B A S5 A 2 IR AT
G X T SORIS Sk B IR FOR A DN HAE
1ty -+, t) =tokenizer(h,,) (3)
0,15, -, t?=tokenizer(h, ) (6)
2 3k 1 B T WL JZ Transformer 424 H (14 4% .0 2
1, B Al A AT B TR N2 A A5 ]
PEARTR AR TE O HR . LG B — T8 2 1Lk AE
L, 22 3k T 3 A A G BB R 2 A i)

(Query) ## (Key) HH (Value ) F 55 [8] , - 7E B F 45 1]
ST AT I D A (AT R S AR AN R T LY
R AT I AR B AR ARSCRIH 23k
B IHLHIX oken FPAHEAT IR SCEAE, B —ANEE T
KT

att( Q. K, V):softmax(QKT/@)V (7)

Hrp, 0K V53l 3678 M token J37 81 o 4 1 A8 4075 31 1)

A if) HEFIE . 7R B R DR R R RR IS L T
PR Z S PR R R

MultiHead (¢) = (head,,head,, ---,head, )W  (8)

Z R R A — R 2 M 2% (Feed

Forward Network , FFN) Fl1 4% 25 % 245 e | T2 Wb 1 19

Transformer & i JZ £5#4) «
h=LayerNorm ( ¢+ MultiHead(?) ) 9)

h = LayerNorm ( h+ FFN(fz)) (10)

BB AGEIE R A5 A3k SRS R FR b, IR SE
RN b, 23 3 Tl 42 = g b Sk ek 45 56 R ATk
B8 SURHIE , LR SRR 1R SURAIFRIR . 7E AR
Bk B B Rl B S Y SRR A B A6 K token JF 51, A
{CHRTE T Ros WY R R KB RE ), b i@ o Fr 91 it
BT R E AL EIT A7 B T2 > ik 51
B SCZ R OC R . A, 23k T I PLEIE 2 A
T3 () IR AT ISR SOMDOC I | RE S A2 A ZE BE X to-
ken JP AT 7T SCHR AL A R B2 HR B b A Y
(RS IS
4.3 SRHESHEEETS

T AT RGHAT P 2% 2 4 T R LS 8 R 4 AT
55, i B AR R Sk IR s FIOC R r WG B0 TN 5t 2 1)
FE S 0. RSB — H AR il W E A E — I R
B S (s,r0) HTME =04 (s,r,0) A BT . RN
RS X 1k 2 S R 5 vh 10 4 — D SR EAT 4T 53, 43
B BRI SRR T R Sk TR s TR r A I —
A ELCH RN =04 . R BRI P53 25 0T
JIT AT Ao i S AR A R R 0 IR 0 i v AR D L
g

Xf b —/INTURHIE SR B 5 2 2 S Sk SEAAR ) AR
SR AT M AR E R L2 0 — AR R AR 1S
FKE S B AR

e,=L2Norm ( pooling(l;:,.)) (11)
e,=L2Norm ( pooling(l/t\o)) (12)

AR SR A% 5% AR AR RE 45 5 BRI JPE 5 93F J R K
DA T] P 478 442 552 1A 3 7 T 1) 75 o) — B 5 45 1) o g 22
S, WESRPE AL B A P B . BRTTE L, AR
FLEE A3 A0
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f(s,r,0)=cos(e,.e,)=e, - eo/ e, (13)

XTSI (5,7, 7), T 2T e, GERAALE Erp
Jiv A Ao i SR 22 8] B A% S AR AL, I T 23 KR R
AR SEARANE -

argmax cos(e,.e, ), 0,€& (14)

A RO GRBE A T4 THHAE B SR T 55 h iy
FINEE ST A SCR AT T 2 2R B TR FESR NS et gt il
RREARIN B A Z AR TOREAS LARY SR R0 558 =T
HAYPIRE ST . BARMTS TR M IGRP IR A T =28
TREAF T ML)« B AREA RN TR S H 7
FEAC . Hor B Uk 67 R AR S i DA 2 S U At
AR FH P S B Y e S AR B, YA IR RN NI
FEAFEAGRAT 2 x NS FHE R SAAEAS, I3 2 FHE AL
P AR R AR . PR R AR AR T AR A
ZREVE G I ARy B B DI B U A 1) et 4
A RN TR A T Y I UGE R X X L [ 3 AR
B, FREARIRTE (N=1) x2 M AREA, 2 REAS 1Y
M. YIS A AR R, B FEA R H] Y
HiTE B =02 i Sk SR E R SRR S R Bl ¢ R L
B P S A o B TR A . R SR ELA AR B Y
InfoNCE $51 2 1 JJy 2 A48 2% R BN

L =InfoNCE(f (s, ,0),6,0)

(f(s.1.0)—6)
——In ¢ lo (15)

M
e/ &r0=0) /5 ze(f(& 70)=0) /o

v IR BE 0 e v/F AR A 5T b 0 IR A = el
(s.r,0) B LB B2 2880 o U835 SOREAS A RE X B 35 1k
SRR ) 5L J3E (L T L8 o B A A ) S A, Ay S it
UG, X HURAIRL B S RO B ] 2 ] SR

5 XWHERESW
5.1 RIS

ST HEAT A T A SR AR SCIE ERO T A R R
TR SE AT S8 2 T 3 BRI R G R A
FB15K-237"%"F1 WN18RR" LA Az I il 4 3 211 (5] 1% %%
P4 VKG-T. FB15K-237 K Ji T A JF Freebase , 1% %
AL & T Sk [ 22 A5 Y B S AR, SRS
RUFN 6 R KA E 5 BUAE C G R 20 TR R 3% b 4= 40 sk
)TN A BEEZ —. WNISRRIE HiHF
PR ZE WordNet, =20 FH F0F 58 R 200 1 R R 4
FRAT 55 . VKG-T 40 42 I 35 175 4> 3 90 0 46 2 4
FEREE 7R HE T = 0410 & 4 SR O R AR 1Y) 3 1
FIAZ W SCARAE B Es 0 55 UIRE RS . ha
— YR DAL A, A OB VKG-T B 5 %140 2 85%
R AE IR AE L 5% 1E R UELE 6 R 19 10% 1E R

e,

MiALE . =P RIRER S E SR PR
3 MIREEISHIEESITER

—Jth

LG/ S S S N P SE S

IGRAE | Boabse | Mhkde | &3t
FB15K237 | 14541 | 237 | 272115 | 17535 | 20466 | 310 116
WNISRR | 40943 | 11 | 86835 | 3034 | 3134 | 93003
VKG-T | 7283 | 16 | 10063 | 641 | 1200 | 11904

5.2 ZWiEE

AT FT B R S B4 L F PyTorch HEZRSZ B, IF-AE
YNGR B ot 24 B S 80T 1T M B0R L, LR
R AR A I R AR Tk S e A MR RE R R A . AERE ALY
ZiBr Bt , M5 baseline I B R FF— 20, B L R /MR &
A 1024, XA AN GRrb R AR A
BB TE T U 20 I 1G5 T X R AR A A Y A R
HEJT .

A LA RS BRI 2 rh 5| T SR HLE]
Z:7% [K1 1 7 1 2% Fl Transformer H B 1E 352 40065 1) 5 AR
L &, B ATTHF Dropout HE K 15 & 4 0.1, H T #E Trans-
former Z fh J22 K il A B e v E A7 300 2R T (4 B HL 2R
6. AN AEXT A ) R BB T ST InfoNCE
R % RER, X SR TR SRR AT 2R, FLrp R B R AR
VIR E R 0.05, FHF 15 6 Fo oA 0 - R . e
B T 3 s B AE XS L2 o vh IE AR I IX 43 7
ARICFIAZSEVIY K IE G A A ] 9 30 31 [a) B
PETHE SCHIB 1. FRATTHE 0.1~0.4 35 F N HEA T 2, 0.2
TE = ER A F IS IR L.

JIF A 52 1 ¥4 16 it % Intel Xeon Gold 6430 CP &
NVIDIA RTX 4090 GPU {5 ¥ERE 51 5 L aE4T , 0
PRI FIAYI it R H (R ROR 5 R S RE .

5.3 iEMIEER

J T VEARBET A PR AR SCRE T R I RS R 4
255 im0 = 1F 0 48 45 7 ¥ HE 4 MR (Mean
Rank) . P8 8 HE 4 MRR (Mean Reciprocal Rank) LA
KT ki i % Hit@k. MR 248 AR5 32 W04 55, IE
S5 0 b i HE 44 00 AP XA, MR BN SRR IE i 45
FEFTA B SR g HE44 B s R A

! 2 (ranki”+rank;) (16)

2T gl i€ Topr
Forp, Ty R MA4E =04 5 rank ] Fl rank] 5371 7R
TEB 1 3k B8 SEAARAE A T SE AR o Y HE4S . MRR &4
W5 AN IR A v T W 285 SR ) HEA 0 B LRI, SR
ICOF-H4E , MRR {8 8K 3878 S5 50 OR g, a3
KH

MR

MRR = ! (

2T rgsql ;& Trest

1 1
+
rank!  rank!

) (17)
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T ki %R Hit@k 45 7E0rA T b, B RLR [ CompGCN . SE-GNN  SHGNet, 3 4 114 B 1% 33 19 77 2ok

P kAR 25 2R A S IE R S5 SR A0 o 1L, RO R
BRORUROR G TR AT

Hit@k = —— > I[rank!<k]+I[rank/<k] (18)
2|TI'EST|1'ET

Horp I - R RIE R s B, HES R E SN 1, ]
ZR0.
5.4 B&FHE

R T B UEA SR R T AR - SCAR R A RO
IR R b4 7 2 B A P E RN e Ve RO T — 2R
PR RS b 42 7 A S B T VR AT S X L, i 2
TG T I B A B TransE | RotatE |
PairRE, JX JE 8 RUKE 5C 2 AL O Sk e ST 1] £ 23 1)
MY ALAS AT AR 5 1 SCUCIE A8 DistMult , ComplEx
= JGZH Y DE PR R 5 T A B 2 I 2 A R R
ConvE | InteractE , ConvHLE , 3 i 45 #UR 2 BUR JZ KI5
SCHRRAE 5 kT 6] 28 19 2% 1 B2 D R-GCN |, W-GCN

S EA ST Al IS
5.5 BEEXWERSWN

AR T IEM 4% % 20w T AR S VRKG-T Lk
TTBERE AT 55 B SE B 245 S . e SR 6 43l @R T 78
FB15K237 L} WN1SRR | 37R47 v 52 56 f) 235

F4 WERAREIREL VKG-T L $EH TN 216 45 8

BA | MRR(T) | MR(!) Hi 1)

@] @3 @10

TransE 0.112 2143 0.046 0.171 0.209
TransH 0.216 1680 0.199 0.274 0.393
TuckER 0.381 2071.1 0.344 0.405 0.451
AdaProp 0.478 1077.2 0.422 0.510 0.572
SimKGC 0.509 34.154 0.404 0.556 0.722
VKGC-ST 0.551 28.858 0.430 0.629 0.782
TR 8.25% 15.51% 1.90% 13.12% 8.32%

TE SRR I R AT R ATIORLE R 28 A R R Rl 2o

£S5 FBISK237 EEESLIGER

) Hit( 1)
TBEY MRR( 1) MR( ) - -

@1 @3 @10

TransE 0.294 357 — — 0.465

FET VRIS (A A RotatF, 0.338 177 0.241 0.375 0.533
PairRE 0.351 160 0.256 0.387 0.544

DistMult 0.241 254 0.155 0.263 0.419

T iE L UCHEL R ComplEx 0.247 339 0.158 0.275 0.428
TuckER 0.358 — 0.266 0.394 0.544

ConvE 0.325 244 0.237 0.356 0.501

FET A2 I 248 [ R A InteractF, 0.354 172 0.263 — 0.535
ConvHLE 0.360 — 0.268 0.395 0.544

R-GCN 0.248 — 0.151 — 0.417

W-GCN 0.350 — 0.260 0.390 0.540

FHE T I 2 0 245 g AR CompGCN 0.355 197 0.264 0.390 0.535
SHGNet 0.355 — 0.268 0.395 0.544

SE-GNN 0.365 157 0.271 0.399 0.549

VKGC-ST 0.383 112 0.295 0.414 0.563
TR 4.93% 28.66% 8.86% 3.76% 2.55%

VE AR PRI 2 R IR %, 45 R4S BRI T R 3% .

R 5 512 56 485 SR W] AAS AT, AR ST 4 M A T 45 4 -
SCAR IR A R B HIR R 1 A A5 VKGC-ST 78 T A 1T
IR e B | IS 525 SO 12 B s Bt £ O (= 7
VKGC-ST 1) °F 34 4& F+ 2 Ky 9.429%, H v e K & 7t
15.41%. Z45 R H0AE T VKGC-ST AR R “ 45y -3¢
ARSI R A B A R0 . W 5| A S RS S
AR [ 245 ) SRR A, A RE A8 DA 218 L S 54
JZ YRR VB A U V) S A i) 10 9 T B , A AL R AL 2

715 v DRI A 1 2 5 R R il Ok (1 N B R )
L. R, VKGC-ST 78 i el 90 4 22 4 [ i v iy UL I S
EPsN N Bt i i R R B S S A s
PR B R 5 7 TR AR

HRAEDE 5 MR 6 45 R Bn , A SCHE H (1) VKGC-ST
AR A 30 FH B0 4 0 T G FR A 38R B T e RE
HUS 7 SOTA RYZCR . Horb 78 FB15K237 £idli 4 - MR
FEAREUS T fem i T, 5 8 T 28.66% , # B VKGC-ST
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#£6 WNISRR HEESLIGER
0
e MRR( 1) MR(|) i
@1 @3 @10
TransE 0.226 3384 — — 0.501
FE TR IS A AR
RotatE 0.476 3340 0.428 0.492 0.571
DistMult 0.430 5110 0.390 0.440 0.490
FEF R SCUC AR R ComplEx 0.440 5261 0.410 0.460 0.510
TuckER 0.470 — 0.443 0.482 0.526
ConvE 0.430 4187 0.400 0.440 0.520
LB A 28 R 2% [ A R InteractE 0.463 5202 0.430 — 0.528
ConvHLE 0.469 — 0.437 0.482 0.532
W-GCN 0.470 — 0.430 0.418 0.540
CompGCN 0.479 3533 0.443 0.494 0.546
F P PRI 228 190 2% g A
SHGNet 0.476 — 0.448 0.496 0.549
SE-GNN 0.484 3211 0.446 0.509 0.572
VKGC-ST 0.519 2827 0.498 0.531 0.637
R 7.23% 11.94% 11.16% 4.32% 11.37%
T AR A4S R I R 58 L R A N IR
12 5B 96 k4 358 92 i1 K S P T O 10 LA e R7 VKCCSTXBEHBRREER
J1. BARKF AE FBISK-237 P8 bRt ot % ik 5 - FBI5K237
T 9.75%, R PR AL 75 1) 4 s TN PE RE . 7 WN18RR %k MRR MR Hi@l | Hi@ | Hi@l0
JEAE |, VKGC-ST [RIRETE TG #6475 | 52 4o Horh i wlo RS 0.337 167 0.272 0.398 0.551
%%ﬂ“%iﬂ 11'94%,1?_1/3%}'_%%7 9.2%,5&*5;‘Eﬂi£ w/o GS 0.325 188 0.261 0.394 0.542
T AR 7 2 PR e 0 P A b woA | 0% | 164 | 0269 | 0400 | 0%
NG 5 Ok R I T LA e 1 3 e VRCCST | 0383 | M2 | 0295 | 0414 | 0563

T 57 AHCR .

ZEA PB4 1) SE B0 25 Rl 1%, VKGC-ST 71 3%
RFEI FARE T A ST 2k, Hoh 7 FB15K-237
BAEE MBI AR E . X -2 EEERET
VKGC-ST A A T % ¢ 3R Z4F SR 4 A AN 3 H 454
O 7% ) R B, T L ) A SRR R A AR 5 o SC A
I3, JUHOR FO SR R SOfE BRI IS X R IE
B G ARIHL A AR EL kR i SR T 45
JEPL R A RSy X — SR A A — A
T VKGC-ST JIr $1& t (1 25 ¥4 - SCA IR A F 7 SR 10 A 3L
P, A DS 1] 6 FE £ 3 T LA ) 45 22 4 T 3R 1R
PR3 S B 07 FH H ELA i )38 I R ) S 4k TT
5.6 HEASCIGZERAM

KT L AR o SR A X VKGC-ST B 2
T BE A5, A SCE T T = AL AR 4 w/o RS
FER BRI FR BN WG 5 A AR R AR s w/o GS Hom
225 T 235 g ST A ) AR AR B 5 wlo FA 27N L PR AT
TER A B AR R RY . 3R 7 J/R T 7 FB15K237 £ 4s
A2 UEAT ORI A S B0 2

R T 5 SR T DG B, Y 2k R AR AR rp B — S
ZH AR B P RE R 2 B TR REE A R R . FLACK

TE : S FE AR B LA R IR

B, R R BN T R R BRI, SRR
— S T AT 45 P R AT AR 11 5 R 3 b A A
B BN 1 SR B SOARTE SURRE B AR IR
AV FE bR B B R RE R A, RWIE SRR
HOIA A SRTE 5 i A REAE D B S (1 B S A SRy
E, A1 R A S PR 22 ) o SCE e G 5 A s i T T R 14
PR RME . 3X — 45 Rt — 2D UE W], 75 f 45 22 4 G o
ST B HOR 55 S R A A A R N
PR iy 4 B 5 A 8, AU 1] 4 A X L 4 T s
AR SC T3 A SCAR B RE S 10 25 $R TH SR Z A1 Y
X3P S Bk

214 2% W P 45 g SR AR e e A AR 2 2 TR SR |
N ICET R SRR RIRE Ty, AR SCA A A BEAT b
FIWr . X B EE T BIPERE T Rttt — 2P i T 45 (5
SRR SR B R Z T OOE R R = Ju L e AL
AN TR ARAE T, JE A Bk = 58 B SCAS 3 19 524
W ZEA L BOh BE S S SR RO SR I T T B A T
BES )

WEAE , BEXEASCB AR 2% ) SR AR SR, i —
AP BT Rl S 0 B e AT Ak L FRATTBE T = A AR
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FEFEME B AR < (1) w/o PBAY 36 25 B TAL R G RE A il 45
RUARA 5 (2) wlo SN FRm Bk A FEA AR 1 5 (3) wio
PB+SN 271 23 B P U0 B AR T 5704 AR S s Fr) A 7
AR BRATT A3 0 A e T 9 34 R R 5 VKG-T A %0
JHIEE FB15K237 f1 WN18RR F kA7 il 52 56, 45 5
IeaE FANE 3 s

0.8 —VRGCSTETwoo s~ 0.8 =ReesTE T wosN
wioPB [_wlo PB+SN [_IwioPB [_]wloPB+SN
(—-—Improvement VKG? -S)T vs. w/o PB+SN —o— Improvement VKGC-ST vs. w/o PB+SN

0.6 BEe Sl o 0.6 S .
B ® -
=

0.4 04

MRR

2 2
02 FBI5K237 WNISRR  VKG-T L FBI5K237 WNISRR  VKG-T

3 SRR Rl S 40T ]

MG LLE Y S8R A VKGC-ST 16 JIr A 48
P4 38 bR BUS M BE X — S5 IR T 2k
PR GCRAE SR G O 85 . 2B Bt Ik R AR B (1
A5 ERUPERE X H BT B, Ul B P S SRR AR X TR
o B AR St R XA AR B4 R BE 7 AT SR . 24 TR A
FE bR TUAL U 7R A R SRR AR B 5SRO KG s

B R B, Ho fE VKG-T 804 42 E MRR 645 T F& T
6.0% , Hit@1 &K T 5.9% , F W B = 7 S T P AE A s
SRR AR 3 B AR AL (Y 2 ) T R S e L 3
TSI 565 A 245 SR T4 BRIE T AR SCHRE S 114 22 2 TR B R AR L
Tl ZE Y Zrd R 3R T o R e R 2 R S
[) 4k 3 2RV 1) 3K, — & D R T T A X A7 A% 5K
WX RGKEBHAMZLIET], & VKGC-ST ik SOTA
PEBE AR Lo 5w 2 — .
5.7 RiBAREE S

J T AT FRA T A U R A R S VKG-T 5
YT I 2 2 A IR RS A R T FRATTAE 2R 8 rh il A
T RGN 55 A R R N 3 e S AR
J7 T . B R R OR B, VKG-T % & 1 CAPEC,
ATT&CK 55 22 S BUJa W 45 22 4 J TR, $icdis 7 56 1 [
S BRI A B R S TR AT ORI L FEAS
5 BT, VKG-T A FEZS A BR A, i8 5 AT
SCARTE SC,SEEE T G540 5 SUAR B BRA #8115 4%
AR S SR &5 M A (s B SR B . 35 |, VKG-T
RE NS S5 U TR 245 # 3 SCIE A5 AT T I U PR o0 #4522
Sz o, Jre B HH B 5 %) R TR R 3k ) RN, P R T 4

£8 ETRMEZREMIREEITLL

SHIRETE 24 B B keI NI EEEHS!
AttacKG CTIR A . ATT&CK BGEAT 534 L)
VulKG CWE. CVE. CAPEC, ATT&CK 55 5% 4 L)
LLM-TIKG PIRY AN & e et I3 AT 430 45K
Cyber-Attack Behavior Knowledge Graph CWE. CAPEC Yot 1 5 22 figt e
Vulnerability KG NVD, CVE, CWE, EDB RAF U 1) RS DFA 451
VKG-T CVE, CWE, CNVD, CNNVD, CAPEC, ATT&CK | IRiR&5HIIE S & d Sl + R

SR T TR b R 7 T I A A R B 3 VKG-T 45
FRFIE 5 18 OCHR , FeATT2R FH B 27 & Neodj X H:
HEAT TR ST . A BRI R FRATH VKG-T
F 8 3 T L 3 = o0 2H 04l 44 R CSV A% 2 (Comma-
Separated Values, CSV ) 3£ H{l | I8 o B s b BRI A gE AT
fE AR At = T A BRI b . RS 38 5 Cypher £51)
T E R R S i SCHEAT o AU AR O E
S, A% 3] VKG-T 1y il AL e s 18l 4 fi s . 15 48 T
Neodj i K ) PRI R A8 5 AT AL E 7, VKG-T v oy il
B 1Y 22 5 551 D) 245 2 4 B8 i o PR A A A T i
OhT S R AT AR FRAT AN B A L5 B AN [) 22
A SR 2 (R 52 2% I T SCORIRN A8 SLAR ] 6 &R, i i —
AHIE T VKG-TLEFIR RS IR B 5 450 8 5 e My
T3

G, 78 AT RRAL 3 Ak B e, FRATTSRAIE T VKG-T
B A SR T R A= A U B o0 A S SGETTPE,
BT Neodj VS PEHEAT 1T DL Bt 7 =30 22 fie i
it Y A YRR T RS A A SR AN AL 5 s .

TEIZBRAZ T, CVE-2022-24610( “ B R fEfif AN 22427
TR ) SR 1 5538 13 InstanceOf 3¢ £ JCBE 3] CWE-522
(“INR A AEAET) SR, B T8 i s T i A A
B JE T CWE-522 38 s . b5, CWE-522 38 i)
TargetOf ¢ 2 HEH2 2 CAPEC-551 (“41 XF 55 %5 i AE 4 1)
Yoy ”) , Wz w i 25 5 iom IR ol oy Xy B bk . 42
% , CAPEC-551 #f — 5 i i Related ATT&CKTechnique
K F BRI ATT&CK Wi % AR T1543.003 (“ A gt 5 &
ARG IEFE : Windows IR 57 , BRI T oo & v 6E
FIHZ s 1R St 0 0o BER B . B Jim , T1543.003 38
it} RelatedMitigation ¢ & 48 1] ATT&CK 224 it M1040
CAT R UED™ ), Shy B 40 st 28 o 4 (4 R Oz 1) 22 42 3R
W . i AR e R M T T TR 0 & B LR A
Ml 75 20 F AR WS B AR R SR 1% A= A R A B B R R
T VKG-TTETE Uik SRS M 4 4 E g3, e 4
FAREAR | T A TR ) B A SR M A R R A S5 R
HE T 2 b S A O .



»
3590 i I % 2025
B T —
MATCH p=()-[]->() RETURN p LIMIT 250000; o e
Graph = Table  RAW &0 Results overview cwe-2a
Nodes (6,817) L3
*(6817) ATT&CK-M(43) ATT&CKT (562)
CAPEC (528)  CNNVD (149) CNVD (149)
CVE(4509) CWE (877)
APEC- Relationships (10,342)
£
("g[n'” *(10342)  AttackOf(974)  CanAlsoBe (24)
CanFollow (7) . CanPrecede (253)
ChildOf (1379)  EquivalentTo (298)
CAPEC InstanceOf (4418) f (103)
£
U4 RelatedATTACKTechnic...
e RelatedMitigation (971)  RelatedPattern (130)
wees Requires (9)  StartsWith () X
i SubTechniqueOf (333) | SubTechniques (337)
zzzzzz awe:
CWE-2 ‘TargetOf (966)
zzzzzz
S N |\ | il cess S5, i
zzzzz
((((((
.\ N T A N |\ o
B o K T A cac- m
o 5 (s
((((((
e
E i S5
s
ez o B\ S Do
5 S5 N o
a0 - N e
i . 22-001...
e | 258 wes2
25
25,
2. e <
A 8 95 - g2
@
Q
a
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘
—
(cve:CVE)-[:Instan 1->( )
n RAw
Natdes (51 n
*(5) (ATT&CKM(1) (ATT&CKT() CAPEC (1)
CVE() CWE()
CWEs2 ~ Relationships @)
2
(4)  Instance 20f (1)
CAS’;-C‘ RelatedATT&CKTechniq...  RelatedMitigation (1)
TargetOf (1)
CVE-20
22-246..
T15430
03
M1040

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

KE
6 #ig

AR SCRE T — ol ) i 3 TR PR A A VKG-T,
30 3 T U ) 245 2 4 IR B T 7 22 4 SR 11 O 3R A LA
KA SCA ) 5| SRS F Ak RS 5 AR 25 A A il SUfS
SRR A FR o LA 1 0 K AE TR 2 S Yok AR
AT T AP 25 RE ) S R TR . AR R L 2P
Pt T OSSR SR s 1) e ) 1 TR PR 3 A b 4
J5 %5 VKGC-ST, 3 33 5 28 JB A W1 250 75 A5 A 5] 45
o B LA ) Sk B SRR R, SR FH AU G i 25 119
223 1 B ST HLH P SRR 2 UE ORIk, e A S
TR R B (A AT 55 . S0 45 TR I 5 B A

@
Q
a

VKG-T Y4 % 2 10 () o] Ak 285

2 f A R TR AN AR5 T LT BUA R A
8 R A R 4R L TR AR R B SRz AL PR e (R B
Tz B S S A

S RTHETE LLESF R SCAR O RS M R RS %
JEALTE ACH R 453 H AR A 2 IR AR R At S
TR BAME . )5 82 TAE ] 22800 i 2 IR 2 B 22 4
WG, 255 USRI AR E SCAr AT H ST 91 A
SFHOR MG — 15 B R A HESL, SR TMERIX A2 A il
D1 S5 B4 A X BE T

S Sk

[1] DINGY, YU J, LIU B, et al. MuKEA: Multimodal knowl-



%

10 M [iS

BLAEE - Rl WU 28 SRR ) s ) R P A 2 5 e 4 T 1

3591

[10]

(11]

edge extraction and accumulation for knowledge-based vi-
sual question answering[C]//2022 IEEE/CVF Conference
on Computer Vision and Pattern Recognition. Piscataway:
IEEE, 2022: 5079-5088.
SUN R, CAO X Z, ZHAO Y, et al. Multi-modal knowl-
edge graphs for recommender systems[C]//Proceedings of
the 29th ACM International Conference on Information &
Knowledge Management. New York: ACM, 2020: 1405-
1414.
BORDES A, USUNIER N, GARCIA-DURAN A, et al.
Translating embeddings for modeling multi-relational da-
ta[C]//Proceedings of the 27th International Conference on
Neural Information Processing Systems. New York: ACM,
2013: 2787-2795.
JJAY,QI'Y L, SHANG H J, et al. A practical approach to
constructing a knowledge graph for cybersecurity[J]. Engi-
neering, 2018, 4(1): 53-60.
WANG Z, ZHANG J W, FENG J L, et al. Knowledge
graph embedding by translating on hyperplanes|[C]//Pro-
ceedings of the Twenty-Eighth AAAI Conference on Arti-
ficial Intelligence. New York: ACM, 2014: 1112-1119.
SCHLICHTKRULL M, KIPF T N, BLOEM P, et al. Mod-
eling relational data with graph convolutional networks[C]//
Proceedings of the 18th Extended Semantic Web Confer-
ence. Cham: Springer, 2018: 593-607.
VASHISHTH S, SANYAL S, NITIN V, et al. Compo-
sition-based multi-relational graph convolutional net-
works[EB/OL]. (2020-01-18)[2025-06-05]. https://arXiv.org/
abs/1911.03082.
LI R, CAO Y N, ZHU Q N, et al. How does knowledge
graph embedding extrapolate to unseen data: A semantic
evidence view[J]. Proceedings of the AAAI Conference on
Artificial Intelligence, 2022, 36(5): 5781-5791.
LI Z F, ZHANG Q, ZHU F F, et al. Knowledge graph rep-
resentation learning with simplifying hierarchical feature
propagation[J]. Information Processing & Management,
2023, 60(4): 103348.
DETTMERS T, MINERVINI P, STENETORP P, et al. Con-
volutional 2D knowledge graph embeddings[EB/OL]. (2018-
07-04)[2025-06-05]. https://arxiv.org/abs/1707.01476.
NGUYEN D Q, NGUYEN T D, NGUYEN D Q, et al. A
novel embedding model for knowledge base completion
based on convolutional neural network[EB/OL]. (2018-
03-13)[2025-06-05]. https://arXiv.org/abs/1712.02121.
VASHISHTH S, SANYAL S, NITIN V, et al. InteractE:

Improving convolution-based knowledge graph embed-

[15]

[17]

[19]

[20]

[21]

[22]

dings by increasing feature interactions[J]. Proceedings of
the AAAI Conference on Artificial Intelligence, 2020, 34(3):
3009-3016.

WANG J X, ZHANG Q, SHI F B, et al. Knowledge
graph embedding model with attention-based high-low
level features interaction convolutional network|[J]. Infor-
mation Processing & Management, 2023, 60(4): 103350.
XIE R B, LIU Z Y, JIA J, et al. Representation learning
of knowledge graphs with entity descriptions[C]//Proceed-
ings of the Thirtieth AAAI Conference on Artificial Intel-
ligence. New York: ACM, 2016: 2659-2665.

XIE R B, LIU Z Y, LUAN H B, et al. Image-embodied
knowledge representation learning[C]//Proceedings of the
Twenty-Sixth International Joint Conference on Artificial
Intelligence. International Joint Conferences on Artificial
Intelligence Organization, 2017: 3140-3146.
PEZESHKPOUR P, CHEN L Y, SINGH S. Embedding
multimodal relational data for knowledge base comple-
tion[C]//Proceedings of the 2018 Conference on Empiri-
cal Methods in Natural Language Processing. Strouds-
burg: ACL, 2018: 3208-3218.

ZHANG Y C, ZHANG W. Knowledge graph completion
with pre-trained multimodal transformer and twins nega-
tive sampling[EB/OLY]. (2022-09-15)[2025-06-05]. https://
arXiv.org/abs/2209.07084.

LEE J, CHUNG C, LEE H, et al. VISTA: Visual-textual
knowledge graph representation learning[C]//Findings of
the Association for Computational Linguistics: EMNLP
2023. Stroudsburg: ACL, 2023: 7314-7328.

ZHU Y Q, WANG X H, CHEN J, et al. LLMs for knowl-
edge graph construction and reasoning: Recent capabili-
ties and future opportunities[J]. World Wide Web, 2024,
27(5): 58.

ZHANG Y C, CHEN Z, GUO L B, et al. Making large
language models perform better in knowledge graph com-
pletion[C]//Proceedings of the 32nd ACM International
Conference on Multimedia. New York: ACM, 2024:
233-242.

WANG W L, ZHOU H C, LI K, et al. Cyber-attack be-
havior knowledge graph based on CAPEC and CWE to-
wards 6G[C]//Proceedings of the Sth Mobile Internet Se-
curity. Singapore: Springer, 2022: 352-364.

LI Z Y, ZENG J, CHEN Y, et al. AttacKG: Constructing
technique knowledge graph from cyber threat intelligence
reports[C]/Computer Security - ESORICS 2022. Cham:
Springer, 2022: 589-609.



3592 H, T

i 2025 4F

(23]

[24]

[25]

[26]

AP, WA, S . LT A R R e R Y
59505 AN TISEHLTRE, 2024, 50(1): 145-155.
ZHOU S, SHEN G W, GUO C. Vulnerability information
completion based on security knowledge graph and re-
verse features[J]. Computer Engineering, 2024, 50(1):
145-155. (in Chinese)

HUYL,ZOUF T, HAN J J, et al. LLM-TIKG: Threat in-
telligence knowledge graph construction utilizing large
language model[J]. Computers & Security, 2024, 145:
103999.

YIN J, HONG W, WANG H, et al. A compact vulnerabil-
ity knowledge graph for risk assessment[J]. ACM Trans-
actions on Knowledge Discovery from Data, 2024, 18(8):
1-17.

WANG Y, HOU X W, MA X, et al. A software security
entity relationships prediction framework based on knowl-

edge graph embedding using sentence-bert[C]//Proceed-

EEEN

# BB 974AEIAETEALE AT
IR AN B 0 LA S
TSI A A
E-mail: zhangyan@hubu.edu.cn

FEFE B, 2001 F AT WIS EET.
IR 0 A6 2 R 246 25 1] 8 A 22 B Al o A
FEWFGL T 0 R FIR R | 45 48 4

E-mail: xyluo@stu.hubu.edu.cn

FEIR L, 20024 1 AE TWLA AT T .
B3 el oy g R VR o U 1 B e O s
FE 5 1) A A P
E-mail: 202421116012622@stu.hubu.edu.cn

[27]

(28]

[29]

ings of the 17th Wireless Algorithms, Systems, and Appli-
cations. Cham: Springer, 2022: 501-513.

ZHANG Y, CHEN J R, CHENG Z, et al. Edge propaga-
tion for link prediction in requirement-cyber threat intelli-
gence knowledge graph[J]. Information Sciences, 2024,
653: 119770.

PR, A8, AR . W0k 10l ol 155 R LR 3 o i A
RAMFZIMI]. FHAHULHAT, 2025, 45(1): 24-31.

CHENG Z D, LI P, ZHU F. Potential relation mining in
Internet of Things threat intelligence knowledge graph[J].
Journal of Computer Applications, 2025, 45(1): 24-31. (in
Chinese)

TOUTANOVA K, CHEN D Q. Observed versus latent
features for knowledge base and text inference[C]//Pro-
ceedings of the 3rd Workshop on Continuous Vector
Space Models and Their Compositionality. Stroudsburg:
ACL, 2015: 57-66.

B F& 919934 A T WIAL A X
BRIy e X e 1B S 7 T i B 1
Bt S NGRS SV GE PN
e AR 4

E-mail: zhangmiao@hubu.edu.cn

EFE B 1993 F A TWALE BT
BA/op il N g X Rt S e T A o e
BEFFE T I A HAE R G AR
E-mail: zhifeil993@hubu.edu.cn



