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Abstract: Malware families continue to mutate through techniques such as code obfuscation and polymorphic defor-
mation, leading to the shift of feature space and the failure of model decision boundaries. In addition, the rapid evolution of
zero-day attacks and small sample scenarios in early stage further exacerbate degradation of knowledge and adaptation bot-
tleneck of traditional detection models. In response to the above issues, this article proposes a malicious code classification
method based on multi-prototype few-shot class-incremental learning, namely MP-FSCIL (Multi-Prototype Few-Shot Class-
Incremental Learning), which aims to resolve the problems of catastrophic forgetting and overfitting in dynamic environ-
ments. In the base class training stage, the large separable kernel attention (LSKA) is fused with the DenseNet network to
design a dedicated feature extractor for malware images. The large kernel attention mechanism of the LSKA module is capa-
ble of capturing the global features of malware images, while the dense connection feature of the DenseNet structure is com-
petent to preserve fine-grained local features, effectively solving the problem of insufficient capture of key features in mal-
ware images by traditional feature extractors. The proposed model achieves a classification accuracy of 99.36% on the
Malimg dataset, which is better than the feature extraction effect of existing FSCIL (Few-Shot Class-Incremental Learning)

methods on the Malimg dataset; In the new class adaptation stage, a collaborative mechanism of “adaptive clustering and
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multi prototype learning” is constructed: the G-means algorithm is used to automatically iterate based on the distribution of
malicious software features to determine the optimal number of clusters for the new class, and then combined with multi
prototype learning to generate multiple class prototypes for each class. This strategy addresses the weakness of traditional
single-prototype methods in distinguishing malware families with high intra-class feature heterogeneity, and increases the
model’s average accuracy in identifying new classes by 17.23% in each incremental session. The cross-dataset class incre-
ment experiment on the Malimg and Microsoft Big 2015 datasets validated the effectiveness of the model in real scenarios
of malicious code evolution. The experimental results show that MP-FSCIL can learn new class features well while maintain-
ing the memory of old classes. Compared with existing research methods, the model improves classification accuracy by
8.89% on all classes, and the performance degradation rate on the last incremental session drops to 12.21%. Besides, The pa-

rameter size of the model is only 16.18 M, and the inference time for each sample is only 12.6 ms. It is suitable for deployment
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in practical applications and provides a robust and scalable solution for malware detection in open dynamic environments.
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