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Abstract: With the rapid growth of the digital economy, data storage has become a critical component in the whole
management cycle, but it encounters several critical security challenges, such as content integrity, privacy preservation, and
sustainable availability. Benefiting from the distributed ledger structure and cryptographic consensus mechanisms, block-
chain technology provides a trustworthy solution for addressing these security challenges. Given the fact that the current
blockchain systems remain constrained by scalability, efficiency, and security limitations, it is essential to conduct a system-
atic review of their data storage service capacities and analyze their security boundaries. This paper provides a comprehen-
sive survey of research progress in blockchain-enabled data security by investigating its key procedures, including data on-
chain storage, service access, authorization management, and ecological operation to identify emerging technical trends to-
wards secure data utilization and value exchange. Specifically, this paper begins by examining the data on-chain storage
phase, analyzing the current state of consensus mechanisms, editable blockchains, and integrity auditing technologies that
impact data integrity. Next, in the service access phase, it analyzes the attack principles of two types of threats - DoS (Deni-
al-of-Service) attacks and inefficient functionality - and compares the strengths and weaknesses of existing storage availabil-

ity solutions. Regarding the authorization management phase, it discusses cross-domain data and unauthorized access issues
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from the perspectives of identity management and ciphertext storage, while analyzing existing solutions. In response to the

ecological operation needs of data storage security service, it explores two types of technologies — scalable consensus pro-

tocols and sharding mechanisms — analyzing their bottlenecks in terms of cost, efficiency, and adaptability. Finally, it dis-

cusses blockchain’s capability to empower LLM (Large Language Models) in the field of data security and looks ahead to

research trends, including energy-efficient optimization mechanisms for post-quantum cryptographic algorithms, blockchain

elastic scaling architectures based on federated learning, and trusted data element-driven LLMs.
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