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Abstract: With the rapid development of artificial intelligence technology, traditional operating systems face new
challenges in security, intelligence, and scenario adaptability. This survey systematically reviews the research progress and
key technologies of secure and trustworthy Al-native operating systems (AIOS). First, it introduces the layered architecture
of AIOS, including kernel components, resource management, general foundational services (covering both the intelligent
service framework and the secure access framework), and domain-specific software stacks, highlighting the deep integration
of artificial intelligence (AI) capabilities with operating systems. The secure access framework focuses on secure kernel ar-
chitecture, software-hardware collaborative security and adaptation, and virtualization-based in-depth defense. Second, it
summarizes the key AIOS technologies: edge-oriented operating systems emphasize model compression, inference optimi-
zation (e.g., key-value (KV) cache and PagedAttention), edge-cloud collaboration with heterogeneous resource scheduling,

and hardware abstraction and driver adaptation; the memory management system centers on memory storage, retrieval, and
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management, combining short-term and long-term memory to support long context understanding and dynamic updates; the
security and trust mechanisms cover memory safety and formal verification, automated analysis, trusted boot and remote at-
testation, and defense-in-depth via trusted execution environment (TEE)/confidential computing and virtualization isolation.
Finally, by examining practical scenarios such as embodied intelligence, industrial internet of things (IoT), and mobile appli-
cations, it analyzes deployment paths, capability boundaries, and engineering trade-offs, and summarizes open issues and
trends including architectural modularity, co-design of hardware and software, resource scheduling and security robustness
in intelligent services, efficiency and privacy of memory systems, standardization and ecosystem building of domain stacks,

and cross-platform/device collaboration and resource sharing. This survey aims to provide a structured perspective, clear ter-

minology boundaries, and a technology map, offering references for AIOS research and engineering practice.
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Table 2 Universal virtualization enhancement and lightweight virtualization
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Table 5 Implementation of Hardware Abstraction Layer Mechanism
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Table 10 The Application Practice of Rust in the Field of System Programming
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Figure 7 Active immune trusted computing 3.0 architecture

ATOS 7545 T A5 2 S AL 0 A P AZ I R R 52 | N
P A A2 OB T 2o X R SR AL ) S R 5 )
ASUIE , BELUBT % 5 AURD B AT BE AR, B0 08 9 % PHAT 35
BER Al o [RIIE, R AT AR 35 B R A D RE
Xt AT YNGR B A5 B 2 40 A5 S A B b AT T 2 A7 i
S, By Ko it s S AR T, AIOS
IO 4R B AT 05 BT A HE SR, SCHE T & 3 TEE A i % 4
AT AT, 38 5k Bl 2 SR AT 2 1] R e o A s 5 B30 7
BATIF e A o A A Bl X BREE S5 A AR AL 4L
A, SEBE AT S (14 ] 5 S A 9055 Bk, B T A A
TERSHLIY (85 V- 5 ] p i AT R E

5 #FRiE

RICRGEBE T % 40T 5 (1) ATOS 4338k (1) B 87 iF
et R 5 O HE R B AR . 48 ALOS B 4 J2 484
AR S HEZR (2 i AESE ) g d 12 2
L Sl NNl I = 1 = T 1 R
BARITRGREGHE LG ESEGE . Ty
W F% Bl AE LR A7 5 e B T ATOS 19 S5 B iy FH 3R
PR TG Y = BBk R

RO E , AIOSE N B —RBAE R G MR, IE
A F DB T8 R % ) TR S BB I PR Y Y B . ROk
KBTGS-S )7 [,

(1) ZRA BB 55 4R (R b R) o B AT N FH 37 5%
BB J , ATOS 75 E— 25 4 3h 28 40 440 1Y o B A
Heb 5] %2 i, 3 Ak AR R i e — I 52 5 e ko
BERTF RGN R IG5 Y Rk

(2)FaERE I SEER G IRIERLA o 5 BEIR 5 AE
HOKG RS T AT IR Bl B BE IR AT B DRSS R R 48
BZYERE T, HE Bl ALBE J1 AR BRI 2 ) P AZ IR BE A
SEIARAE R G0 SN R BE USSR A S N Ak

(3) A fE AL A HAGE E o T X ATASE A« PR
B PE FBOIE 22 A Bk R, ATOS T 05 P A7 4 4
JE ALK 0] {5 AT ER 8 AL T 5 S5 AR B R



1600 H, ¥

EE 2026 4F

RV S L ML 1 A sh b R RE 1L A g K
.

(M ZsiEi 5ESER ., AIOSTHEN H Y
BHe . Tl B B sl H 55 2 Rk 3 5, e sl 4
I b AR R AR AL B S S R RS & LB
WA R RE PR 5 5 PR L=

(S) R AP JRE, BB LK, AIOSKER Y
b Gz Ak s U R R B AR 28 B AE D 1) RS AIHT
HeZh B0 R GE MM G I HEF- & B Re AL AT {5 1k iz
T AR 1 Bl 158 i 2 R

Zi I, ATOS 1B Sk S5 se b AR 2 R Ak 1 FH i 56
LR, H R R TR R S5 A AT L ACRE T
] e n AL 5 ATRE DB EEmL A . Aok, ATOS
e BV 5T A=l S B Rp SR 2, O N T RE R
F 24 B RE R {5 & R R I IR S 5 %

Sk

(1] @78, fEkse, 2401, & F0IE N TR Re A% O BRE 1 &
JEHIE BT T). h E AR, 2021, 23(3): 90-97.

Gao L, Fu Y Q, Li D S, et al. Development strategy for the
core software and hardware of artificial intelligence in China
[J]. Strategic Study of CAE, 2021, 23(3): 90-97. (in Chinese)

(2] e NRILAE [ 55 B . 1 55 e 56 T BN AR — AN T

fie & J' #0 %) 1% 38 %0 [EB/OL). (2017-07-20)[2021-4-22].
https://www.gov.cn/zhengce/content/2017-07/20/content_
5211996.htm.
The State Council of the People’s Republic of China. Cir-
cular of the state council on issuing the development plan
for a new generation of artificial intelligence[EB/OL].
(2017-07-20) [2021-04-22]. https://www. gov. cn/zhengce/
content/2017-07/20/content_5211996.htm. (in Chinese)

(3] b 5 BE A B IEBE . 4 BRON T4 58 Rk 5 B0 W82
(2020) [EB/OL]. (2020-12)[2025-10-10]. https://www. cai-ct.
ac.cn/kxyj/qwib/ztbg/202012/P020201229520426700957 .pdf.
China Academy of Information and Communications Tech-
nology. Global Al strategy and policy review (2020)[EB/OL].
(2020-12)[2025-10-10]. https://www.caict.ac.cn/kxyj/qwfb/zt-
bg/202012/P020201229520426700957.pdf. (in Chinese)

(4] K EZRHAHORZ B2 (b EE B EEEBEBR S
LU T g LR ). SR I [ N T RERIF Y A0
wi% %1% [EB/OL]. (2016-10)[2025-10-10]. http://www.caict.
ac.cn/kxyj/qwib/ztbg/201804/P020161102381492504518.pdf.
National Science and Technology Council of the United
States (Compiled by the Compilation Group of the Institute
of Policy and Economics, China Academy of Information
and Communications Technology). National artificial intel-

ligence research and development strategic plan[EB/OL].

(2016-10) [2025-10-10]. http://www. caict. ac. cn/kxyj/qwfb/
ztbg/201804/P020161102381492504518.pdf. (in Chinese)

[5] The White House. Executive order on maintaining Ameri-
can leadership in artificial intelligence[EB/OL]. (2019-02-
11) [2025-10-10]. https://trumpwhitehouse. archives. gov/
presidential-actions/executive-order-maintaining-american-
leadership-artificial-intelligence/.

[6] The White House. The national artificial intelligence re-
search and development strategic plan: 2019 Update[EB/
OL]. (2019-06)[2025-10-10]. https://www. nitrd. gov/pubs/
National-AI-RD-Strategy-2019.pdf.

(71 Mg, BASKI, 06 2 e 4R R G T AWML R 5 iz
TETHR R 0], Hh ERRABEBE T, 2022, 37(1): 30-37.
Mei H, Cao D G, Xie T. Ubiquitous operating system: To-
ward the blue ocean of human-cyber-physical ternary ubiq-
uitous computing[J]. Bulletin of the Chinese Academy of
Sciences, 2022, 37(1): 30-37. (in Chinese)

[8] Choi Y, Park S, Cha H. Graphics-aware power governing
for mobile devices[C]//Proceedings of the 17th Annual In-
ternational Conference on Mobile Systems, Applications,
and Services. New York: ACM, 2019: 469-481.

[9] Choi Y, Park S, Jeon S, et al. Optimizing energy consump-
tion of mobile games[J]. IEEE Transactions on Mobile
Computing, 2022, 21(10): 3744-3756.

[10] Du D, Hua Z C, Xia Y B, et al. XPC: Architectural sup-
port for secure and efficient cross process call[C]//Pro-
ceedings of the 46th International Symposium on Com-
puter Architecture. New York: ACM, 2019: 671-684.

[11] Herder J N, Bos H, Gras B, et al. MINIX 3: A highly reli-
able, self-repairing operating system[J]. ACM SIGOPS
Operating Systems Review, 2006, 40(3): 80-89.

[12] Liedtke J. On micro-kernel construction[J]. ACM SIGOPS
Operating Systems Review, 1995, 29(5): 237-250.

[13] Liedtke J. Toward real microkernels[J]. Communications
of the ACM, 1996, 39(9): 70-77.

[14] Elphinstone K, Heiser G. From L3 to seL4 what have we
learnt in 20 years of L4 microkernels? [C]//Proceedings
of the Twenty-Fourth ACM Symposium on Operating
Systems Principles. New York: ACM, 2013: 133-150.

[15] Chen H B, Miao X, Jia N, et al. Microkernel goes general:
Performance and compatibility in the HongMeng produc-
tion microkernel[C]//18th USENIX Symposium on Operat-
ing Systems Design and Implementation (OSDI 24). Berke-
ley: USENIX Association, 2024: 465-485.

[16] Microsoft. MS Windows NT Kernel-mode user and GDI
white paper[EB/OL]. (2014-01-01) [2025-08-10]. https://
learn.microsoft.com/en-us/previous-versions/cc750820(v=
technet.10).



%

4

FIRPEAE : ATOSZEIA - L A m] {5 YN TR RE I A B R ¢

1601

[17]

[18]

[19]

[20]

(21]

[22]

[23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

(31]

[32]

APple. XNU project[EB/OL]. (2025-07-01)[2025-08-10].
https://github.com/apple-oss-distributions/xnu.

Engler D R. The Exokernel operating system architecture[D].
Cambridge: Massachusetts Institute of Technology, 1998.
AU BT AN ERAE RGP ELETE D], 220 220
K=, 2014,

Yu Q. Research on Exokernel system scheduling[D]. Lan-
zhou: Lanzhou University, 2014. (in Chinese)

BHER LT AN AR R GRS RGEHISED]. 2
M 2R, 2016.

Li Z Z. A study of file system based on Exokernel operat-
ing system[D]. Lanzhou: Lanzhou University, 2016. (in
Chinese)

XUTE . T [0] 22 4% b PR AR B9 Sh N AZ 3RAE RS (D], 22
M 2R, 2014

Liu Q. A study of Exokernel operating system on[D].
Lanzhou: Lanzhou University, 2014. (in Chinese)

BR . AP AZIR ) 5 R GERI R WFSED]. 2290 22K
2%,2014.

Hu J. Preliminary research on time subsystem in Exoker-
nel[D]. Lanzhou: Lanzhou University, 2014. (in Chinese)
Hambarde P, Varma R, Jha S. The survey of real time op-
erating system: RTOS[C]//2014 International Conference
on Electronic Systems, Signal Processing and Computing
Technologies. Piscataway: IEEE, 2014: 34-39.

Stankovic J A, Ramamritham K. The Spring kernel: A
new paradigm for real-time operating systems[J]. ACM
SIGOPS Operating Systems Review, 1989, 23(3): 54-71.
Mantegazza P, Dozio E L, Papacharalambous S. RTAI:
Real time application interface[C]//Linux Journal. New
York: ACM, 2000: 10-es.

Hildebrand D. An architectural overview of QNX|[C]/
Proceedings of the Workshop on Micro-kernels and Other
Kernel Architectures. New York: ACM, 1992: 113-126.
Grattan N, Brain M. Windows CE 3.0[M]. Upper Saddle
River, NJ: Prentice Hall PTR, 2001.

Burns A, Davis R I. A survey of research into mixed criti-
cality systems[J]. ACM Computing Surveys, 2018, 50(6):
1-37.

Kappel J A, Velte A T, et al. Microsoft virtualization with
Hyper-V[M]. New York: McGraw Hill, 2009.

Barham P, Dragovic B, Fraser K, et al. Xen and the art of
virtualization[J]. ACM SIGOPS Operating Systems Re-
view, 2003, 37(5): 164-177.

Kivity A, Kamay Y, Laor D, et al. KVM: The Linux virtu-
al machine monitor[C]//Proceedings of the Linux Sympo-
sium. Ottawa: OLS, 2007: 225-230.

Xi S S, Wilson J, Lu C Y, et al. RT-Xen: Towards real-

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

time hypervisor scheduling in xen[C]//Proceedings of the
Ninth ACM International Conference on Embedded Soft-
ware. New York: ACM, 2011: 39-48.

Abeni L, Faggioli D. An experimental analysis of the xen
and KVM latencies[C]//2019 IEEE 22nd International
Symposium on Real-Time Distributed Computing. Piscat-
away: IEEE, 2019: 18-26.

Cziva R, Pezaros D P. Container network functions:
Bringing NFV to the network edge[J]. IEEE Communica-
tions Magazine, 2017, 55(6): 24-31.

Heiser G, Leslie B. The OKL4 microvisor: Convergence
point of microkernels and hypervisors[C]//Proceedings of
the First ACM Asia-Pacific Workshop on Workshop on
Systems. New York: ACM, 2010: 19-24.

Steinberg U, Kauer B. NOVA: A microhypervisor-based
secure virtualization architecture[C]//Proceedings of the
5th European Conference on Computer Systems. New
York: ACM, 2010: 209-222.

Zhang F Z, Chen J, Chen H B, et al. CloudVisor: Retrofit-
ting protection of virtual machines in multi-tenant cloud
with nested virtualization[C]//Proceedings of the Twenty-
Third ACM Symposium on Operating Systems Princi-
ples. New York: ACM, 2011: 203-216.

Cinque M, Della Corte R, Eliso A, et al. Rt-cases: Con-
tainer-based virtualization for temporally separated
mixed-criticality task sets[C]//31st Euromicro Conference
on Real-Time Systems (ECRTS 2019). Wadern: Schloss
Dagstuhl-Leibniz-Zentrum fiir Informatik, 2019: 5:1-5:22.
Lankes S, Pickartz S, Breitbart J. HermitCore: A uniker-
nel for extreme scale computing[C]//Proceedings of the
6th International Workshop on Runtime and Operating
Systems for Supercomputers. New York: ACM, 2016:
1-8.

Martins J, Ahmed M, Raiciu C, et al. ClickOS and the art
of network function virtualization[C]//Proceedings of the
11th USENIX Conference on Networked Systems Design
and Implementation. New York: ACM, 2014: 459-473.
Kaiser R, Wagner S. Evolution of the PikeOS microkernel[C]//
First International Workshop on Microkernels for Embedded
Systems. Kensington: National ICT Australia, 2007: 50.
Masmano M, Ripoll I, Crespo A, et al. Xtratum: A hyper-
visor for safety critical embedded systems[C]//11th Real-
Time Linux Workshop. Dresden: IEEE, 2009: 1-9.
martins j, tavares a, solieri m, et al. Bao: A lightweight
static partitioning hypervisor for modern multi-core em-
bedded systems[C]//Workshop on Next Generation Real-
Time Embedded Systems (NG-RES 2020). Dagstuhl:
Schloss Dagstuhl-Leibniz-Zentrum fuer Informatik, 2020:



1602 H, +

o
==

il 2026 4F

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

[54]

3:1-3:14.

Goodarzy S, Nazari M, Han R, et al. SmartOS: Towards
automated learning and user-adaptive resource allocation
in operating systems[C]//Proceedings of the 12th ACM
SIGOPS Asia-Pacific Workshop on Systems. New York:
ACM, 2021: 48-55.

Aaen Springborg A, Albano M, Xavier-de-Souza S. Auto-
matic energy-efficient job scheduling in HPC: A novel
SLURM plugin approach[C]//Proceedings of the SC "23
Workshops of the International Conference on High Per-
formance Computing, Network, Storage, and Analysis.
New York: ACM, 2023: 1831-1838.

Othmen S, Mansouri W, Khdhir R. Applying artificial in-
telligence techniques for resource management in the In-
ternet of Things (IoT)[J]. International Journal of Electri-
cal and Computer Engineering Systems, 2025, 16(2):
183-194.

Selvarajan G P. Al-driven cloud resource management
and orchestration[J]. International Journal of Innovative
Research in Science, Engineering and Technology, 2024,
13(11): 19367-19380.

Qin X X, Zeng F P, Zhang Y. MSNdroid: The Android
malware detector based on multi-class features and deep
belief network[C]//Proceedings of the ACM Turing Cele-
bration Conference - China. New York: ACM, 2019: 1-5.
Alzaylaee M K, Yerima S Y, Sezer S. DL-Droid: Deep
learning based Android malware detection using real de-
vices[J]. Computers & Security, 2020, 89: 101663.
Benabderrahmane S, Hoang N, Valtchev P, et al. Hack me
if you can: Aggregating autoencoders for countering per-
sistent access threats within highly imbalanced data[J].
Future Generation Computer Systems, 2024, 160: 926-941.
Dusane P, Sujatha G. LogEA: Log extraction and analysis
tool to support forensic investigation of linux-based sys-
tem[C]//2021 5th International Conference on Trends in
Electronics and Informatics. Piscataway: IEEE, 2021:
909-916.

Das A, Mueller F, Siegel C, et al. Desh: Deep learning for
system health prediction of lead times to failure in HPC[C]/
Proceedings of the 27th International Symposium on
High-Performance Parallel and Distributed Computing.
New York: ACM, 2018: 40-51.

Li T G, Ying S, Zhao Y S, et al. Batch jobs load balanc-
ing scheduling in cloud computing using distributional re-
inforcement learning[J]. IEEE Transactions on Parallel
and Distributed Systems, 2024, 35(1): 169-185.

Liu J, JiaJ C, Ma B C, et al. Multi-job intelligent schedul-

ing with cross-device federated learning[J]. IEEE Trans-

[55]

[56]

[57]

(58]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

actions on Parallel and Distributed Systems, 2023, 34(2):
535-551.

Schiipbach A L. Tackling OS complexity with declarative
techniques[D]. Zurich: ETH Zurich, 2012.

Chen J D, Banerjee S S, Kalbarczyk Z T, et al. Machine
learning for load balancing in the Linux kernel[C]//Pro-
ceedings of the 11th ACM SIGOPS Asia-Pacific Work-
shop on Systems. New York: ACM, 2020: 67-74.

Panman de Wit J S, Bucur D, van der Ham J. Dynamic
detection of mobile malware using smartphone data and
machine learning[J]. Digital Threats: Research and Prac-
tice, 2022, 3(2): 1-24.

Wihar J, Mathur R, Northington K, et al. A novel approach of
LSTM-based ransomware detection in the Linux operating
system kernel[EB/OL]. (2024-09-19) [2025-08-19]. https://
d197for5662m48. cloudfront. net/documents/publicationstatus/
224324/preprint_pdf/7408d68c8fd3cabal27923e3a8736481.pdf.
Kommrusch S. Artificial intelligence techniques for security
vulnerability prevention[PP/OL]. V1. arXiv (2019-12-14)
[2025-12-01]. https://doi.org/10.48550/arXiv.1912.06796.
Agarwal T, Tyagi A K. Artificial intelligence and qubit-
based operating systems: Current progress and future
perspectives[M]//Quantum Computing in Cybersecurity.
Hoboken: Wiley, 2023: 121-136.

George A S. Emerging trends in Al-driven cybersecurity:
An in-depth analysis[J]. Partners Universal Innovative Re-
search Publication, 2024, 2(4): 15-28.

Temara S. Harnessing the power of artificial intelligence
to enhance next-generation cybersecurity[J]. World Jour-
nal of Advanced Research and Reviews, 2024, 23(2):
797-811.

Rizvi M. Enhancing cybersecurity: The power of artificial
intelligence in threat detection and prevention[J]. Interna-
tional Journal of Advanced Engineering Research and Sci-
ence, 2023, 10(5): 55-60.

Zhang Y J, Zhou L W, Makris Y. Hardware-based real-time
workload forensics via frame-level TLB profiling[C]//2019
IEEE 37th VLSI Test Symposium. Piscataway: IEEE, 2019:
1-6.

Locher M G. Optimizing IT operations with AIOps: An
investigation into the opportunities and challenges for en-
terprise adoption[D]. Switzerland: Zurich University of
Applied Sciences, 2023.

Notaro P, Cardoso J, Gerndt M. A survey of AIOps meth-
ods for failure management[J]. ACM Transactions on In-
telligent Systems and Technology, 2021, 12(6): 1-45.
Zhang L Z, Jia T, Jia M X, et al. A survey of AIOps in
the era of large language models[J]. ACM Computing



%

4

FIRPEAE : ATOSZEIA - L A m] {5 YN TR RE I A B R ¢

1603

[68]

[69]

[70]

[71]

[72]

[73]

[74]

[75]

[76]

[77]

[78]

[79]

Surveys, 2026, 58(2): 1-35.

Peng Y K, Tian H L, Xian J Y, et al. Framekernel: A safe
and efficient kernel architecture via rust-based intra-ker-
nel privilege separation[C]//Proceedings of the 15th ACM
SIGOPS Asia-Pacific Workshop on Systems. New York:
ACM, 2024: 31-37.

Peng Y K, Tian H L, Zhang J Y, et al. Asterinas: A linux
ABI-compatible, rust-based framekernel OS with a small
and sound TCB[PP/OL]. (2025-06-04) [2025-11-10].
https://doi.org/10.48550/arXiv.2506.03876.

Hazarika A, Poddar S, Rahaman H. Survey on memory
management techniques in heterogeneous computing sys-
tems[J]. IET Computers & Digital Techniques, 2020, 14(2):
47-60.

Arm Limited. Introduction to the memory tagging extension[EB/
OL]. [2025-08-19]. https://developer.arm.com/documenta-
tion/108035/0100/Introduction-to-the-Memory-Tagging-
Extension.

Partap A, Boneh D. Memory tagging: A memory efficient
design[PP/OL]. V2. arXiv (2022-11-03) [2025-10-11].
https://doi.org/10.48550/arXiv.2209.00307.

Arm Limited. Pointer authentication code[EB/OL]. [2025-
08-18]. https://developer.arm.com/documentation/109576/
0100/Pointer-Authentication-Code.

Kim H, Lee J, Kim S, et al. How’d security benefit re-
verse engineers? : The implication of intel CET on func-
tion identification[C]//2022 52nd Annual IEEE/IFIP Inter-
national Conference on Dependable Systems and Net-
works. Piscataway: IEEE, 2022: 559-566.

Microsoft. Kernel-mode hardware-enforced stack protec-
tion[EB/OL]. (2023-01-27)[2025-08-19]. https://learn. mi-
crosoft. com/en-us/windows-server/security/kernel-mode-
hardware-stack-protection.

De A, Basu A, Ghosh S, et al. FIXER: Flow integrity ex-
tensions for embedded RISC-V[C]//2019 Design, Auto-
mation & Test in Europe Conference & Exhibition. Pisca-
taway: IEEE, 2019: 348-353.

Wang Y, Wu J T, Yue T, et al. RetTag: Hardware-assist-
ed return address integrity on RISC-V[C]//Proceedings of
the 15th European Workshop on Systems Security. New
York: ACM, 2022: 50-56.

Watson R N M, Neumann P G, Woodruff J, et al. Capabil-
ity hardware enhanced RISC instructions: CHERI instruc-
tion-set architecture[R]. Cambridge: University of Cam-
bridge, 2014.

Amar S, Chisnall D, Chen T, et al. CHERIoT: Complete
memory safety for embedded devices[C]//Proceedings of

the 56th Annual IEEE/ACM International Symposium on

[80]

[81]

[83]

[84]

[85]

(86]

(87]

[88]

[90]

[91]

Microarchitecture. New York: ACM, 2023: 641-653.

Yoo S, Jerraya A A. Introduction to hardware abstraction
layers for SoC[C]//2003 Design, Automation and Test in
Europe Conference and Exhibition. Piscataway: IEEE,
2003: 336-337.

Mayrhofer R, Vander Stoep J, Brubaker C, et al. The An-
droid platform security model (2023) [PP/OL]. V3. arXiv
(2024-01-09) [2025-10-10]. https://doi. org/10.48550/arX-
iv.1904.05572.

Yim K S, Malchev I, Hsieh A, et al. TREBLE: Fast software
updates by creating an equilibrium in an active software
ecosystem of globally distributed stakeholders[PP/OL]. V1.
arXiv (2024-09-19)[2025-10-10]. https://doi.org/10.48550/
arXiv.2410.02809.

Microsoft. Secure boot[EB/OL]. (2024-05-28) [2025-08-
18]. https://learn.microsoft.com/en-us/windows-hardware/
design/device-experiences/oem-secure-boot.

Jia Y K, Liu S, Wang W H, et al. HyperEnclave: An open
and cross-platform trusted execution environment[PP/OL].
V1. arXiv (2022-12-08)[2025-10-10]. https://doi.org/10.48550/
arXiv.2212.04197.

Microsoft. Virtualization-based security (VBS) [EB/OL].
(2024-05-28)[2025-08-18]. https://learn. microsoft. com/en-
us/windows-hardware/design/device-experiences/oem-vbs.
Microsoft. Device guard and credential guard[EB/OL]. (2024-
05-28) [2025-08-18]. https://learn. microsoft. com/en-us/
windows-hardware/drivers/bringup/device-guard-and-cre -
dential-guard.

Wei HJ, Lin L K, Lin C Y, et al. Measuring and optimiz-
ing the performance of the Android virtualization frame-
work[C]//Proceedings of the 39th ACM/SIGAPP Sympo-
sium on Applied Computing. New York: ACM, 2024:
1533-1535.

Apple Inc. Virtualization: Create and manage virtual ma-
chines on Apple silicon and Intel-based Mac computers
[EB/OL]. (2024-06-10)[2025-08-18]. https://developer.ap-
ple.com/documentation/virtualization.

Randazzo A, Tinnirello I. Kata containers: An emerging
architecture for enabling MEC services in fast and secure
way[C]//2019 Sixth International Conference on Internet
of Things: Systems, Management and Security. Piscat-
away: IEEE, 2019: 209-214.

Rutkowska J, Wojtczuk R. Qubes OS architecture[J]. In-
visible Things Lab Tech Rep, 2010, 54: 65.

Karat C M, Vergo J, Nahamoo D. Conversational inter-
face technologies[M]//The Human-Computer Interaction
Handbook: Fundamentals, Evolving Technologies and

Emerging Applications. New Jersey: L. Erlbaum Associ-



1604 H, T

o
==

il 2026 4F

[92]

(93]

[94]

[95]

[96]

[97]

(98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

ates Inc., 2002: 169-186.
Darejeh A, Mashayekh S, Marcus N. Cognitive-based
methods to facilitate learning of software applications via E-
learning systems[J]. Cogent Education, 2022, 9: 2082085.
Wang L, Ma C, Feng X Y, et al. A survey on large lan-
guage model based autonomous agents[J]. Frontiers of
Computer Science, 2024, 18(6): 186345.
Mei K, Zhu X, Xu W J, et al. AIOS: LLM agent operat-
ing system[PP/OL]. V5. arXiv (2025-08-12) [2025-10-
10]. https://doi.org/10.48550/arXiv.2403.16971.
Stratton J. An introduction to microsoft copilot[M]//Copi-
lot for Microsoft 365. Berkeley, CAA Press, 2024: 19-35.
Hou X Y, Zhao Y J, Wang S N, et al. Model context pro-
tocol (MCP): Landscape, security threats, and future re-
search directions[PP/OL]. V3. arXiv (2025-10-07)[2025-
10-10]. https://doi.org/10.48550/arXiv.2503.23278.
Yan A, Yang Z Y, Zhu W R, et al. GPT-4V in wonder-
land: Large multimodal models for zero-shot smartphone
GUI navigation[PP/OL]. V1. arXiv (2023-11-13) [2025-
10-10]. https://doi.org/10.48550/arXiv.2311.07562.
Zhang C, Yang Z, Liu J X, et al. AppAgent: Multimodal
agents as smartphone users[C]//Proceedings of the 2025
CHI Conference on Human Factors in Computing Sys-
tems. New York: ACM, 2025: 1-20.
WangJ Y, Xu HY, YeJ B, et al. Mobile-agent: Autono-
mous multi-modal mobile device agent with visual per-
ception[PP/OL]. V2. arXiv (2024-04-18) [2025-10-10].
https://doi.org/10.48550/arXiv.2401.16158.
Zhang C Y, Li L Q, He S L, et al. UFO: A Ul-focused
agent for windows OS interaction[PP/OL]. V5. arXiv
(2024-05-23)[2025-10-10]. https://doi.org/10.48550/arX-
iv.2402.07939.
Hong W Y, Wang W H, Lv Q S, et al. CogAgent: A vi-
sual language model for GUI agents[C]//2024 IEEE/
CVF Conference on Computer Vision and Pattern Rec-
ognition. Piscataway: IEEE, 2024: 14281-14290.
Dongle. AutoMate[EB/OL]. (2025-03-20) [2025-10-10].
https://github.com/yuruotong 1/autoMate.
Huang J, Chang K C. Towards reasoning in large language
models: A survey[PP/OL]. V2. arXiv (2023-05-26)[2025-
10-10]. https://doi.org/10.48550/arXiv.2212.10403.
Du Y, Wei F Y, Zhang H Y. AnyTool: Self-reflective,
hierarchical agents for large-scale API calls[PP/OL]. V1.
arXiv (2024-02-06)[2025-10-10]. https://doi.org/10.48550/
arXiv.2402.04253.
Guo T C, Chen X Y, Wang Y Q, et al. Large language
model based multi-agents: A survey of progress and
challenges[PP/OL]. V2. arXiv (2024-04-19)[2025-10-10].

[106]

[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

https://doi.org/10.48550/arXiv.2402.01680.

Google. A2A protocol[EB/OL]. [2025-08-12]. https://
a2a-protocol.org/latest/.

OpenAl. GPT-40[EB/OL]. (2024-08-28) [2025-08-12].
https://platform.openai.com/docs/models/gpt-4o.

Team G, Anil R, Borgeaud S, et al. Gemini: A family of
highly capable multimodal models[PP/OL]. V5. arXiv
(2025-05-09)[2025-10-10]. https://doi.org/10.48550/arX -
iv.2312.11805.

Sager P J, Meyer B, Yan P, et al. A comprehensive survey
of agents for computer use: Foundations, challenges, and
future directions[PP/OL]. V2. arXiv (2025-06-04)[2025-10-
10]. https://doi.org/10.48550/arXiv.2501.16150.

Hu X Y, Xiong T, Yi B, et al. OS agents: A survey on
MLLM-based agents for general computing devices use
[PP/OL]. V1. arXiv (2025-08-06) [2025-10-10]. https://
doi.org/10.48550/arXiv.2508.04482.

OpenAl. GPT-4V(ision) [EB/OL]. (2024-09-22) [2025-
08-12]. https://platform. openai. com/docs/models/gpt-4-
turbo-and-gpt-4.

Muiioz A, Rios R, Romdan R, et al. A survey on the (in)
security of trusted execution environments[J]. Comput-
ers & Security, 2023, 129: 103180.

XU, skabR, #E, 45 . FET TPCM Y45 s = il 5 3
BEWFSEIT]. M4 515 B 441, 2021, 7(4): 164-174.
Liu Guojie, Zhang Jianbiao, Yang Ping, et al. Research
on the trusted environment of container cloud based on
the TPCM[J]. Chinese Journal of Network and Informa-
tion Security, 2021, 7(4): 164-174. (in Chinese)

TR, fLhid, XA, 55 AL TSR] AR
K2R R (T 22 AR, 2025, 55(3): 755-770.

Xu Tao, Kong Sshuaidi, Liu Caihua, et al. Overview of
heterogeneous confidential computing[J]. Journal of Ji-
lin University (Engineering and Technology Edition),
2025, 55(3): 755-770. (in Chinese)

Zhou Y L, Peng G J, Li Z C, et al. A survey on the evo-
lution of bootkits attack and defense techniques[J]. Chi-
na Communications, 2024, 21(1): 102-130.

Zheng C M, Li J, Yao X X. Design and implementation of
trusted boot based on a new trusted computing dual-ar-
chitecture[J]. Computers & Security, 2023, 127: 103095.
Mohammadzad M, Karimpour J. Using rootkits hiding
techniques to conceal honeypot functionality[J]. Journal of
Network and Computer Applications, 2023, 214: 103606.
Huang H X, Zhang J B, Zhang L, et al. SABDTM: Secu-
rity-first architecture-based dynamic trusted measure-
ment scheme for operating system of the virtual comput-
ing node[J]. Computers & Security, 2024, 137: 103648.



o4 W

FIRPEAE : ATOSZEIA - L A m] {5 YN TR RE I A B R ¢

1605

[119]

[120]

[121]

[122]

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

Chen H. Optimized design of trusted boot architecture
based on embedded devices[C]//2025 4th International
Symposium on Computer Applications and Information
Technology. Piscataway: IEEE, 2025: 1043-1046.

Feng D G, Qin Y, Feng W, et al. Survey of research on
confidential computing[J]. IET Communications, 2024,
18(9): 535-556.

Russinovich M. Confidential computing: Elevating
cloud security and privacy[J]. Communications of the
ACM, 2024, 67(1): 52-53.

Sabanic P, Misono M, Bodea T, et al. Confidential
serverless computing[PP/OL]. V3. arXiv (2025-08-13)
[2025-10-10]. https://doi.org/10.48550/arXiv.2504.21518.
Popa R A. Confidential computing or cryptographic com-
puting?[J]. Communications of the ACM, 2024, 67(12): 44-51.
Martishin S A, Khrapchenko M V, Shokurov A V.
Study of the problem of ensuring security in storage and
processing of confidential data[J]. Programming and
Computer Software, 2022, 48(7): 424-434.

Benadjila R, Khati L, Vergnaud D. Secure storage: Con-
fidentiality and authentication[J]. Computer Science Re-
view, 2022, 44: 100465.

Global Market Insights. Global market insights: Market
research reports[EB/OL]. (2025-03-01)[2025-10-10]. https:
/Iwww.gminsights.com/industry-analysis/edge-ai-market.
Qin RY, Liu D C, Xu C H, et al. Empirical guidelines
for deploying LLMs onto resource-constrained edge de-
vices[J]. ACM Transactions on Design Automation of
Electronic Systems, 2025, 30(5): 1-58.

Liu L Y, Zhu H B, Chen S L, et al. Privacy-aware task
assignment for IoT audit applications on collaborative
edge devices[J]. Security and Communication Net-
works, 2022, 2022: 1336094.

Touvron H, Lavril T, Izacard G, et al. LLaMA: Open and
efficient foundation language models[PP/OL]. V1. arXiv
(2023-02-27)[2025-10-10]. https://doi.org/10.48550/arX-
iv.2302.13971.

Seedat N, Huynh N, van Breugel B, et al. Curated LLM:
Synergy of LLMs and Data Curation for tabular augmen-
tation in low-data regimes[PP/OL]. V3. arXiv (2024-06-30)
[2025-10-10]. https://doi.org/10.48550/arXiv.2312.12112.
Dell. Llama 2: Inferencing on a single gpu[EB/OL].
[2025-08-10]. https://infohub. delltechnologies. com/zh-
cn/t/llama-2-inferencing-on-a-single-gpu/.

Zhou Z X, Ning X F, Hong K, et al. A survey on efficient
inference for large language models[PP/OL]. V3. arXiv
(2024-07-19)[2025-10-10]. https://doi.org/10.48550/arX-
iv.2404.14294.

[133]

[134]

[135]

[136]

[137]

[138]

[139]

[140]

[141]

[142]

[143]

[144]

Chung J W, Liu J, Wu Z, et al. The ML.ENERGY lead-
erboard[EB/OL]. [2025-08-10]. https://ml.energy/leader-
board.

XulJJ,LiZY, Chen W, et al. On-device language models:
A comprehensive review[PP/OL]. V2. arXiv (2024-09-14)
[2025-10-10]. https://doi.org/10.48550/arXiv.2409.00088.
AR T [0) LLM 3R IR 55 (14448 3 25 74 [R/OL]. (2024-07-
01)[2025-07-20]. http://syswonder-cdn.oscommunity.cn/
20240706-1lmarch-3-lc.pdf.

Li Cheng. Architecture for LLM inference services[R/OL].
(2024-07-01)[2025-07-20]. http://syswonder-cdn.oscom-
munity.cn/20240706-1lmarch-3-lc.pdf.

Press O, Wolf L. Using the output embedding to improve
language models[PP/OL]. V3. arXiv (2017-02-21)[2025-10-
10]. https://doi.org/10.48550/arXiv.1608.05859.

Liu Z C, Zhao C S, Iandola F, et al. MobileLLM: Opti-
mizing sub-billion parameter language models for on-de-
vice use cases[PP/OL]. V2. arXiv (2024-06-27) [2025-
10-10]. https://doi.org/10.48550/arXiv.2402.14905.
Santacroce M, Wen Z X, Shen Y L, et al. What matters
in the structured pruning of generative language mod-
els? [PP/OL]. VI. arXiv (2023-02-07) [2025-10-10].
https://doi.org/10.48550/arXiv.2302.03773.

Ma X Y, Fang G F, Wang X C. LLM-pruner: On the
structural pruning of large language models[PP/OL]. V3.
arXiv (2023-09-28)[2025-10-10]. https://doi.org/10.48550/
arXiv.2305.11627.

Chen T 'Y, Ding T'Y, Yadav B, et al. LoRAShear: Efficient
large language model structured pruning and knowledge
recovery[PP/OL]. V2. arXiv (2023-10-31)[2025-10-10].
https://doi.org/10.48550/arXiv.2310.18356.

Zhang M Y, Chen H, Shen C H, et al. LoRAPrune:
Structured pruning meets low-rank parameter-efficient fine-
tuning[C]//Findings of the Association for Computational
Linguistics ACL 2024. Stroudsburg: ACL, 2024: 3013-
3026.

Frantar E, Alistarh D. SparseGPT: Massive language
models can be accurately pruned in one-shot[PP/OL]. V3.
arXiv (2023-03-22)[2025-10-10]. https://doi.org/10.48550/
arXiv.2301.00774.

Sun M J, Liu Z, Bair A, et al. A simple and effective
pruning approach for large language models[PP/OL]. V3.
arXiv (2024-05-06)[2025-10-10]. https://doi.org/10.48550/
arXiv.2306.11695.

Shao H, Liu B, Qian Y M. One-shot sensitivity-aware
mixed sparsity pruning for large language models[C]/
ICASSP 2024 - 2024 IEEE International Conference on

Acoustics, Speech and Signal Processing. Piscataway:



1606 A O S 2026 4F:
IEEE, 2024: 11296-11300. weight library for approximate nearest neighbors and

[145] Gu Y X, Dong L, Wei F R, et al. MiniLLM: On-policy maximum inner product search[EB/OL]. (2025-08-29)
distillation of large language models[PP/OL]. V6. arXiv [2025-10-10]. https://github.com/ggerganov/llama.cpp.
(2026-01-31)[2025-12-01]. https://doi.org/10.48550/arX - [157] Song Y X, Mi Z Y, Xie H T, et al. PowerInfer: Fast
iv.2306.08543. large language model serving with a consumer-grade

[146] Zhang C, Li Q C, Song D W, et al. Towards the law of GPU[C]//Proceedings of the ACM SIGOPS 30th Sym-
capacity gap in distilling language models[PP/OL]. V4. posium on Operating Systems Principles. New York:
arXiv (2025-07-30)[2025-10-10]. https://doi.org/10.48550/ ACM, 2024: 590-606.
arXiv.2311.07052. [158] Li L C, Qian S, Lu J, et al. Transformer-lite: High-effi-

[147] Agarwal R, Vieillard N, Zhou Y C, et al. On-policy dis- ciency deployment of large language models on mobile
tillation of language models: Learning from self-generat- phone GPUs[PP/OL]. V3. arXiv (2024-07-05)[2025-10-
ed mistakes[PP/OL]. V3. arXiv (2024-01-17)[2025-10- 10]. https://doi.org/10.48550/arXiv.2403.20041.

10]. https://doi.org/10.48550/arXiv.2306.13649. [159] Ding D J, Mallick A, Wang C, et al. Hybrid LLM: Cost-

[148] Zhu X K, Qi B Q, Zhang K Y, et al. PaD: Program-aid- efficient and quality-aware query routing[PP/OL]. V1.
ed distillation can teach small models reasoning better arXiv (2024-04-22)[2025-10-10]. https://doi.org/10.48550/
than chain-of-thought fine-tuning[PP/OL]. V2. arXiv arXiv.2404.14618.

(2024-03-20)[2025-10-10]. https://doi.org/10.48550/arX- [160] Wang Y D, Chen K, Tan H S, et al. Tabi: An efficient multi-
iv.2305.13888. level inference system for large language models[C]//

[149] Li L H, Hessel J, Yu Y, et al. Symbolic chain-of-thought Proceedings of the Eighteenth European Conference on
distillation: Small models can also "think" step-by-step Computer Systems. New York: ACM, 2023: 233-248.
[PP/OL]. V2. arXiv (2024-04-15) [2025-10-10]. https:// [161] VIIm Project Team. VLLM documentation[EB/OLY]. (2025-
doi.org/10.48550/arXiv.2306.14050. 11-15)[2025-12-01]. https://docs.vllm.ai/en/stable/.

[150] Wang P F, Wang Z Y, Li Z, et al. SCOTT: Self-consis- [162] Cai FL, Yuan D, Yang Z, et al. Edge-LLM: A collabora-
tent chain-of-thought distillation[PP/OL]. V4. arXiv tive framework for large language model serving in edge
(2023-08-30)[2025-10-10]. https://doi.org/10.48550/arX- computing[C]//2024 IEEE International Conference on
iv.2305.01879. Web Services. Piscataway: IEEE, 2024: 799-809.

[151] Chen Z M, Gao Q Y, Bosselut A, et al. DISCO: Distilling [163] Xu X H, Li M, Tao C Y, et al. A survey on knowledge
counterfactuals with large language models[PP/OL]. V3. distillation of large language models[PP/OL]. V4. arXiv
arXiv (2023-06-05)[2025-10-10]. https://doi.org/10.48550/ (2024-10-21)[2025-10-10]. https://doi.org/10.48550/arX-
arXiv.2212.10534. iv.2402.13116.

[152] Kim S, Mangalam K, Moon S, et al. Speculative decod- [164] Wang R, Gao Z Y, Zhang L Y, et al. Empowering large
ing with big little decoder[C]//Proceedings of the 37th language models to edge intelligence: A survey of edge
International Conference on Neural Information Process- efficient LLMs and techniques[J]. Computer Science Re-
ing Systems. New York: ACM, 2023: 39236-39256. view, 2025, 57: 100755.

[153] Xu DL, Yin W S, Jin X, et al. LLMCad: Fast and scalable [165] Chen C, Borgeaud S, Irving G, et al. Accelerating large
on-device large language model inference[PP/OL]. V1. language model decoding with speculative sampling[PP/
arXiv (2023-09-08)[2025-10-10]. https://doi.org/10.48550/ OL]. V1. arXiv (2023-02-02)[2025-10-10]. https://doi.org/
arXiv.2309.04255. 10.48550/arXiv.2302.01318.

[154] Dao T, FuD Y, Ermon S, et al. FlashAttention: Fast and [166] Leviathan Y, Kalman M, Matias Y. Fast inference from
memory-efficient exact attention with 10-awareness[PP/ transformers via speculative decoding[PP/OL]. V2. arXiv
OL]. V2. arXiv (2022-06-23)[2025-10-10]. https://doi.org/ (2023-05-18)[2025-10-10]. https://doi.org/10.48550/arX -
10.48550/arXiv.2205.14135. iv.2211.17192.

[155] Kwon W, Li Z H, Zhuang S Y, et al. Efficient memory [167] Gholami A, Hooper C, Keutzer K, et al. KVQuant: To-
management for large language model serving with wards 10 million context length LLM inference with KV
PagedAttention[C]//Proceedings of the 29th Symposium on cache quantization[C]//Advances in Neural Information
Operating Systems Principles. New York: ACM, 2023: Processing Systems 37. Neural Information Processing
611-626. Systems Foundation, Inc. (NeurIPS), 2024: 1270-1303.

[156] Ggerganov, Slaren, Ngxson, et al. llama. cpp: Light- [168] Xiao G X, Tian Y D, Chen B D, et al. Efficient streaming



o4 W

FIRPEAE : ATOSZEIA - L A m] {5 YN TR RE I A B R ¢

1607

[169]

[170]

[171]

[172]

[173]

[174]

[175]

[176]

[177]

[178]

[179]

language models with attention sinks[PP/OL]. V4. arXiv
(2024-04-07)[2025-10-10]. https://doi.org/10.48550/arX-
iv.2309.17453.

Liu Z C, Desai A, Liao F S, et al. Scissorhands: Exploiting the
persistence of importance hypothesis for LLM KV cache
compression at test time[PP/OL]. V2. arXiv (2023-08-28)
[2025-10-10]. https://doi.org/10.48550/arXiv.2305.17118.
Zhang Z 'Y, Sheng Y, Zhou T Y, et al. H$_2$0: Heavy-
hitter oracle for efficient generative inference of large
language models[PP/OL]. V3. arXiv (2023-12-18)[2025-
10-10]. https://doi.org/10.48550/arXiv.2306.14048.
LiuZR, Yuan J Y, Jin H'Y, et al. KIVI: A tuning-free
asymmetric 2bit quantization for KV cache[PP/OL]. V2.
arXiv (2024-07-25)[2025-10-10]. https://doi.org/10.48550/
arXiv.2402.02750.

Schuster T, Fisch A, Gupta J, et al. Confident adaptive
language modeling[PP/OL]. V2. arXiv (2022-10-25)[2025-
10-10]. https://doi.org/10.48550/arXiv.2207.07061.

Zeng Z Q, Hong Y H, Dai H L, et al. ConsistentEE: A
consistent and hardness-guided early exiting method for
accelerating language models inference[J]. Proceedings
of the AAAI Conference on Artificial Intelligence,
2024, 38(17): 19506-19514.

Del Corro L, Del Giorno A, Agarwal S, et al. SkipDe-
code: Autoregressive skip decoding with batching and
caching for efficient LLM inference[PP/OL]. V1. arXiv
(2023-07-05)[2025-10-10]. https://doi.org/10.48550/arX -
iv.2307.02628.

Dao T. FlashAttention-2: Faster attention with better paral-
lelism and work partitioning[PP/OL]. V1. arXiv (2023-07-17)
[2025-10-10]. https://doi.org/10.48550/arXiv.2307.08691.
Bikshandi G, Dao T, Ramani P, et al. FlashAttention-3:
Fast and accurate attention with asynchrony and low-pre-
cision[C]//Advances in Neural Information Processing
Systems 37. Neural Information Processing Systems
Foundation, Inc. (NeurIPS), 2024: 68658-68685.

Xia H J, Zheng Z, Li Y C, et al. Flash-LLM: Enabling
cost-effective and highly-efficient large generative mod-
el inference with unstructured sparsity[PP/OL]. V1. arX-
iv (2023-09-19) [2025-10-10]. https://doi. org/10.48550/
arXiv.2309.10285.

Sheng Y, Zheng L M, Yuan B H, et al. FlexGen: High-
throughput generative inference of large language models
with a single GPU[PP/OL]. V2. arXiv (2023-06-12)[2025-
10-10]. https://doi.org/10.48550/arXiv.2303.06865.

Xue ZL,Song Y X, Mi Z Y, et al. PowerInfer-2: Fast large
language model inference on a smartphone[PP/OL]. V3.
arXiv (2024-12-12)[2025-10-10]. https://doi.org/10.48550/

[180]

[181]

[182]

[183]

[184]

[185]

[186]

[187]

[188]

[189]

[190]

[191]

arXiv.2406.06282.

Liu L, Yang X Y, Shen Y, et al. Think-in-memory: Re-
calling and post-thinking enable LLMs with long-term
memory[PP/OL]. V1. arXiv (2023-11-15) [2025-10-10].
https://doi.org/10.48550/arXiv.2311.08719.

Brown T B, Mann B, Ryder N, et al. Language models are
few-shot learners[PP/OL]. V4. arXiv (2020-07-22)[2025-
10-10]. https://doi.org/10.48550/arXiv.2005.14165.
Devlin J, Chang M W, Lee K, et al. BERT: Pre-training
of deep bidirectional transformers for language under-
standing[C]//Proceedings of the 2019 Conference of the
North American Chapter of the Association for Compu-
tational Linguistics: Human Language Technologies,
Volume 1 (Long and Short Papers). Kerrville: Associa-
tion for Computational Linguistics, 2019: 4171-4186.
Bai Y T, Jones A, Ndousse K, et al. Training a helpful
and harmless assistant with reinforcement learning from
human feedback[PP/OL]. V1. arXiv (2022-04-12)[2025-
10-10]. https://doi.org/10.48550/arXiv.2204.05862.
Ouyang L, Wu J, Xu J, et al. Training language models to
follow instructions with human feedback[PP/OL]. V1.
arXiv (2022-03-04)[2025-10-10]. https://doi.org/10.48550/
arXiv.2203.02155.

Chen T X, Tan Z T, Gong T, et al. Llama SLayer 8B:
Shallow layers hold the key to knowledge injection[PP/
OL]. V1. arXiv (2024-10-03)[2025-10-10]. https://doi.org/
10.48550/arXiv.2410.02330.

Hu E J, Shen Y L, Wallis P, et al. LoRA: Low-rank ad-
aptation of large language models[PP/OL]. V2. arXiv
(2021-10-16)[2025-10-10]. https://doi.org/10.48550/arX-
iv.2106.09685.

Mitchell E, Lin C, Bosselut A, et al. Memory-based model
editing at scale[PP/OL]. V1. arXiv (2022-06-13)[2025-10-
10]. https://doi.org/10.48550/arXiv.2206.06520.

Dong Q X, Dai D M, Song Y F, et al. Calibrating factual
knowledge in pretrained language models[PP/OL]. V2.
arXiv (2022-10-18)[2025-10-10]. https://doi.org/10.48550/
arXiv.2210.03329.

Cheng X, Lin Y K, Chen X Y, et al. Decouple knowl-
edge from parameters for plug-and-play language model-
ing[PP/OL]. V2. arXiv (2023-09-18)[2025-10-10]. https:
//doi.org/10.48550/arXiv.2305.11564.

Hartvigsen T, Sankaranarayanan S, Palangi H, et al. Aging
with GRACE: Lifelong model editing with discrete key-
value adaptors[PP/OL]. V5. arXiv (2023-10-18)[2025-10-
10]. https://doi.org/10.48550/arXiv.2211.11031.

Chen H, Pasunuru R, Weston J, et al. Walking down the

memory maze: Beyond context limit through interactive



1608 A O S 2026 4F:
reading[PP/OL]. V1. arXiv (2023-10-08) [2025-10-10]. 06-12) [2025-10-10]. https://doi. org/10.48550/arX-
https://doi.org/10.48550/arXiv.2310.05029. 1v.2306.07174.

[192] Edge D, Trinh H, Cheng N, et al. From local to global: [204] Huang L, Lan H Z, Sun Z J, et al. Emotional RAG: En-
A graph RAG approach to query-focused summarization hancing role-playing agents through emotional retrieval[C]//
[PP/OL]. V2. arXiv (2025-02-19) [2025-10-10]. https:// 2024 1EEE International Conference on Knowledge Graph.
doi.org/10.48550/arXiv.2404.16130. Piscataway: IEEE, 2024: 120-127.

[193] GuoZR, XiaL H, Yu Y H, et al. LightRAG: Simple and [205] Wang Y, Gao Y F, Chen X S, et al. MEMORYLLM: To-
fast retrieval-augmented generation[PP/OL]. V3. arXiv wards self-updatable large language models[PP/OL]. V2.
(2025-04-28)[2025-10-10]. https://doi.org/10.48550/arX - arXiv (2024-05-26)[2025-10-10]. https://doi.org/10.48550/
iv.2410.05779. arXiv.2402.04624.

[194] Rasmussen P, Paliychuk P, Beauvais T, et al. Zep: A [206] Shinn N, Cassano F, Berman E, et al. Reflexion: Language
temporal knowledge graph architecture for agent memo- agents with verbal reinforcement learning[PP/OL]. V4.
ry[PP/OL]. V1. arXiv (2025-01-20)[2025-10-10]. https:// arXiv (2023-10-10)[2025-10-10]. https://doi.org/10.48550/
doi.org/10.48550/arXiv.2501.13956. arXiv.2303.11366.

[195] Xu W J, Liang Z J, Mei K, et al. A-MEM: Agentic memory [207] Zhong W J, Guo L H, Gao Q Q, et al. MemoryBank: En-
for LLM agents[PP/OL]. V11. arXiv (2025-10-08)[2025-10- hancing large language models with long-term memory/[J].
10]. https://doi.org/10.48550/arXiv.2502.12110. Proceedings of the AAAI Conference on Artificial Intel-

[196] Ocker F, Deigmoller J, Smirnov P, et al. A grounded ligence, 2024, 38(17): 19724-19731.
memory system for smart personal assistants|[PP/OL]. V1. [208] Kang J Z, Ji M M, Zhao Z, et al. Memory OS of Al
arXiv (2025-05-09)[2025-10-10]. https://doi.org/10.48550/ agent[PP/OL]. V1. arXiv (2025-05-30) [2025-10-10].
arXiv.2505.06328. https://doi.org/10.48550/arXiv.2506.06326.

[197] Liang X, Niu S M, li Z Y, et al. Empowering large lan- [209] LiZY,Xi CY,LiCY, etal MemOS: A memory OS
guage models to set up a knowledge retrieval indexer for Al system[PP/OL]. V3. arXiv (2025-08-05)[2025-10-
via self-learning[PP/OL]. V1. arXiv (2024-05-27)[2025- 10]. https://doi.org/10.48550/arXiv.2507.03724.

10-10]. https://doi.org/10.48550/arXiv.2405.16933. [210] Wu Q Y, Bansal G, Zhang J Y, et al. AutoGen: Enabling

[198] Yang H K, Lin Z H, Wang W J, et al. Memory®: Lan- next-gen LLM applications via multi-agent conversation
guage modeling with explicit memory[PP/OL]. V1. arX- [PP/OL]. V2. arXiv (2023-10-03) [2025-10-10]. https://
iv (2024-07-01) [2015-10-10]. https://doi. org/10.48550/ doi.org/10.48550/arXiv.2308.08155.
arXiv.2407.01178. [211] Wang Y, Krotov D, Hu Y Z, et al. M+: Extending Mem-

[199] Park J S, O'Brien J, Cai C J, et al. Generative agents: In- oryLLM with scalable long-term memory[PP/OL]. V2.
teractive simulacra of human behavior[C]//Proceedings arXiv (2025-05-30)[2025-10-10]. https://doi.org/10.48550/
of the 36th Annual ACM Symposium on User Interface arXiv.2502.00592.

Software and Technology. New York: ACM, 2023: 1-22. [212] Zhang Z Y, Dai Q Y, Bo X H, et al. A survey on the memory

[200] Sun H T, Zhuang Y C, Kong L K, et al. AdaPlanner: mechanism of large language model-based agents[J]. ACM
Adaptive planning from feedback with language models Transactions on Information Systems, 2025, 43(6): 1-47.
[PP/OL]. V1. arXiv (2023-05-26) [2025-10-10]. https:// [213] Zeng R H, Fang J Y, Liu S W, et al. On the structural
doi.org/10.48550/arXiv.2305.16653. memory of LLM agents[PP/OL]. V1. arXiv (2024-12-17)

[201] Wang G Z, Xie Y Q, Jiang Y F, et al. Voyager: An open- [2025-10-10]. https://doi.org/10.48550/arXiv.2412.15266.
ended embodied agent with large language models[PP/OL]. [214] Tang XR,HuTY, Ye M Y, et al. ChemAgent: Self-up-
V2. arXiv (2023-10-19) [2025-10-10]. https://doi. org/ dating library in large language models improves chemi-
10.48550/arXiv.2305.16291. cal reasoning[PP/OL]. V1. arXiv (2025-01-11)[2025-10-

[202] Wu J L, Zhong X R, Sun J S, et al. Structure-R1: Dy- 10]. https://doi.org/10.48550/arXiv.2501.06590.
namically leveraging structural knowledge in LLM rea- [215] Zhang Z Y, Dai Q Y, Chen X, et al. MemEngine: A unified
soning through reinforcement learning[PP/OL]. V1. arX- and modular library for developing advanced memory of
iv (2025-10-16) [2025-10-20]. https://doi. org/10.48550/ LLM-based agents[C]//Proceedings of the ACM on Web
arXiv.2510.15191. Conference 2025. New York: ACM, 2025: 821-824.

[203] Wang W Z, Dong L, Cheng H, et al. Augmenting language [216] Miller M. Trends, challenge, and shifts in software vul-

models with long-term memory[PP/OL]. V1. arXiv (2023-

nerability mitigation[C]//BlueHat IL Conference. Tel



Ll FIRPEAE : ATOSZEIA - L A m] {5 YN TR RE I A B R ¢

1609

[217]

[218]

[219]

[220]

[221]

[222]

[223]

[224]

[225]

[226]

[227]

[228]

[229]

[230]

Aviv: Microsoft, 2019: 10.

Klabnik S, Nichols C, Krycho C. The rust programming
language[M]. San Francisco: No Starch Press, 2018.

Li S W, Sato H. W-kernel: An OS kernel architecture de-
signed with isolation and customizability[C]//Proceedings
of the 2023 5th International Conference on Software
Engineering and Development. New York: ACM, 2024:
42-50.

Gu R, Shao Z, Chen H, et al. CertiKOS: An extensible ar-
chitecture for building certified concurrent OS kernels[C]//
12th USENIX Symposium on Operating Systems De-
sign and Implementation (OSDI 16). Berkeley: USENIX
Association, 2016: 653-669.

Agache A, Brooker M, lordache A, et al. Firecracker:
Lightweight virtualization for serverless applications[C]//
17th USENIX symposium on networked systems design
and implementation (NSDI 20). Berkeley: USENIX As-
sociation, 2020: 419-434.

Liguori A. The nitro project-next generation aws infrastructure
[EB/OL]. [2025-10-10]. https://www.old.hotchips.org/hc31/
HC31_T1_AWS_Nitro_Hot_Chips_20190818-2.pdf.
Amazon Web Services. Bottlerocket[EB/OL]. [2025-08-
18]. https://bottlerocket.dev/en/.

Android Open Source Project. Android virtualization
framework[EB/OL]. (2025-03-04) [2025-08-19]. https://
source.android.com/docs/core/virtualization.

Li Z F, Narayanan V, Chen X D, et al. Rust for linux:
Understanding the security impact of rust in the linux
kernel[C]//2024 Annual Computer Security Applications
Conference. Piscataway: IEEE, 2024: 548-562.

Levy A, Campbell B, Ghena B, et al. The tock embed-
ded operating system[C]//Proceedings of the 15th ACM
Conference on Embedded Network Sensor Systems.
New York: ACM, 2017: 1-2.

Levy A, Campbell B, Ghena B, et al. Multiprogramming
a 64kB computer safely and efficiently[C]//Proceedings
of the 26th Symposium on Operating Systems Princi-
ples. New York: ACM, 2017: 234-251.

Redox Devel Opers. Redox OS[EB/OL]. (2024-05-31)
[2025-08-26]. https://www.redox-os.org/.

The Rustc Dev Guide Contributors. The MIR (Mid-level
IR) [EB/OL]. (2024-08-15) [2025-08-26]. https://rustc-
dev-guide.rust-lang.org/mir/index.html.

Astrauskas V, Miiller P, Poli F, et al. Leveraging rust types
for modular specification and verification[J]. Proceedings
of the ACM on Programming Languages, 2019, 3: 1-30.
VanHattum A, Schwartz-Narbonne D, Chong N, et al.
Verifying dynamic trait objects in rust[C]//2022 IEEE/

[231]

[232]

[233]

[234]

[235]

[236]

[237]

[238]

[239]

[240]

[241]

[242]

[243]

ACM 44th International Conference on Software Engi-
neering: Software Engineering in Practice. Piscataway:
IEEE, 2022: 321-330.

Lattuada A, Hance T, Cho C, et al. Verus: Verifying rust
programs using linear ghost types[J]. Proceedings of the
ACM on Programming Languages, 2023, 7(OOPSLA1):
286-315.

Lattuada A, Hance T, Bosamiya J, et al. Verus: A practi-
cal foundation for systems verification[C]//Proceedings
of the ACM SIGOPS 30th Symposium on Operating
Systems Principles. New York: ACM, 2024: 438-454.
Klein G, Elphinstone K, Heiser G, et al. seL4: Formal
verification of an OS kernel[C]//Proceedings of the ACM
SIGOPS 22nd Symposium on Operating Systems Princi-
ples. New York: ACM, 2009: 207-220.

Nipkow T, Wenzel M, Paulson L C. Isabelle/HOL[M].
Berlin: Springer, 2002.

Gu L, Vaynberg A, Ford B, et al. CertiKOS: A certified
kernel for secure cloud computing[C]//Proceedings of
the Second Asia-Pacific Workshop on Systems. New
York: ACM, 2011: 1-5.

Paulin-Mohring C. Inductive definitions in the system Coq
rules and properties[M]//Typed Lambda Calculi and Ap-
plications. 2006:
328-345.

Nelson L, Sigurbjarnarson H, Zhang K Y, et al. Hyperk-

Berlin/Heidelberg: Springer-Verlag,

ernel: Push-button verification of an OS kernel[C]//Pro-
ceedings of the 26th Symposium on Operating Systems
Principles. New York: ACM, 2017: 252-269.

de Moura L, Bjgrner N. Z3: An efficient SMT solver[M]//
Tools and Algorithms for the Construction and Analysis of
Systems. Berlin, HeidelbergSpringer2008: 337-340.

Li S W, Li X, Gu R, et al. Formally verified memory
protection for a commodity multiprocessor hypervisor[C]//
30th USENIX Security Symposium (USENIX Security 21).
Berkeley: USENIX Association, 2021: 3953-3970.

Li S W, Li X P, Gu R H, et al. A secure and formally verified
linux KVM hypervisor[C]//2021 IEEE Symposium on Se-
curity and Privacy. Piscataway: IEEE, 2021: 1782-1799.
Bai Y K, Li P N, Huang Y B, et al. HyperTEE: A decoupled
TEE architecture with secure enclave management[C]//2024
57th IEEE/ACM International Symposium on Microar-
chitecture. Piscataway: IEEE, 2024: 105-120.

Ling Z, Yan H'Y, Shao X H, et al. Secure boot, trusted boot and
remote attestation for ARM TrustZone-based IoT Nodes[J].
Journal of Systems Architecture, 2021, 119: 102240.
Jiang J H, Chen C L, Feng S L, et al. Embodied intelli-

gence: The key to unblocking generalized artificial intel-



1610 A O S 2026 4F:
ligence[PP/OL]. V1. arXiv (2025-05-11) [2025-10-10]. source ubiquitous operating system for industrial Inter-
https://doi.org/10.48550/arXiv.2505.06897. net of Things[J]. Science China Information Sciences,

[244 ] Kuipers B, Feigenbaum E A, Hart P E, et al. Shakey: From 2022, 65: 117101.
conception to history[J]. Al Magazine, 2017, 38(1): 88-103. [259] Krajci I, Cummings D. History and evolution of the Android

[245] Fikes R E, Nilsson N J. Strips: A new approach to the OS[M]//Android on x86: An Introduction to Optimizing for
application of theorem proving to problem solving[J]. Intel Architecture. Berkeley, CA: Apress, 2013: 1-8.
Artificial Intelligence, 1971, 2(3/4): 189-208. [260] Pan S D, Guo T C, Zhang L H, et al. A large-scale investi-

[246] Brooks R. A robust layered control system for a mobile gation of semantically incompatible APIs behind compatibility
robot[J]. IEEE Journal on Robotics and Automation, issues in Android apps[PP/OL]. V2. arXiv (2024-06-26)[2025-
1986, 2(1): 14-23. 10-10]. https://doi.org/10.48550/arXiv.2406.17431.

[247] Gat E. Three-layer architectures[C]/Artificial Intelligence [261] Shokouh J. Detecting GNSS attacks on smartphones[EB/
and Mobile Robots. New York: ACM, 1998: 195-210. OL]. (2013-07-31)[2025-10-10]. https://www.diva-portal.

[248] Metta G, Fitzpatrick P, Natale L. YARP: Yet another ro- org/smash/record.jsf pid=diva2%3A678010&dswid=-5192.
bot platform[J]. International Journal of Advanced Ro- [262] Yuan J L, Yang C, Cai D Q, et al. Mobile foundation
botic Systems, 2006, 3: 8. model as firmware[C]//Proceedings of the 30th Annual

[249] Quigley M, Gerkey B, Conley K, et al. ROS: An open-source International Conference on Mobile Computing and Net-
Robot Operating System[EB/OL]. [2025-10-10]. http://www. working. New York: ACM, 2024: 279-295.
robotics.stanford.edu/~ang/papers/icraoss09-ROS.pdf. [263] Bhimanapati V B R, Goel D P, Aggarwal A. Integrating

[250] Macenski S, Foote T, Gerkey B, et al. Robot Operating cloud services with mobile applications for seamless us-
System 2: Design, architecture, and uses in the wild[J]. er experience[J]. Darpan International Research Analy-
Science Robotics, 2022, 7(66): eabm6074. sis, 2024, 12(3): 252-268.

[251] Kim D S, Tran-Dang H. An overview on industrial Inter- [264] Atzori L, Girau R, Martis S, et al. A SIoT-aware approach to
net of Things[M]//Industrial Sensors and Controls in the resource management issue in mobile crowdsensing[C]//
Communication Networks: From Wired Technologies to 2017 20th Conference on Innovations in Clouds, Internet and
Cloud Computing and the Internet of Things. Cham: Networks. Piscataway: IEEE, 2017: 232-237.

Springer International Publishing, 2019: : 207-216. [265] Cheng P, Lian X, Jian X, et al. FROG: A fast and reliable

[252] Hooda R, Kumar A, Shivani, et al. Industrial Internet of crowdsourcing framework[J]. IEEE Transactions on
Things: An analysis of emergence, component and chal- Knowledge and Data Engineering, 2019, 31(5): 894-908.
lenges[J]. International Journal on Recent and Innovation [266] DinizH B M, Silva E C G F, Nogueira T C C, et al. A ref-
Trends in Computing and Communication, 2023, 11(10): erence architecture for mobile crowdsensing platforms[C]//
2010-2017. Proceedings of the 18th International Conference on Enter-

[253] Mishra S, Tyagi A K, Maity I, et al. Design and implementation prise Information Systems. SCITEPRESS - Science and
of internet of everything’s business platform ecosystem[EB/ and Technology Publications, 2016: 600-607.

OL]. [2025-10-10]. https://d1wqtxtslxzle7. cloudfront. net/ [267] Liu Y M, Yu Z W, Guo B, et al. CrowdOS: A ubiqui-
104128678/207d8ad0-be85-4864-8tb2-d286176b3074-libre.pdf. tous operating system for crowdsourcing and mobile

[254] Abunahla H, Gadhafi R, Mohammad B, et al. Integrated crowd sensing[J]. IEEE Transactions on Mobile Com-
graphene oxide resistive element in tunable RF filters[J]. puting, 2022, 21(3): 878-894.

Scientific Reports, 2020, 10: 13128. [268] Kuenzer S, Badoiu V A, Lefeuvre H, et al. Unikraft:

[255] Krutwig M C. Suitability of OPC UA for distributed energy Fast, specialized unikernels the easy way[C]//Proceed-
monitoring[J]. Proceedings of the International Conference ings of the Sixteenth European Conference on Computer
on Business Excellence, 2019, 13(1): 399-410. Systems. New York: ACM, 2021: 376-394.

[256] Sufian A T, Abdullah B M, Ateeq M, et al. Six-gear [269] Madhavapeddy A, Mortier R, Rotsos C, et al. Unikernels:
roadmap towards the smart factory[J]. Applied Sciences, Library operating systems for the cloud[J]. ACM SIGARCH
2021, 11(8): 3568. Computer Architecture News, 2013, 41(1): 461-472.

[257] Xing Z H, Lan Y Q, Sun Z J, et al. IoT OS platform: [270] Boos K, Liyanage N, Ijaz R, et al. Theseus: an experiment in
Software infrastructure for next-gen industrial IoT[J]. operating system structure and state management[C]//14th
Applied Sciences, 2024, 14(13): 5370. USENIX Symposium on Operating Systems Design and

[258] Cao D G, Xue DL, Ma Z Y, et al. XiUOS: An open- Implementation (OSDI 20). USENIX Association, 2020: 1-19.



% o4 # RIRPLAE  ATOSZRIR 2T (F N TR eI A B R 48 1611

[271] xR, FEE, S5, 5. B ERRMZ MGG E | CN117827277B[P]. 2024-07-16. (in Chinese)
DB U R AT 2 55 CN202410248575.9[P1. 2024 [272] ¥R EHE . A Al HHE SR A TR GE % 2R E D] h
07-16. [ B, 2025(1): 5
Liu Weichao, Wang Guozhu, Chen Hhang, et al. Multi- Shen Changxiang. Independent trusted computing to
kernel adaptation device, method for operating system build a safe base of artificial intelligence[J]. Science &
and industrial internet of things operating system: Technology Industry of China, 2025(1): 5. (in Chinese)
EEEN

REKE I, 19694F 4 A A TWTAH T
o E R B AR AT BRI 4
PRATBRA A S RE 22 5, v B 715 B ™Ik 4R
A RS BE e 1<, FHE T84 2R G A S0
ZHEAT IR . BT ) [ AR R
BERRIFRAE) N
E-mail: wuqingbo@kylinos. ¢n

HEE 5, 198742 7 A TITIA M
o BOMRDCEBE G B TR Rl oz, £2
R T I M N T e SRER S

E-mail: fuhui. wu@whxy. edu. cn

R F,19944F 12 A A TR & 3%
YT . BUA B R S S TR, AT
TN TR SRERS.

E-mail: liuhaitian@kylinos. c¢n

X E B ,198642 A I AHT
B IR AR 2030 S 3 BRI B 4 2
B CCFZ ERNERG I X AR T RS
B BB AT BER S

E-mail: liujun@kylinos. cn

Z=ZMR Y, 198841 8 1 Hi: TS 4 HE VR
o B OB A IR A B 2030 9250 % < A%
WERTRZE ., BT 10 WA E RS
E-mail : liyingjun@kylinos. c¢n

REBE B, 19864F 11 A /LT ik
AR X E T . S8R ORI BRA ] s et
K TR, FEEI T A I B E R 5.

E-mail: nongjunkang@kylinos. cn

HFH 200442 0 A FILEETES
o B BERER A BR 2 W] 2030 5250 % B LA
RTREN . EEREFTT 0 B 5
E-mail: duyuqi@kylinos. cn

REFE  H,200045 H AT HE M
7o BA LR (A BRAS 7] 2030 5256 % BY FLAF
K TR, EERE T N E R S

E-mail: wuhaoze@kylinos. cn

BREBEE 5 ,20004F 11 A WA TR & 0%
PETT . Sl TRETTMUZS LR R TR A B g
AT BRZS ) B R TR IW . =B 5 O 1] A
5.

E-mail: chenlongteng@kylinos. cn

F OF &,19864E 10 H AT MRE W
T . Bk [ B R K S S AL B B LA 5T
B, E R AR E R TR R
REARZRSPITER . EBRO T 0 BRI
Ao JFRASIRHL,

E-mail: wangjing@nudt. edu. cn



