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Abstract: Unmanned aerial vehicle (UAV) routing enables the efficient transmission of multimodal data such as im-
ages, audio and location to the shipborne destination node equipped with a large language model (LLM) to support infer-
ence tasks including target search, which are applicable to maritime applications such as environmental monitoring and
search and rescue. However, UAV network topologies change rapidly under harsh maritime channel conditions, resulting in
significant degradation of routing stability. Meanwhile, gray-hole attacks selectively discard packets, leading to substantial
increases in packet loss rate and transmission latency, and even causing inference failures. To address these challenges, this
paper proposes an LLM-enhanced maritime UAV routing algorithm against gray-hole attacks that exploits the environment
feature inferred by the LLLM and the number of packets successfully forwarded by neighboring UAVs to construct a routing
trust framework and applies reinforcement learning to jointly optimize the next hop UAV and the transmit power. The rout-
ing policy distribution function is formulated based on the quality-of-service requirements and the trust levels of the neigh-
boring UAV, enabling rapid self-healing in response to dynamic network topologies and channel variations. To address feed-
back loss caused by sparse node distribution and rapidly varying channels in maritime environments, a feedback recovery
mechanism is incorporated into routing experience replay to enhance routing stability. We develop a maritime UAV routing
system, with the shipborne as the destination hosting a 7-billion-parameter LLaVA-1.5 model. Taking the captured images

and one-hop neighbor information such as location as input, this model infers environment features and feeds the results

W H A :2025-11-255 5 H 8:2025-12-18 5 574 2t 4 < R FH 9
E I 5



o112 M

ZEANER A R R R A OISR TE A HLB o B0 4475

back to UAVs to enhance the routing policy optimization. Based on measured channel data from the Oucuo sea area in Xia-

men, a simulation scenario is constructed with 30 UAVs under gray-hole attacks with different packet loss probabilities.

The results show that the proposed algorithm improves 72.8% packet delivery ratio, reduces 75.1% end-to-end latency and

64.7% energy consumption, and effectively supports LLM-driven maritime applications.

Key words: large language model; maritime unmanned aerial vehicle routing; gray-hole attacks; reinforcement learn-

ing; multimodal data
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