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Abstract:

stand complex background knowledge attacks, this paper proposes a trajectory privacy protection method based on differen-

Aiming at the problem that most of the existing trajectory privacy protection models are difficult to with-

tial privacy. Firstly, the Laplacian noise with limited radius is added to the original trajectory data by combining the mecha-
nism of geographic indistinguishability. Secondly, a data mapping model is constructed to map the original data and noise
data to the new publishing location, so that the attacker cannot obtain the real trajectory data. Then the optimal data map-
ping function is applied to publish the optimal trajectory position to improve the availability of published data. Finally, dif-
ferential privacy is used to defend against non-sensitive information inference attack to further protect user privacy. The ex-

perimental results show that the algorithm in this paper can not only effectively protect the privacy of users in the trajectory

data, but also ensure the availability of the data.
Key words:
knowledge attack;inference attack
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