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Abstract: With the continuous growth of demand for anonymous communication, the Tor network has been widely
adopted in privacy protection, censorship circumvention, and sensitive information transmission scenarios due to its multi-
hop encrypted routing and decentralized architecture. However, the slow growth of relay nodes, uneven load distribution,
and the lack of strict scrutiny in relay admission mechanisms have caused certain high-frequency relays involved in path
construction to gradually become prime targets for adversarial control. Once these relays are maliciously compromised, the
anonymity of the network will be significantly weakened, the security of circuit construction will be undermined, and the
overall network stability will be severely affected. Therefore, accurately identifying critical relays in the Tor network has be-
come a core issue for enhancing the security and reliability of anonymous communication systems. Existing critical node
identification methods mainly rely on static topological metrics or single behavioral features, which fail to effectively cap-
ture complex implicit relationships and multidimensional semantic associations among relays, resulting in limited general-
ization ability and robustness when facing real dynamic network environments. To address these challenges, this paper pro-
poses an unsupervised critical relay identification method based on heterogeneous graph modeling and relation-aware mech-
anisms. First, a multi-source heterogeneous graph model is constructed by integrating multidimensional attributes such as re-

lay stability, path occurrence frequency, functional labels, and resource capabilities, enabling a fine-grained representation
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of the Tor network structure. Then, a relation-aware heterogeneous attention network is introduced to differentially model
multiple types of relations, including family relations, autonomous system affiliation, geographic proximity, and path co-
occurrence. An heterogeneous attention mechanism is further employed to adaptively fuse diverse relational semantics, signifi-
cantly enhancing the discriminative power and robustness of relay representations. Finally, an unsupervised scoring mecha-
nism is designed to rank and automatically identify critical relays. Extensive experiments conducted on real Tor consensus
data and practical circuit construction data demonstrate that, under the Top-100 relay setting, the proposed method achieves
a relay coverage rate of 85.0%, and the bandwidth of the identified relays is approximately 25.9% higher than the network
average. Further experiments show that removing the identified critical relays leads to a significant degradation in overall
network bandwidth and circuit coverage, validating the core role of these relays in network operation. The results indicate
that the proposed method effectively captures the implicit relational structure among Tor relays, providing a novel modeling
paradigm for critical relay identification in anonymous communication networks and offering important theoretical and prac-
tical implications for enhancing the security of Tor infrastructure.
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