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A Highly Transferable Adversarial Example Generation Method via
Spatial-Frequency Dual-Domain Feature Fusion
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(1. School of Artificial Intelligence, Yanshan University, Qinhuangdao, Hebei 066000, China;
2. Hebei Key Laboratory of Computer Virtual Technology and System Integration, Qinhuangdao, Hebei 066000, China)

Abstract: Despite the remarkable performance of deep neural networks across various fields, the existence of adver-
sarial examples reveals significant security vulnerabilities. Existing black-box attack methods typically operate within a sin-
gle domain, overlooking the importance of multi-domain feature co-perturbation in enhancing the transferability of adversar-
ial examples. Moreover, many methods suffer from a single-purpose loss function, making it difficult to balance target class
guidance and gradient stability. To address these issues, this paper proposes a high-transferability adversarial examples gen-
eration method based on spatial-frequency dual-domain feature fusion (SFDFF). Specifically, the input examples are first
transformed from the spatial domain to the frequency domain using the discrete cosine transform, and region-level feature
fusion is performed between the input and clean examples in the frequency domain. Then, the input examples are restored to
the spatial domain via the inverse discrete cosine transform, and noise based on the statistical characteristics of the original
examples are injected. Next, channel-level fusion of spatial features between the input and clean examples are conducted. Fi-
nally, a dual-guidance loss function is designed to simultaneously enhance target class directionality and gradient stability.
Extensive experiments on ImageNet-Compatible and CIFAR-10 datasets demonstrate the performance of the proposed
method. For instance, the attack success rate of the proposed SFDFF increases by 2.5% compared to the state-of-the-art
method when transferred from the adv-RN-50 to LeViT model on ImageNet-Compatible dataset. The code is available at
https://github.com/ipkpkpk/SFDFF.
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Figure 1 ~ Overall architecture of the proposed SFDFF method
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A Logit 4 thic N Z=[z] 2] zﬂ e RV, £ Xt x!
JIr 4 4 B9 Logit i 5t b 2= [2),22, .28 ] e RS, B X/
HARE SRR y,, WA HAE y, FHY Logit B 2", 7 z, 1 3E
H A5 28 51, 18 B Logit 5 K B9 T m 4> 70 38 41 W 14 42
# A4,=TOP,{1.2,--,C} \ {y}, & B & R & o=

m — rank(j) + lyik,,‘ W j e A, rank(j) s 200 1E
i1

A, WIFE Logit HEFP J5 19 44 WK, HE 44 B 52 1 A9 AR B b 26
MRS 5 B ARG BT AR . B h
W RERKICE Ik, Sk, 8 LHEHE R A, =
ko =k, Kz, ¥ 22 HIH— 4k 155 2= z/A,. BT 1] 45
SRy XL (10)

G
L=) z(z - Zgy,z{)m ) zlog § (10)

(P2 EN RN Y RS RS SN AR 2Tl i)
Logit {ELIF: 47 1] frc EL B il 19 11 H AR 2530, DA T 6 34 s o
PUREAS H A2 531wy B2 1 [7] B K H AR 200 5 4 H b
I B9 16 B 5 ) 200 A T UH — Ak Logit [ 4544 £ (19 52 X
WRAB G, 1) FH 200 00 20 30 2 e B 290 O A R B8
FEAR R A, BERE SR 1 H bR T i, SUOREE T BB IR

fE4% , JE— DR SEXTPT R 2wl B AR5 7 A AL , DA
BERTT Bk TP A BN PUREA YIRS e
2.2.5 Hik#id
I T 23 BRI R I A 1) e o B M X PR A AR

YT IR S AE SR I P Rl A IR R RE AR S S T RE AR 1Y
FRAE , H) 55 855 T80 X AR o 003 Sl RR AIE B 4O 5 A D &
23 [ I 1 A OSSN, e Bl s AR 5 il ) 76 25 ] Jaf Py
A AR FEAR 5 BT RE AR B RRE , SR AL P s 2R3k 5 B
Jri il 3 DDLoss A6 48 8 77 18], A= B i 1 #5119 X6 4T
FEA . BRI LA 1,

B BT SRUSHTEmMANSIR M R E R E A
BN BRI BEARES D= {x .0y, x| BFRZEI D, =
{(V1vae o SRR KK RS e R a . By

B AHTREASE A D= {x,x), -ox))

LIFk=1:

2. HRILD PFEAR RIS L F o T8 EUS PN TR B P2

3. HRID PIREAR R 2 [ SRR M, FE VR BN FTRLAS 2 M0
4. END IF;

5.D'=D;

6. FOR k TO K DO:

7. FORx/IN D"

8. R HIRIRS AL F /= (F Fle FM0Y

i

9. BEMLEERR ARSI I — A RIHRRS, c e {rab);

10. ¥ F/5 M, T T REAR D IORBERE F o XI5
FI@)=o-FM RO+ = 0) Fl i, (R )

11, G IDCT I ] 25 [ 3ex /= IDCT(F);

120 WD BEHLEHRE x,  T HLGE R M 5 moise, =
N(0,1)x std_+mean,, c € {r,g, b};

13. PG x /= B - x[+(1 - B)- noise ;

14. {J‘f'*%””?mmx’ﬂ’] S [EJIURRAE £
15 S M, T AR Y
S=A =)0 +7,:0f ean’

16. i B4 3 A I Logit i z,= [ZLI,Z,.Z, ez
S H FARZENAY Logit{ﬂ;

17. B3 PRRKGKRKICHR L, k,

18, fEz MR HERIEN AR LogitFe R ARTm M2, FERE S 4;

19.  BESEAGE: @)= (m—rank(j)+ lyik;
k=1

S AR /o S A5

) e Spzy

20. Logit ¢ E:2,= z,/A,

¢
/;(p’zf)+(l —2)- log{ie 1

J

21. Tﬁﬁi:ﬁ,:i.(

22. END FOR;

23 WEEBBUREBEL= DL, VL
i=1

24. E%‘?Xﬂ}iﬁﬂ&D’:D#psign(VD,L);

25. END FOR;
26. RETURN D".
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3 KBRS

3.1 ZWRE

BOdE B AR SR R B M SR R
ImageNet-Compatible %% #% 42 & CIFAR-10 % 4 4 9T £
FIrk e PERE . H, ImageNet-Compatible %44 45 40
£ 1000 7k JUF R 299 x 299 [ &4 . CIFAR-10 B4
5% 60 000 7K 32 x 32 Ay G, S ifl P R At 1)
2 03 ¥4 A e e DA B AR SR, AN CIFAR-10 U 3046 o
K43 2R RE %, B HL 1 000 5K BSR4 200 440
100 K E1E

SCg AR o SRy B UE A SO R Rk TR
ImageNet-Compatible £H5 4 1 >R ] = 28X A STy
EFEAT I« B — 28 O kT A B8 0 24 A Y A
B, 415 VGG-16 (VGG16) " | ResNet-18 (RN-18)"" |
ResNet-50 (RN-50)""  DenseNet-121 (DN-121)"?'  Xcep-
tion (Xcep) . MobileNet-v2 (MB-v2)'*" | EfficientNet-BO
(EF-B0)"*’ | Inception ResNet-v2 (IR-v2)"?"’ | Inception-
v3(Inc-v3) DS]%H Inception—v4( Inc-v4) (7] R T AT
Transformer 22 #4) (¢ A5 Y | 40, 5 ViT ! LeViT'®' | Con-
ViTPM Twins ™ A1 PIT 5 58 =208 g 2 X P il 2k 1% 5
i) ResNet-50 15 5 (adv-RN-50) , 1% 46 51 2 736 /2 ¢, 78
ARSI ,<0.1) BXTHUREA b 47 X401 I 25
B EERA, IAh, 78 CIFAR-10 £048 46 It ik
A1 75925, R A B =4 ResNet-20"" BT 41 15 A 42 A A5

7 (ens3-RN-20) , 3 7F Baseline . ADP* 5 GALP = Fih
B 40 1% B BEAT PEAG L L4 T 6 TE R 4R O v a9 4k
fiefi.

FeL et o R T VAR TR SFDFF J7 2% 11 HLAR %
O BEBE 13 R LA 2R 1Y 45 Bl 4 A A1 Rl 3k 2R 3
DIL12J . RDI“S' R MILM \TILM, R SIL]O, \VT“” \AdmiXUSJ .
oDI®* | CFM™! | TFM'®! | TFM+NCE'?' | FTM'®' 5
FTM-E'#/ . A SCH M1 5 T R 5 5256 b ir A
i ARG G R S 2L h A S CMI-TL 1 R . %
T [ i A RCE R S AR X B A BT 3 25 5
FERBLRL bl 005, A SCHEBR DIFI ODL Z 4019 B A5
S 56 e B & A 2 RE AR HLT 9 RDT 7 ¥5 16 0 4l
B 3£k ooy (I DI 5 RDL S fig 8 &, ODI 5 RDI 11
WSS, T LS R AR —E S RDUMISS &), DU
O A T PTAL #5073 P A R BT AE AR T B 1 1 2
5o WA, AR SO A S5 5 34 {8 NVIDIA GeForce
RTX 4090 5¢ i
3.2 XtEEsELe
3.2.1 EEXW

B, AR SCBE U RN-50 , adv-RN-50 5 DN-121 =4
HE Al A5 AR AR SRy PR AR AU DL AR BN BT AR AS |, 7E ImageNet-
Compatible £ 5 I 5 A Se i Jr vk E A7 % L5256,
A I 4 1T 36 UE AR S5 vk AR B RE A i RS 1
BRI EE Rk 1 iR .

%1 7EImageNet-Compatible ##E & _F513¢ 10> BARER I EHER AT %
Table 1 Targeted attack success rates against ten target models on the ImageNet-Compatible dataset unit: %
JRAIE:RN-50 H bR
Yo ik VGG16 | RN-18 | RN-50 | DN-121 | Xcep | MB-v2 | EF-BO | TR-v2 | Inc-v3 | Inc-v4 | Avg.
DI 62.5 56.6 98.9 72.3 5.7 28.2 29.3 4.5 9.2 9.9 37.7
RDI 65.4 71.8 98.0 81.3 13.1 | 46.6 46.6 16.8 30.7 23.9 49.4
SI-RDI 70.5 79.8 98.8 88.9 295 | 562 66.2 37.9 56.4 43.6 62.8
VT-RDI 68.8 78.7 98.2 82.5 279 | 545 56.1 32.8 45.8 37.9 58.3
Admix-RDI 74.2 80.7 98.7 86.8 209 | 59.4 56.1 26.7 42.7 34.1 58.0
oDl 78.3 77.1 97.6 87.0 438 | 67.3 70.0 49.5 65.9 55.4 69.2
CFM-RDI 84.7 88.4 98.4 90.3 51.1 | 815 78.8 48.0 65.5 59.3 74.6
TFM-RDI 87.1 88.5 98.7 90.6 507 | 83.1 79.7 47.7 66.4 61.9 75.4
TFM-RDI+NCE 91.0 93.8 | 100.0 95.9 56.1 | 89.9 85.5 52.9 725 68.3 80.6
FTM-RDI 86.3 87.5 97.9 89.7 56.1 | 833 81.2 54.7 70.8 66.6 77.4
FTM-RDI-E 88.1 88.6 98.3 91.8 594 | 854 84.3 56.9 73.4 69.3 79.6
SFDFF-RDI 92.6 954 | 100.0 97.6 56.1 | 90.1 86.7 53.1 72.4 65.7 81.0
SFDFF-RDI-E 93.7 97.4 | 100.0 98.2 61.3 | 925 90.9 59.0 76.6 71.9 84.2
TR :adv-RN-50 A FrAi
Yo ik VGG16 | RN-18 | RN-50 | DN-121 | Xcep | MB-v2 | EF-BO | IR-v2 | Inc-v3 | Inc-v4 | Avg.
DI 65.3 81.5 91.5 87.0 326 | 625 68.8 36.9 55.3 422 62.4
RDI 59.7 83.5 90.7 85.9 39.7 | 67.0 68.8 442 62.4 45.1 64.7
SI-RDI 53.9 79.4 87.1 83.8 46.6 | 66.5 69.5 52.0 69.1 522 66.0
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JEA L :adv-RN-50 HArgi Ay
Yok ik VGG16 | RN-18 | RN-50 | DN-121 | Xcep | MB-v2 | EF-BO | IR-v2 | Inc-v3 | Inc-v4 | Avg.
VT-RDI 54.0 76.8 84.7 81.2 385 | 603 58.7 427 56.1 44.9 59.8
Admix-RDI 62.7 83.0 90.3 86.6 | 469 | 718 724 48.8 66.3 53.0 68.2
oDI 62.0 77.6 84.3 85.0 563 | 66.9 73.0 61.1 71.9 60.0 69.8
CFM-RDI 76.7 86.3 90.9 87.6 67.1 | 82.4 83.4 64.7 77.1 67.4 78.4
TFM-RDI 79.8 87.9 924 89.8 675 | 84.6 85.3 67.4 79.7 69.9 80.4
TFM-RDI+NCE 85.7 932 95.4 94.4 733 | 893 89.7 70.9 83.5 75.3 85.1
FTM-RDI* 75.7 83.9 87.6 85.6 65.1 | 79.9 79.3 62.4 74.2 66.0 76.0
FTM-RDI-E* 78.7 85.8 88.8 86.8 67.6 | 832 82.1 68.0 783 70.3 79.0
SFDFF-RDI 85.0 95.8 97.1 95.5 73.6 | 914 91.5 71.5 86.0 75.1 86.3
SFDFF-RDI-E 87.2 95.6 97.4 95.7 746 | 924 92.1 73.5 87.1 76.2 87.2
JEASERY:DN-121 H bR
Yok VGG16 | RN-18 | RN-50 | DN-121 | Xcep | MB-v2 | EF-BO | IR-v2 | Inc-v3 | Inc-v4 | Avg.
DI 37.4 28.7 44.4 98.7 52 13.1 18.7 4.3 7.1 8.3 26.6
RDI 42.1 48.8 55.7 98.5 10.1 | 21.0 29.0 12.8 20.8 18.8 35.8
SI-RDI 45.4 53.0 60.1 98.6 161 | 27.8 37.3 22.0 34.3 25.8 42.0
VT-RDI 477 56.7 62.1 98.6 203 | 287 36.9 25.4 315 272 435
Admix-RDI 49.6 60.4 65.3 98.6 216 | 34.8 43.5 28.9 41.0 34.3 47.8
0DI 64.2 64.2 71.7 98.0 314 | 459 56.1 39.8 52.8 45.9 57.0
CFM-RDI 76.2 79.0 83.9 97.8 41.1 | 625 68.6 43.6 56.1 53.8 66.3
TFM-RDI 76.2 80.7 84.3 98.1 424 | 642 69.1 44.6 59.9 53.8 67.3
TFM-RDI+NCE 85.7 89.6 925 1000 | 482 | 734 78.0 50.6 67.4 62.5 74.8
FTM-RDI* 79.3 81.6 85.4 97.8 476 | 676 73.3 48.0 62.8 58.7 70.2
FTM-RDI-E* 81.6 84.4 86.4 97.7 479 | 688 75.0 49.6 65.5 61.6 71.9
SFDFF-RDI 83.3 87.2 93.1 100.0 | 442 | 70.0 76.1 482 65.1 58.9 72.6
SFDFF-RDI-E 85.6 90.8 93.8 1000 | 479 | 735 77.0 49.1 68.5 62.6 74.9

TE - F AR SE B 45 RO 7R | B 3 7R B2 mi e o (B s 79 4 A [ A8 250, o 45 2 SRR A ZE O L REAS ), 7 e 7R 7 5 5038 SC e LA [+)

NI

28 1 SCBG 45 ] 1, A SO 4 SEDFF 78 K 248K
H ARG Y 1 2 B A 1 o 1 6B B AR K P T B
BRI . {H 2 L DN-121 E Hy YR 50 A= i o i ke
AT H bR AR B, SFDFF 1 - 35 2 5 B 2h 36 1
TFM+NCE fi§ 2.2% . H: 32 % 5 [K 7£ T DN-121 f%) % 4
HEAE LK) 5 3 Rank-1 $54F 3 S P 5 9% , TEFM+NCE 18
1F AR T T 4R A 25 2 Rank-1 FR 1 B 35 2% i 6 i 4k 20
X} DN-121 )3 #00& , $ S sh 7E A [\ B An e A | i
TRBE ., R it , SFDFF 75 oAt P55 | (1% 22 BATY

BATW AL, B IHAT AR B8 Bt J7 vk SFDFF-E 1Y)
G AR T A X L IR B A, 7T
O 1R B AR SC BT 4 SFDFF 76 2803 50 F 1yl P S
AR

ot — 0 B Uk B $ 07 A RLPE R S0
ImageNet-Compatible % 4 £8 I 14 & 7 5 42 44 2 if 52
5y, kS A FHATIAR A = SRR AR S PR AL, X A
LT Transformer ZE 1 (AR DL Kz adv-RN-50 45 50 3 47
Yok, sege g Rk 2 s .

%2 7EImageNet-Compatible H#EEE _E 4TI EBER 5 5 N E T Transformer BRI H1F 5 A %
Table 2 Targeted attack success rates against a robust model and five Transformer-based classifiers with the ImageNet-Compatible dataset ~ unit: %
PR T:RN-50 H b il
ki )ik adv-RN-50 ViT LeViT ConViT Twins PiT Ave.
DI 10.9 0.1 3.6 0.3 1.3 1.5 3.0
RDI 34.8 0.7 13.1 1.9 5.9 6.8 10.5
SI-RDI 59.9 2.9 29.4 6.3 155 17.9 22.0
VT-RDI 64.2 2.9 28.1 52 15.0 14.0 21.6
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PR T :RN-50 H bl
Yt ik adv-RN-50 ViT LeViT ConViT Twins PiT Avg.
Admix-RDI 524 1.3 225 2.5 8.5 8.4 15.9
oDl 64.7 5.1 37.0 10.7 20.1 29.1 27.8
CFM-RDI 75.5 43 46.1 8.9 252 24.7 30.8
TFM-RDI 75.9 4.4 47.0 8.8 25.1 27.6 315
TFM-RDI+NCE 82.1 4.5 524 11.1 26.9 30.6 34.6
FTM-RDI* 78.1 5.9 52.9 10.8 32.4 315 35.3
FTM-RDI-E * 81.3 6.8 58.6 13.6 352 34.9 38.4
SFDFF-RDI 82.4 45 51.1 10.6 28.5 29.6 34.5
SFDFF-RDI-E 85.9 6.3 56.8 12.7 32.6 34.2 38.1
JEAE T adv-RN-50 SRR
Bty ik adv-RN-50 ViT LeViT ConViT Twins PiT Ave.
DI 98.9 5.7 36.9 10.1 19.2 20.5 31.9
RDI 98.8 10.8 49.5 19.9 29.4 35.8 40.7
SI-RDI 98.7 19.4 57.6 35.3 35.2 52.1 49.7
VT-RDI 98.5 10.6 46.3 20.0 27.1 34.4 39.5
Admix-RDI 98.9 12.1 55.5 23.1 32.4 38.9 43.5
oDl 97.3 222 57.7 38.8 40.0 54.9 51.8
CFM-RDI 98.3 29.5 69.8 41.8 527 59.8 58.7
TFM-RDI 98.4 30.0 70.8 45.4 54.1 63.4 60.4
TFM-RDI+NCE 99.6 32.6 76.7 475 59.4 68.1 64.0
FTM-RDI* 97.8 31.0 70.0 45.6 52.8 60.9 59.7
FTM-RDI-E* 97.9 35.4 717 47.6 57.1 64.6 62.4
SFDFF-RDI 100.0 315 79.2 477 57.0 68.0 63.9
SFDFF-RDI-E 100.0 332 80.7 487 60.8 69.8 65.5
JEAFTY . DN-121 H bl
Bk )ik adv-RN-50 ViT LeViT ConViT Twins PiT Ave.
DI 3.2 0.2 3.0 0.4 1.0 1.1 1.5
RDI 10.1 0.8 8.5 1.3 3.7 4.5 4.8
SI-RDI 19.2 2.0 16.1 2.4 8.2 11.7 9.9
VT-RDI 26.6 22 19.2 3.5 8.3 11.7 11.9
Admix-RDI 19.2 1.0 147 1.7 6.8 74 8.5
oDI 35.6 33 26.9 7.4 147 21.9 18.3
CFM-RDI 432 3.6 32.8 6.4 173 21.1 20.7
TFM-RDI 435 2.7 34.8 6.1 193 21.4 21.3
TFM-RDI+NCE 50.7 3.1 418 72 223 23.7 24.8
FTM-RDI* 477 4.1 41.1 8.8 229 25.4 25.0
FTM-RDI-E* 52.8 4.7 44.1 8.1 26.1 28.3 27.4
SFDFF-RDI 48.8 4.0 38.1 7.3 212 23.7 23.9
SFDFF-RDI-E 52.3 4.5 42.5 7.8 23.0 27.8 26.3

Y+ 5 UE S0 G SR P I 7%, B 22 7% S5 BT o RIS B9/ 4 T TR0 450 2 o R LA X R AR ) , 57 26 7 45 B3 S0 1 A )
SFTF BT

F 2 7] 1, SEDFF () F ¥ M se o R B 6T {H 2410 RN-50 A1 DN-121 1 Ay JF A A0 Az 5l S o FE A T4
KEB L F 1, H LA adv-RN-50 R IR B AU B, L 4E i B AR B8 B B, SFDFF 19 7 ¥ 03l i o 22 R T
W T SFDFF-E A9 50 s R A S i FTM. H BB R FE T, FTM #7825 w8 5] A+
e B s 5 ¥ FIM-E 4R 5 T 3.1%, ik 8 7 Hedl . W AAE 5 Al 22 > P gh , %b 24 By REAS R A DR A7 0 2%, A
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P FTM JFIE SCT IR | g iR ik 5, B & 58 R
p IO HE K F] 1.0, FTM (1 PERE 2 H BLR 5 F IR,
SR A SO A B & ALY DL K 36T Trans-

Sk T o3 K B A SC T M BE L AR SC ik — B AE
CIFAR-10 £ 4 4 - J@ F il 525 o 55 5 % HURN-50
A SRy PG AR Y, XoF g B ASE AR 5 = b 28 X B R Y
S I s S W = 871 B M 1

former ZL44 1) B FRALRIRT | e B0 H 3050 55 4 F7 . s o
£3 TECIFAR-10##E&E E53F 8 N BARE B ML E 1B AN : %
Table 3 Targeted attack success rates against eight target models on the CIFAR-10 dataset unit: %
JEAF TR :RN-50 H b
ki Ji vk VGG16 RN-18 MB-v2 Inc-v3 DN-121 ens3TN-20 Avg.
Baseline ADP | GAL
DI 66.4 71.5 62.7 711 84.2 77.9 565 | 143 63.1
RDI 66.4 70.9 64.1 73.4 82.8 76.3 558 | 135 62.9
SI-RDI 72.9 76.3 77.1 77.0 84.7 81.2 655 | 200 69.3
VT-RDI 89.8 87.1 92.6 92.9 93.7 94.4 823 | 243 82.1
Admix-RDI 74.2 78.8 76.2 82.7 89.2 85.2 664 | 17.3 71.3
CFM-RDI 98.3 97.7 99.0 99.0 99.2 98.8 972 | 549 93.0
TFM-RDI 98.3 97.9 99.2 98.7 99.2 98.3 974 | 612 93.8
TFM-RDI+NCE 98.2 97.5 98.4 98.8 99.2 98.5 979 | 62.0 93.8
SFDFF-RDI 99.1 99.0 99.5 99.5 99.6 99.4 98.1 | 558 93.8

VE 2 R S 2 S P A 2

i 3¢ 3 A1, SFDFF 7E CIFAR-10 58 4 iy M
KA, 7EBR GAL Z AW i A5 B AR ALY 1 1 2 i T
LR T YT B AL (9 TEM+NCE J7 1 , H SFDFF 1
S B AR E] T e X — 5 SRR AL —
WU T FT T A /NG (S50 K AR AT S5 TP A
R, I ERIE T AR SCT 8 SFDFF J5 s 78 A [T 55
5T R A R B O 2 B R 2 AR RE )
CESCY -V

Ry W — 2 A AS [R) D7 32 A B A X6 0 R AR P 4%
i KOS BT S BT I BE 1, A SCHI A AN ES
VA 35 B - ¥ 5 % 22 (Mean Squared Error, MSE) |

U4 (B 5 M2 [t (Peak Signal-to-Noise Ratio, PSNR) . 25 4
FHAL A (Structural Similarity Index Measure , SSIM ) L4 }&
2 3] A B A% B 4B 8L B (Learned Perceptual Image
Patch Similarity, LPIPS) , A RN-50 £ Jfy ¥ £ 54 | 7%
ImageNet-Compatible (54 | JIF 5240 . 78 S5 o i #2
L RSO SR 2 R i D7 VR B Bl AR Y A AR
AR BT B B XS HOREAS . BES L LR SRR REAS A
HXFPOREA Sy BT DU IR A, I 4 AR A 1 45
SR A2, NI ARAR A6 07 1 9 PPAG Fa bm o T2
SRR 4 TR o AN, R 4 TR R
B0 A 5 H e SOR [a) 2R 858 T 52 B S R 1) 4%

x4 BEBRRETMEIR A7 %
Table 4 Image quality evaluation experiments unit: %
A RN-50 FR B PP bR

W Ir ik SSIM T MSE | PSNR 1 LPIPS |
DI 0.670 4 0.003 6 24.479 5 0.369 9
RDI 0.670 7 0.003 6 24.450 1 0.378 9
SI-RDI 0.678 1 0.003 6 244350 0.3659
VT-RDI 0.686 8 0.003 6 24.400 0 0.364 4
Admix-RDI 0.679 3 0.003 6 24.454 6 0.368 4
ODI 0.665 6 0.003 6 24.443 4 0.3922
CFM-RDI 0.670 9 0.003 6 24.443 0 0.3790
FTM-RDI 0.6709 0.003 6 24.4375 0.383 2
FTM-RDI-E 0.673 5 0.003 6 24.447 8 0.377 8
SFDFF-RDI 0.669 3 0.003 6 24.4418 0.3825
SFDFF-RDI-E 0.6717 0.003 6 24.448 6 0.375 4

T T AR, | FORMUNL
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MRl % 4 5286 45 5L AT 41, SFDFF )7 32 4= i i %t Bt
FEARTERAR R I LR . o, SFDFF #F MSE 45
b b HUE A, 76 SSIM  PSNR 5 LPIPS #8545 I 5
FEARFEAT , DI 70 20 (A B0 M AR S 92 e A i 174 %o 0 R
A5 TG AR AR ELAT v AR AL DL R Bt sh B A
BRI PR MRE 1 . 276 45 4R bR 4 BT , SEDFF 7E 42
Th X B FE AR 1 A [R] B, B 408 e Jo - ) A AR
i, BRI BB
3.2.2 EMLIE

TESEVESZ o, AR SCBE FH adv-RN-50 15 A A A

JRUGHEA

BEHLLE B IR REAS I3 T T B R A 35K HI 7Sl
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FEARTE RN-50 #5420 b iy By T [N, 8 2 0 DAl
B 05 W B B R AR SR T AR O 0k A B X
PUREAAE 54> 524 H AR B 1 1) - 2 Mol i )
RO RAARESFTEIRMET . AR
FEAH AT EE R 2 iR o B 2 vh 58 —AT7 5B
T AT VEMG 53 3 2R AN [R) D5 1k T AR SR XA A B
M

FTM-RDI-E SFDFF-RDI SFDFF-RDI-E

HSRA E PIB IR PR RIIER:  CPHEGRRIER. CPEEGhRIER. PRI PR .
HFRRA: AL, 75.00% 75.00% 81.25% 87.50% 87.50% 87.50%
i ﬁ 2 e 3.

HRAN: ST

T R
HbRERl: ki 37.50%

PR PRI
81.25%

PR T R
75.00%

PRI A PRI PR R I,
75.00% 87.50% 87.50%

2 ZRhetTr T TR I L

Figure 2 Adversarial example visualization with different attack methods
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PO AT T A SC 00, PRANSE IR 25 S 3R 5 R o 200
P& adv-RN-50 1 A YR A5 76 | BRI AN 7E 45 ) 35k o 47
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HH 35 SR &5 R mT A, R 5] AR B, BP4Y

125 AL N FEAT PR B i, HAE 9 MR ME H AR AL |
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Table 5 Ablation experiments on the internal modules of SFDFF unit: %
T T Sy el
WA OSSN DDLoss Xcep IR-v2 | Tnc-v3 | Inc-vd ViT LeViT | ConViT | Twins PiT Avg
65.4 63.2 76.4 67.1 295 69.6 423 51.4 60.0 58.3
N 66.7 64.1 76.2 68.6 29.6 70.3 42.0 51.7 59.3 58.7
N 66.5 65.3 76.8 68.3 282 69.4 41.8 50.8 60.0 58.6
N 71.2 72.2 84.6 74.1 30.1 775 46.9 56.0 66.1 64.3
N N 65.2 64.0 76.6 67.6 29.1 70.0 423 51.8 59.3 58.4
N N 71.1 71.6 84.8 743 30.5 76.7 45.8 57.0 66.8 64.3
N N 713 70.4 86.5 75.0 31.0 78.2 47.7 56.9 67.1 64.9
N N N 73.6 715 86.0 75.1 315 79.2 477 57.0 68.0 65.5

T K51 A DDLoss BHERIA A Logit #5< , 52 W DDLoss .

SR, A SC3E Y adv-RN-50 F 2 Y8 A% AL B A~
Hppfiml, BRI 45 Rk 6 ron . 3k 6 2502

AERTAL, 2 P e AR S XN 8 x 8IS

Fzo6 IMAERBAERARRERIBEA/NMNIITREHEZRER A %
Table 6 Experimental results of fusion with different region sizes in the frequency domain unit: %
JEA R :adv-RN-50 F R A
A X I RN Xcep IR-v2 Inc-v3 Inc-v4 ViT LeViT ConViT Twins PiT Avg.
4x4 73.2 70.8 85.3 75.1 29.3 78.0 47.5 55.4 65.5 64.5
8 x 8(#RIN) 73.6 71.5 86.0 75.1 31.5 79.2 47.7 57.0 68.0 65.5
12x12 72.9 70.6 85.0 75.5 30.7 78.6 46.3 57.4 65.4 64.7
16 X 16 72.4 70.2 84.8 75.0 32.1 76.4 45.6 55.4 66.5 64.3
20 x 20 73.1 70.3 84.9 76.0 31.4 78.0 47.0 55.3 65.7 64.6
24 x 24 71.2 70.3 85.0 75.1 31.0 78.8 46.4 56.2 67.0 64.6

Sy BIF 5 A B AR SR A i 5 o A v TP X 4
B S REHLAT LA T 5CR 5952 AR S RN-50 1
NI AT I RS . HARSCRR A RN R 7 PR
TEFR TR, 51 DR I 90 3 SR i 7 X

B A REAT RS, S22 A 4 SR Y A AT RS o
YOI ABEHLFTELI; B 7y AREAS A Rl 5 B HLRE AR D
B B AR RFAE T 5 A SE L, B 2 MR A B L an
AR LR 51 A T8 pL]

RT IR RIN GRS B H RIS A7 %
Table 7 Ablation experiments on region-level frequency domain feature fusion unit: %
TH Rl H s
XIRYFELG | BEPLATEL | Xcep IR-v2 Inc-v3 Inc-v4 ViT LeViT ConViT Twins PiT Avg.
55.2 532 72.3 65.5 4.8 50.2 9.2 27.5 28.8 40.7
N 56.3 53.6 72.1 64.8 4.8 50.8 9.5 28.4 28.5 41.0
N 56.7 52.8 71.1 65.9 4.7 50.2 10.1 27.9 28.5 40.9
N N 56.1 53.1 724 65.7 4.5 51.1 10.6 28.5 29.6 413

HI 32 7 S5 AT, 2G50 BRI & I SF 2 2
A MR T 03%. (EMIEA byt — 5] AR
FTALI P B i 2P B i 1 0.3%, 353 1 #x
Moo X —Z R R, LA S AL il & v ] i
FIA DI Rl 5 BEDLET L AT A R e LR AR I
Mtk

WEAb , AR TE T 35 AN ) B A9 951 A< S A 2y veg 931 e
X S0 45 SR B S W), R SO 2 TR AR I Sy e o0
(4 LB EAT T R S 3 . SR T REAL 25 31, 7R

B LA B 2Z 0T, BEATL 2 S0 SR 4 Bl A [R] A
W Aoy . TEAN S S5 RN R 8 Fin .

P 2% 8 S0 45 LT A, 5 S A R I B A o3
BB R ) JIr A 0 B A I e i 3R, AR &
35 HB T 07 ¥ o s 2 23 07 22 40K 0.068 , KHIE T
SFDFF 7545 2 8 48 144 37 50 HA B0 0 & o
o B, AR SC O 18 RN R 25 3 01 5 S 8 v At 4
HLh 2R 8 S I 45 B aT A i DL T S 38 e kR
I e (O6F o 3% 8 H R — AT IS5 L) .
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Table 8 Experimental results of random dropping of high-frequency component proportion in frequency domain perturbations unit: %

PRI RN-50 H b

FIERM L A Xcep IR-v2 Inc-v3 Inc-v4 ViT LeViT ConViT Twins PiT Avg.

0%(2kiN) 56.1 53.1 72.4 65.7 45 51.1 10.6 28.5 29.6 413

20% 55.9 54.0 72.3 65.4 4.6 50.7 10.2 27.6 29.0 41.1

40% 56.1 524 73.0 64.4 3.9 51.6 9.3 274 28.7 40.8

60% 55.6 51.9 72.7 65.0 4.9 50.2 11.0 26.0 28.3 40.6

80% 56.0 53.6 71.4 65.8 5.0 50.3 9.1 27.0 28.1 40.7

o Bk — A BEFE LT [ 451 (DDLoss) A4 B HUHE
Xt S 8 45 SR B2, AR SCIE FH RN-50 4y P 7L g ol
A BARBEAL, PRSI S5 R AR 9 Frs .

TEAE A F2 v, DDLoss /Y 1ij 901 5 i 1 4% 3L i &
AN o BT RE S S5 4 Sh 4 Bl 1) H AR SR, (2
Y HALE I, AT RE S B AL AR T I, AT
BB R 5 S i AU BRGR 5 Jim )l o MR 3 A R
T PRS- 20 200, D e I R R RRE AR 5, IRIE TR B3z
EBETT o SR, A Bk AR S T, U B S e A

B ME LN TR A BT T BT R 3 s S N R AR
LA SR AT X B & B, 25 4= 0.2 I Ak BE A A st
ARG T 35 BE 0 B AR R B SR[5 5,  S0hE fbi A
Jry R Ee AR 5 S PN AE A N e R TR T B R
SE T DT 7 15 455 10 5 B8 1 5 oo e ) 36y i 349 LA
LRI

[\ B, A ¥R 5% DDLoss 7 m () BU(E % 52 56 45 10
FEMA A SCHE FH RN-50 A o 5 A5 280 X o LA~ B bRt
A, SEEGEE IR NEL 10 s .

F9 RARBFEAREINERER LA £ %
Table 9  Experimental results with different 4 values in the loss function unit: %
PR RN-50 H bk 2
2 Xcep IR-v2 Inc-v3 Inc-v4 ViT LeViT ConViT Twins PiT Avg.
0.0 54.0 53.1 73.1 64.2 4.6 49.1 9.1 27.2 26.8 40.1
0.1 55.8 53.4 72.5 66.0 4.9 51.3 9.7 28.1 29.4 41.2
0.2(2k0) 56.1 53.1 72.4 65.7 4.5 51.1 10.6 28.5 29.6 41.3
0.4 54.1 52.7 72.0 63.3 5.0 49.0 10.3 27.8 27.6 40.2
0.6 543 51.0 71.5 65.2 4.2 49.3 9.8 26.0 27.3 39.8
0.8 54.4 52.9 71.8 62.8 4.2 47.5 9.7 25.7 26.3 39.5
F10 WMEFBHHRERATE mHLWER s %
Table 10  Experimental results with different m values in the loss function unit: %
A :RN-50 F Rz
m U Xcep IR-v2 Inc-v3 Inc-v4 ViT LeViT ConViT Twins PiT Avg.
2 55.0 53.2 71.3 64.2 4.6 48.6 9.1 27.9 27.7 40.2
5(2RIN) 56.1 53.1 72.4 65.7 4.5 51.1 10.6 28.5 29.6 41.3
10 55.7 52.8 72.2 66.3 5.0 49.8 9.1 27.4 30.3 41.0

28 10 S2IR &5 T A1, 24 m =5 B X PURE A 15
Yo i R e i o X — BU(E B B 7 a5 e L gl b 1
TAE B AR, SCRE PR B RS e P, AT 4R i X Bt
P gl A 5 A T b Tz A BE

Sk BIF 5% HEAE AR T 4 M il A (] M 7R OGS S 2
FASZ A, AR 3433 ] R AR il v BT IR 7 (G (345
Gy AT (UN) 56 F U 2R 50008 AR 40 11 RRAIE 1) e 75
(SN) 5 FEF R IR FEAR G THRRAE (9§ 75 (OSSN #E47 58
B SCEZE MK 1R, R UG RER, Y@ S
OSSN B}, SEDFF 119 3535 B i 1 01 36 85 i, 156 BH AR S

P& OSSN 78 #& T+ Xt L ke AR TR My i A — 2 1
g

B Ja, SRRSO R 3h 2 e Xt S 56 45 3L (14 52 iy
AR 3L 18 RN-50 15 0 PR A A 0o -+ 75 A4 B AR AL, B
Yoy g5 BRI AT AR . SR g Rk 12 B
IR P 125G EE R SFDFF (1) 3 ¥y i ml o R
B4R fe A 0 3E 88 L T U7 i TEM+NCE 42 /& T
0.11%, H SFDFF-E [ F- 2 3 5 5 Ty R 45 24 A1 e A 1)
R ik FIM-E 482 5 1 2.55% , S ik 1 4 SCr
05 2 B ek
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Table 11 Comparison experiments on linear fusion of different types of noise unit: %
AR RN-50 H i
gt 75 24 71 Xcep IR-v2 Inc-v3 Inc-v4 Vit LeViT ConViT Twins PiT Avg.
GN 56.0 53.5 71.3 66.0 4.5 50.4 9.6 28.9 29.2 41.0
UN 55.2 52.8 72.4 65.6 5.1 49.9 10.2 27.8 27.6 40.7
SN 55.5 53.0 72.8 66.1 49 50.2 10.5 27.7 29.6 41.1
OSSN(#kIN) 56.1 53.1 724 65.7 4.5 51.1 10.6 285 29.6 413
R12 HMARIME cHIXTLLZE L%
Table 12 Comparison experiments for different perturbation budgets € unit: %
JAELRN-50 Eh
Uik ik €=8 =16 €=32 Avg.
DI 14.64 34.00 34.11 27.58
RDI 20.12 34.84 49.32 34.76
SI-RDI 24.55 47.48 65.96 46.00
VT-RDI 24.39 44.54 59.59 42.84
Admix-RDI 25.09 42.24 56.24 41.19
ODI 29.12 53.66 69.43 50.74
CFM-RDI 34.09 58.17 74.44 55.57
TFM-RDI 34.54 59.95 75.63 56.71
TFM-RDI+NCE 37.50 63.34 80.32 60.39
FTM-RDI* 37.04 61.61 76.51 58.39
FTM-RDI-E* 38.78 64.12 79.71 60.87
SFDFF-RDI 37.48 63.53 80.50 60.50
SFDFF-RDI-E 40.27 66.88 83.10 63.42

4 it

B OF AT X 0 B i 7 ¥ i AR O HURE A ST B 1
AN R R, A SCHR 1 3 T A8 ORI AR R il 1
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