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Abstract: With the widespread deployment of Internet of Things (IoT) devices and the rapid development of network
communications, encrypted traffic has become the mainstream transmission form. However, it also provides covert channels
for advanced threats such as backdoor attacks and targeted poisoning attacks. To address the critical security challenge of
encrypted malicious traffic detection, this paper proposes an encrypted traffic detection model based on gradient collabora-
tion and feature fusion networks, specifically designed to enhance the detection capability of encrypted malicious traffic in
networks. The model consists of two core modules: the feature fusion module and the gradient collaboration module, which
significantly improve the model’s ability to learn representations of complex encrypted traffic patterns. In the feature fusion
module, the model fully leverages the local feature extraction advantages of convolutional neural networks (CNN) and the
global feature modeling capabilities of knowledge-augmented networks (KAN) to achieve efficient deep fusion of local and

global features. To further enhance the collaboration and robustness among sub-models, the gradient collaboration mecha-
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nism enables multiple sub-models to dynamically share gradients in real-time and jointly optimize the loss function, thereby

guiding and correcting each other during training, and strengthening the capture of diverse encrypted malicious traffic pat-

terns. This mechanism not only alleviates conflicts between local and global feature learning but also significantly improves

the model’s sensitivity to covert encrypted attack traffic. Experimental results on multiple public encrypted traffic datasets

show that the proposed model achieves an improvement of approximately 7% in F1 score compared to existing methods, en-

abling high-precision classification of encrypted malicious traffic.
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Figure 2 Confusion matrix
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Figure 3 Comparison of three models on the ISCXTor2016 dataset

FE ROk, AR SCHR 5T AR U AE ISCX-VPN2016 4 415 4
R PERE R L, oK H 5 Ning %5 A2 R 51 A9 HAlh
JUR 7 s 055 b, 45 R AN R 4 fif s o AR SRR AR D 52
BT R R X — P IR T HAE AR
N EEES R

R — 2 W UE AR SO AL B T2 5l P AR SCHE B

100 98.45

95.12 95.07
95
90 88.23 88.24
85.39 84.69
80.24
g0 78.22
75 I I 72.35
70 n
o

S N
& o°
»

<

HER /%
o0
wn

L
& > )t & W

< g kg 5 & &
PO & &

P4 ISCXVPN2016 F-25FihJy ik i if 3 ) b
Figure 4 Comparison of accuracy of various methods on ISCXVPN2016
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Table 2 Performance comparison on the ISCX-Tor2016 dataset

T2-Traffic Type (7-Class)
Model
Accuracy/% Fl-score/%
Distiller™ 96.82 72.94
1D-CNNP! 96.34 71.46
2D-CNNP7 96.40 75.71
MLP 90.57 38.65
MLP! 95.54 64.50
HYBRID"! 95.76 65.76
1D-CNN 96.34 71.46
GLADS™ 97.95 86.77
CMFTCP 97.36 78.13
GFFNet(Ours) 98.70 98.60
4.4 HRLEIG

R E— A AR T A SO R (1) % 0 AL e o A AR o A
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Figure 5 Ablation experiment
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