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Abstract: Blockchain is a novel distributed system integrating cryptography and smart contracts. It has been widely
applied in fields such as financial transactions and copyright protection. Currently, thousands of different blockchains are
running worldwide. For compatibility and convenience, many developers fork or reuse the open-source code of mainstream
blockchains for further development. However, such a practice also leads to the rapid propagation of security vulnerabilities.
Meanwhile, silent security patches refer to security fixes in open-source projects that are not publicly disclosed in vulnerabil-
ity databases. At present, the transparency of security patches in blockchain projects is insufficient, and there are a large
number of silent security patches, further exacerbating the remediation delays in downstream software systems and reducing
the reliability of the entire blockchain ecosystem. Therefore, it is urgent to design an automated method for identifying si-
lent security patches targeting the blockchain ecosystem covering multiple programming languages, to promptly detect and

fix potential known security issues. To this end, this paper proposes BlockPatch, the first framework for identifying and mi-
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grating general silent security patches in the blockchain ecosystem. By fusing multimodal change information through the
large language model (LLM), it achieves accurate identification of security patches in multilingual blockchain systems. Spe-
cifically, taking code commits as input, BlockPatch extracts commit messages, modified code blocks, and abstract syntax
tree (AST) edit actions to obtain multimodal change representations, so as to capture fine-grained change contents and pro-
cesses. Subsequently, it utilizes the advanced representation capabilities of LLMs to perform semantic embedding on the
three types of information and combines neural networks to achieve feature fusion and learning, thereby enhancing the iden-
tification capability of security patches. To verify the effectiveness of the method, this paper constructs a patch dataset con-
taining mainstream public and consortium blockchain projects. The experiments show that BlockPatch can achieve a preci-
sion of 94.02%, a recall of 94.58%, and an F1-score of 94.29%, outperforming existing state-of-the-art methods by 5.03 per-
centage points on the Fl-score, and achieves good results in identifying different types of security patches. The ablation
study further demonstrates the effectiveness of multimodal information fusion. Finally, BlockPatch migrates the identified
security patches to downstream blockchain systems for security checks. Based on recent code commits from Bitcoin and

Ethereum repositories, BlockPatch identified 16 silent security patches and discovered 28 unpatched security vulnerabilities

in downstream projects, highlighting the importance of identifying and applying silent security patches.
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core/types: don't modify signature V when reading large chainID

// deriveChainId derives the chain id from the given v parameter
func deriveChainId(v *big.Int) *big.Int {
if v.BitLen() <= 64 {...}
- v.Sub(v, big.NewInt(35))
- return v.Rsh(v, 1)
+  vCopy := new(big.Int).Sub(v, big.NewInt(35))
+ return vCopy.Rsh(vCopy, 1)
b
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Figure 1 Code commit corresponding to Go-ethereum PR #30157
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Figure 2 Framework for security patch identification and migration based on multimodal code change information fusion
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[ACTION insert-node: short var_declaration vCopy := new(big.Int).Sub(v, big NewInt(35)) [TO] block at 1
[ACTION]insert-tree: expression_list vCopy [TO] short_var_declaration at 0

[ACTION]insert-node: :=: := := [TO] short_var_declaration at 1

[ACTION]insert-node: expression_list new(big.Int).Sub(v, big.NewInt(35)) [TO] short_var_declaration at 2
[ACTION]move-tree: call_expr v.Sub(v, big NewInt(35)) [TO] expr_list new(big.Int).Sub(v, big NewInt(35)) at 0
[ACTION insert-tree: call_expression new(big.Int) [TO] selector_expression at 0
[ACTION]update-node: identifier: v [TO] vCopy

[ACTION Jupdate-node: i

ifier: v [TO] vCopy

[ACTION]delete-node: identifier: v

[ACTION]delete-node: expression_statement v.Sub(v, big.NewInt(35))

P30 &1 s AR AR T 7 T 8 G 7 57

Figure 3 AST edit sequence for the code changes shown in figure 1
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042 M #% (Bidirectional LSTM , Bi-LSTM ) 43 %1 % H 33
TP A AL, LI I SCRIARE T .
Bi—LSTM(x)=[l,; I,]
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Table 1 Vulnerability categories and affected scopes of security patches
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Figure 4  Distribution of different types of security patches
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BlockPatch % Jij Python 3.11 SZ 8, Jf 3 T Se gk T
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Table 2 Repository links of the blockchain projects in this paper

T H 43 B LEBSAWELEA

Bitcoin https://github.com/bitcoin/bitcoin

Go-ethereum https://github.com/ethereum/go-ethereum

Hyperledger Fabric | https://github.com/hyperledger/fabric

Nethermind https://github.com/NethermindEth/nethermind
Erigon https://github.com/erigontech/erigon
Besu https://github.com/besu-eth/besu
FISCO-BCOS https://github.com/FISCO-BCOS/FISCO-BCOS
Dogecoin https://github.com/dogecoin/dogecoin

Bitcoin-abe https://github.com/Bitcoin-ABC/bitcoin-abe

Dash https://github.com/dashpay/dash

Litecoin https:/github.com/litecoin-project/litecoin

Qtum https://github.com/qtumproject/qtum

Bnb smart chain https://github.com/bnb-chain/bsc

Polygon https://github.com/maticnetwork/bor
Celo-blockchain | https:/github.com/celo-org/celo-blockchain
Offchainlabs https://github.com/OffchainLabs/nitro
Optimism https://github.com/ethereum-optimism/optimism

Sidrachain https://github.com/SidraChain/go-ethereum

Subnet-evin https://github.com/ava-labs/subnet-evm
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Table 3 Performance of security patch identification  unit:%
BAAT st T
Precision | Recall | F1 | Precision | Recall | F1
J5 b VFCFinder | 57.31 38.93 | 46.36 67.58 81.45 | 73.87
Hi)l| VFCFinder | 90.28 36.72 | 52.20 62.26 96.35 | 75.64
SPI 88.43 85.13 | 86.75 86.14 89.24 | 87.66
PatchRNN 87.82 85.04 | 86.41 85.98 88.60 | 87.27
PatchInsight 92.14 86.56 | 89.26 | 88.11 93.09 | 90.53
BlockPatch 94.02 94.58 [94.29 | 95.85 95.41 | 95.63
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Table 4  Accuracy of patch identification across vulnerability categories

unit:%
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Table 5 Security patch identification results for unseen

blockchain systems (grouped by projects)
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Table 6  Performance of different ablation models on the test set
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Figure 5 Validation performance of ablation models during training
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crypto/bn256: fix MulScalar (#30974). The ‘a’ parameter should be used in the ‘MulScalar’

Sfunction. The upstream cloudflare and google repos have already merged fixes.

func (e *gfP12) MulScalar(a *gfP12, b *gfP6) *gfP12 {
- exMul(&ex, b)
- ey.Mul(&e.y, b)
+  ex.Mul(&a.x, b)
+ e.y.Mul(&a.y, b)
return es

}

B T N T N

K6 Zf 1 Go-ethereum #£32 0feh999 #H5E N 2

Figure 6 Details of commit 0feb999 in Go-ethereum of case 1
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Patch & ] & 3L , 7£ Polygen . BSC . Celo-blockchain .
SidraChain 1 Subnet-evm %5 [X 4% 2 45 A7 78 2 DL 3K
HHRPER

fix: skip storage entries with missing preimage keys (#32051). When ‘GetKey is called, a
missing preimage can cause the function to return a ‘nil’ key. This makes ‘account.Storage’
persist incorrect value.

1 for storagelt.Next() {
_, content, _, err := rlp.Split(storagelt. Value)
iferr I=nil {...}
- account.Storage[common.BytesToHash(
s.trie. GetKey(storagelt.Key))] = common.Bytes2Hex(content)
+  key = s.trie.GetKey(storagelt.Key)

+ if key == nil { continue }

® 9 U B W N

+ account.Storage[common.BytesToHash(key)] = common. Bytes2Hex(content)

7 242 Go-ethereum 232 05¢1994 AN 2

Figure 7 Details of commit 05¢1994 in Go-ethereum of case 2
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