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Abstract: The widespread adoption of TLS 1.3 and QUIC renders payload content invisible, shifting traffic analysis
toward side-channel features. However, rigorous justification for “why side-channel leakage is inevitable in encrypted com-
munications” has long been lacking. This paper establishes a strict foundation from information theory and system design
by constructing a formal model X'=(7, Q), where the encrypted communication system /"=(4, /I, @, N) describes the causal
chain of “application generation-protocol encapsulation-encryption transformation-network transmission”, and the observa-
tion model Q characterizes external observation capabilities. This framework abstracts the complete communication process
as a causally measurable Markov chain X— %, > 5, —> 5.— 5, — Y, enabling the mutual information between semantic
variables and observable features to be rigorously defined. Based on the composite channel structure, data processing in-
equality, and stable propagation of bounded Lipschitz statistics, we propose and prove the “Side-Channel Existence Theo-
rem”: for distinguishable semantic pairs, under the conditions that the system satisfies mapping non-degeneracy (bounded

metric expectation £ [d (ZP,ZN)|X ] <C), protocol-layer statistical distinguishability (expectation difference > A), Lipschitz

continuity of statistics, observation non-degeneracy (preservation ratio p >0), and the distinguishability propagation condi-
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tion (C <E/2Lq,), the mutual information /(X; Y) between observed features and semantic variables is necessarily strictly pos-
itive with an explicit lower bound. The corollary demonstrates that in efficiency-prioritized multi-semantic systems, side-
channel leakage is inevitable as long as at least one pair of applications is statistically distinguishable. Three key factors
jointly determine the leakage boundary: the mapping non-degeneracy constant C is constrained by efficiency require-
ments, reflecting practical demands such as bandwidth and latency; semantic distinguishability A stems from application
diversity, embodying inherent differences in statistical characteristics across applications; and observation non-degeneracy
p is determined by analyst capabilities. This paper further establishes a quantitative connection from information-theoretic
lower bounds to classification accuracy through the chain of total variation and Chernoff information bounds, revealing
the inevitability that multiple observations cause recognition error rates to decay exponentially. Theoretical analysis shows
that reducing leakage faces a trilemma: increasing metric deviation requires sacrificing efficiency, reducing semantic dis-
tinguishability disrupts application functionality, while observation non-degeneracy is controlled by analysts. Therefore,
side channels are not incidental flaws in protocol implementations but inherent properties of network communication sys-
tems subject to practicality constraints, and the correct engineering objective is a constrained optimization problem that
minimizes leakage under given efficiency constraints. This paper establishes, for the first time, a rigorous information-the-
oretic foundation for encrypted traffic side channels, providing verifiable predictions for attack feasibility, quantifiable per-

formance benchmarks for defense mechanisms, and mathematical basis for engineering decisions on efficiency-privacy
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tradeoffs.
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Figure 1 ~ Complete causal chain from semantics to observational features
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