%24 W R ¢ Vol. 54 No.2
2026 4E2 H ACTA ELECTRONICA SINICA Feb. 2026

BET [ 5 SMO 173 JZ AR A 44 7 58

WA RIRLVERAL ZE R R A IR’
(1. T HE O AR 15 B TR B THIHSM 45004652, 762 L P BHH K43 5 TR  BRITF2 710071)

W OE: REE BT A SMO SR 1k S w0 B AY b v AN [ SR, X RS Bk A AR C BT O
HEAET . SR, JRLUR SMO BB A AE N BRIRZE Z AL, 77 A8 AN L2803 I FRAE 4 JR B 78 AR 0 45 2R 55 v il 2y AL
PR R EOR A 0 R TS R R o A A Rk — R, A SO R T — AR [ % SMO BRIk 1 4y 2
PR R T % T RAEEHE A 28 A A Wi 259 I E R B A A AT 55, A RO T A B
R NS oy R 7, 58 5538 F T 22 B0 0 | X BE S5 R REE 2 2 M % it EHR ST L o0 THB it SMO ik, A%
FEETZRNEE, RIS )R HAR, Elh E—28 2 A3 T —ZREZ AN, LRI K —MZ
AR HE LG ; BB E F P FARYE L A ORI AT P2 4 AR I & 26 i = A BE T 20 0, AR T
G SMO AU I — MO R P TI T WA KT, 52HRET S, EHILGS I T AT L
B T % 22 A PR UE B 0 BH O G236 K e 3 1 BRI B (5 B0 N AT AE M AR T B3, HOF R et B2 % (¢, n)-SDH
RIE ) R, FRIE /AT 5S8R 45 R W AR RAE S 4 R WU BSIERCR B B R iE RS ZE0R 3, A
T B ()25 44 1 RN 26 42 W6 IR s B 1 4 TR0, W R A T B 3 T XUR PR A 20 IEAR RS 44 . SR, M AR
GE 2Rk Ry 2~10 B, 28 44 A R BAIE B 18] 43 531 24 K 2.24 ms F1 36.08 ms , 2544 FIIGF R A IR L 10 R & 4 7
L BT 0.03~2.79 51 0.87~1.27 f5 . HLBHZE k ARG , FCRSE T, 24 & 20 100 B, 25 24 28 1l RN 401 250 48
A A 5 R B2 T7 R SR T2 345 R 4.5 1% o IR AR T SN E BN B A IEY =, (e T 428k
O AR5 v R D P R i S A I Bl 3 T, SIE B T e Ab S 2o o AR 1 B AR IR, R v Ak e e L
N AT SR U E S NS

KB : DEELSMIERIRZES s B M S E; & K &4

E€WmH: HEHEAKRPEES (No.61802110) ;1 B4 FH AW E S LW (BHEZOE) T H (No.242102210149,
N0.222102210326) ; Tl {548 12 25 24 M T S RHIFI H (No.23A413001, No.25A413008 ) ; Y] 15 I 2 B e K2 8 i 7 1S Fl s
AR TR 5 T RS I 2 U K 2EAS T 7 i A

FESES: TP309 XERFRIREG: A XEHRS: 0372-2112(2026)02-0710-13
L F %3 URL:http://www.ejournal.org.cn DOI:10.12263/DZXB.20250954

Hierarchical ldentity-Based Signature Scheme Based on SM9

XIE Jia", LUAN Xiaojie', FAN Changyou', WANG Luyu', GAO Juntao’, WANG Baocang’

(1. School of Computer and Information Engineering, Henan University of Economics and Law, Zhengzhou, Henan 450046, China;
2. School of Telecommunications Engineering, Xidian University, Xi’an, Shaanxi 710071, China)

Abstract: The SM9 cryptographic algorithm, independently developed by China, serves as a critical commercial
cryptography standard and national standard, playing a key role in the localization and substitution of cryptographic algo-
rithms. However, the original SM9 digital signature, as an identity-based signature mechanism, suffers from the limitation
of not supporting hierarchical features. In large-scale network environments, this can easily lead to excessive pressure on the
key generation center and network congestion due to the surge in the number of users. To address this challenge, this paper
proposes the first hierarchical identity-based signature scheme based on the national cryptographic SM9 algorithm. The
scheme innovatively introduces hierarchical signature technology, distributing the key generation task across multiple levels
of nodes, effectively alleviating the private key generation and distribution pressure on the key generation center. It is ideal-
ly suited for large-scale, multi-layered network scenarios such as the Internet of Vehicles and blockchain. In terms of techni-
cal implementation, to adapt to the SM9 algorithm, this scheme is based on prime-order groups and employs efficient hierar-
chical technology to allocate signature private keys from the upper level to the next level, thereby forming a hierarchical pri-
vate key update mechanism. Subsequently, users generate digital signatures based on their signature private keys. The result-

ing signature value consists of only three group elements, adding just one more group element compared to the original
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SMO algorithm, and achieves a constant signature length independent of the hierarchical depth. Under the random oracle
model, a rigorous security proof of the scheme is provided, demonstrating that the scheme satisfies existential unforgeability
under chosen message and identity attacks, and its security can be reduced to the (g,7)-SDH hardness problem. Theoretical
analysis and experimental results show that the proposed scheme has significant advantages in signature generation and veri-
fication efficiency. As the number of system layers k increases, the signature generation and verification time of this scheme
tends to remain constant, significantly outperforming existing hierarchical identity-based signature schemes based on bilin-
ear pairings. Specifically, when the number of system layers k ranges from 2 to 10, the signature generation and verification
times are approximately 2.24 ms and 36.08 ms, respectively, improving efficiency by 0.03 to 2.79 times and 0.87 to 1.27
times compared to the current optimal hierarchical signature schemes. Moreover, as k increases, the efficiency improvement
becomes more pronounced: when & is 100, the signature generation and verification efficiency are enhanced by approximate-
ly 34 times and 4.5 times, respectively, compared to the existing optimal hierarchical signature schemes. Finally, the pro-
posed scheme is applied to the identity authentication scenario of the Internet of Vehicles, successfully resolving network
congestion caused by the surge in users in the oV environment. It realizes a lightweight and decentralized identity authenti-
cation mechanism, providing crucial technical support for building efficient and secure large-scale network environments
with localized cryptographic solutions.
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cation; fixed length signature
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Figure 2 Signature generation computational overhead comparison
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