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Abstract:  This paper investigates the adaptive output consensus problem of heterogeneous open multi-agent systems
under actuator attacks. In complex application scenarios such as the industrial internet and modern cluster systems, multi-
agent systems often exhibit open characteristics due to task reconfiguration, fluctuations in communication links, node
faults, and dynamic joining/leaving. Specifically, the node set and the overall system dimension may evolve over time, and
the communication topology may exhibit time-varying behavior, intermittent connectivity, and reconstruction-induced
switching. These characteristics make both the collective dynamics and the available information structure strongly time-
varying and uncertain. Meanwhile, distributed control signals typically need to be transmitted through networked channels
and received and executed at the actuator. Once an attacker injects malicious data into the actuators, the control inputs can
be superimposed with unknown disturbances or even tampered into misleading commands, causing the agents’ actual behav-
iors to deviate from their intended actions and thereby destroying cooperative consensus. These issues significantly increase
the difficulty of distributed controller design and consensus analysis. To address these challenges, an attack-free reduced-or-

der observer is designed based solely on output information. Without explicitly estimating actuator attacks, the proposed ob-
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server provides the local state information required for control design, thereby reducing the estimation cost. Building upon
this, a fully distributed adaptive resilient control protocol is developed. The protocol relies solely on local observations and
interaction information exchanged among neighboring agents to adjust the coupling gains and attack-compensation parame-
ters online, achieving both suppression of attack effects and adaptive handling of topology uncertainties. Notably, the pro-
posed method requires neither any global topology information nor prior knowledge of attack bounds. Thus, it is well suited
to open network environments with dynamically changing numbers of nodes and topology switching, offering excellent scal-
ability and practical implementability. To characterize the structural properties and error propagation mechanism of hetero-
geneous open multi-agent systems, a unified analytical framework is established to describe the evolution of the tracking er-
ror. Based on this framework, an average dwell-time condition is derived to guarantee output consensus of the system under
actuator attacks, thereby revealing the relationship between the topology switching rate and the system’s convergence per-
formance. A numerical simulation is provided to demonstrate the effectiveness of the proposed approach and to compare it
with existing algorithms. The results show that, under the same attack conditions and network settings, the proposed method
effectively mitigates the impact of attacks on collective behaviors and improves the convergence speed, thereby demonstrat-

ing the effectiveness and advantages of the proposed reduced-order observer and fully distributed adaptive resilient control

strategy.
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