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Abstract: The low-altitude economy, as an emerging economic paradigm, holds significant importance for socioeco-
nomic development, urban management, and three-dimensional transportation. Low-altitude wireless networks (LAWNs)
serve as a fundamental enabler of this economy by providing essential communication and sensing capabilities for various
low-altitude applications. To further enhance the LAWNS, this paper proposes the integrated secure communication and
sensing performances optimization method, addressing the wireless signal eavesdropping issue for low-altitude applications.
Specifically, a secure communication and sensing network model for LAWNSs is constructed first, and the indicators, includ-
ing secrecy rate, average age of information (Aol) for transmission data, and beamforming error, are defined to characterize
communication and sensing performance. Then, a multi-objective weighted optimization problem is formulated to simulta-
neously enhance the secure communication and sensing performance of unmanned aerial vehicles (UAVs) in low-altitude
applications. To solve this optimization problem, an improved multi-operator differential evolution algorithm is proposed,
which optimizes the base station’s data generation rate and power allocation to enhance the overall secure communication
and sensing performance. Theoretical analyses of the algorithm’s complexity and convergence are also provided. Simulation
results demonstrate that the proposed method can effectively improve the secrecy rate and reduce the average Aol while
minimizing beamforming errors, outperforming baseline schemes.

Keywords: low-altitude wireless networks; secure communication; integrated sensing and communication; age of in-
formation; performance optimization
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Figure 1 Integrated sensing and communication for low-altitude wireless networks
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Figure 2 The age of information-based data freshness model
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Figure 10 Beam pattern errors under different artificial noise powers
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