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A Personalized Risk Assessment Approach for Two-Layer Association
Modeling of Attack Techniques and Tactics

QIU Jing", NONG Lichen', SUN Yifei', CAO Xiaochun®’, CHEN Ximing', ZHANG Ruizhi'

(1. Cyberspace Institute of Advanced Technology, Guangzhou University, Guangzhou, Guangdong 510006, China;
2. Cyberspace Institute of Advanced Technology, Sun Yat-sen University, Shenzhen, Guangdong 519082, China)

Abstract: Guided by the MITRE ATT&CK framework, modeling and assessing cybersecurity risks by modeling at-
tackers’ tactical objectives and technical methods through attack graphs have become one of the key approaches to counter-
ing complex multi-step attack threats. However, as attack scenarios and attack chains grow increasingly intricate, existing
ATT&CK-based attack path modeling and risk assessment methods exhibit certain limitations. On the one hand, current at-
tack path modeling processes only consider direct transition relationships between attack techniques within the ATT&CK
framework, overlooking tactical-level attack semantics and weakening the ability to impose high-level semantic constraints
on complex multi-stage attack paths. On the other hand, attack graph-based risk quantification methods relying on generic
vulnerability characteristics overlook differences in organizational focus on critical assets, resulting in assessment outcomes
that lack personalized asset adaptation.To address these challenges, this paper proposes a personalized risk assessment meth-
od based on dual-layer association modeling of attack techniques and tactics. First, a dual-layer association model is con-
structed to capture potential relationships between techniques and tactics. Combined with the Viterbi algorithm, this model
infers the evolution paths of attack tactics, introducing tactical-level stage constraints during path inference. Subsequently, a
customized threat quantification model is developed by integrating attack behavior attributes with asset-specific characteris-
tics. Through a forward algorithm, state transition probabilities are coupled with threat quantification metrics to achieve ho-
listic network security risk assessment. Experimental results demonstrate that the proposed method outperforms existing
mainstream assessment models in both path modeling and risk evaluation capabilities in real-world network environments.
Compared with competing approaches, the proposed method achieves an average improvement of 48.95% in comprehensive

risk assessment accuracy, validating its effectiveness and practical value in complex attack scenarios.
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Figure | Example diagram of HMM inference based on specific attack sequences
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Table 4  Vulnerabilities information of hosts in scenario 1
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Figure 4 Attack graph of scenario 1
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Table 6 Top 15 ATT&CK techniques by risk value
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Figure 7 Heatmap of attack technique transition probability
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Table 7 Mapping between attack events and ATT&CK techniques and

tactics
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Figure 9 Temporal evolution of attack paths
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Table 8  Single-step technique parameters of attack paths in scenario 1

Az MITRE £ AR Z NG RINAN PRE AR R A E LI A BRAR XS A
T1190 WA A]:100% fileServer 8.962 1.048x1072
Pathl T1203 ki AT:100% fileServer 6.834 6.33x107° 0.818 44
T1210 1 111 %% 501:100% workStation 5.299 8.58x10°°
A5 Ei54.1% .
T1659 . S webServer 7.709 3.90x10
WA R):45.9%
Path2 — - 0.181 56
T1059 W PiA7:100% webServer 8.222 1.32x10"
T1563 M 3h:100% workStation 6.174 1.62x107'°
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Figure 10 Impact of asset-specific weights on path Selection
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Table 9  Node risk weights in attack graph for scenario 1
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Table 10 Top 10 node rankings in attack graph for scenario 2
0 | N . P R R
R | B | MR | OERL | BASURRTE | ML | B - -
Ours MM Bayes
1 121 T1078 workStation_1 8.96 0.029 4 0.0417 0.277 8 0.095 5(7) 1(1)
2 43 T1190 webServer_2 8.96 0.058 8 0.2917 0.109 2 0.095 0(9) 0.193 5(4)
3 27 T1203 citrixServer 6.83 0.088 2 0.1250 0.0553 0.098 2(1) 0.094 4 (5)
4 55 T1203 citrixServer 6.83 0.029 4 0.0417 0.0512 0.098 2(1) 0.094 4(5)
5 110 T1203 subnet_1_2 6.83 0.058 8 0.0417 0.0512 0.098 2 (1) 0.094 4 (5)
6 119 T1055 workStation_1 7.51 0.029 4 0.0417 0.0499 0.096 7(4) 0.175 5(4)
7 32 T1110 vpnServer_2 8.51 0.088 2 0.1250 0.040 1 0.086 0(13) 1(1)
8 126 T1059 workStation_1 8.22 0.029 4 0.0417 0.037 1 0.098 2 (1) 0.015 8(11)
9 37 T1068 webServer_2 7.51 0.117 6 0.2917 0.0311 0.097 6(2) 0.000 4(18)
10 57 T1059 commServer_2 8.22 0.058 8 0.0417 0.027 7 0.098 2 (1) 0.3115(2)
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FE 1T, T1574 SEBUCHARAT I 2 AR O AR o B 5 38
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S5 it 27 AR i 95 R P BRI A A I 8 A A A O AL
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S, A SCHYRERYIA I B AR B U (B AL T B Ko
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¥ Path20 5 H fh #% 12 Hb 5 & B, Path24 D
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BAL AL & PRI AR T1078 5 T1055, 17 s Auim /0 2
PSS 3 NN 50 & S VR % N ¢ o8 i I R N
T B AR T KU RAE L T Path 12 S8R B A2 B 4, (H HAE
AR SC A5 Y RS {ELAR SR AIC T Path20 5 Path17, i#f —
A EOIE X F HMM #5578 | 20 B A 10 1 3 O R v e
P, S50 25 TR W AR SC IR AR R BB A S50 3 i A28 ik
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Table 11 Path rankings in attack graph for scenario 2
Az AHRELA PALID FAHL Ours Mm©e! Bayes®!
Path24 T1078,T1055 121,119 workStation_1 0.149 56(1) 9.17x107%(1) 9.43x107%42)
T1599.T1190,T1574,T1068, webServer_2,vpnServer_2,
Path20 45,43,41,37,54,27 0.103 69(2) 7.06x107(20) | 1.95%107"(18)
T1110,T1203 citrixServer

T1599,T1190,T1574, webServer_2,vpnServer_2, ,
Path17 45,43,41,37,35,27 0.097 82(3) 7.88x107(18) | 1.42x107'%(19)

T1068,T1210,T1203 citrixServer

subnet_1_2,subnet_1_2,
Path12 T1659,T1203,T1021 19,110,101 b 1 0.025 96(10) 8.69%107%(5) 6.09x107(10)
subnet_1_
Path1 T1659,T1203 2,55 citrixServer 0.02472(12) | 9.07x107%3) | 9.43x107(3)
Path10 T1659,T1599,T1059 11,66,126 fileServer_1,workStation_1 0.018 94(14) 8.59%107%(7) 8.00x107*(6)
Path2 T1659,T1059,T1185 7,57,61 commServer_2,dataHistorian 0.014 63(15) 8.59%107%(6) 9.70x107%(5)
Path11 T1659,T1059 15,98 subnet_1_1 0.014 02(16) 9.07x107%(2) 3.12x107'(1)
T1659,T1599, fileServer_1,subnet_1_2,

Path5 11,66,91,105,101 0.01093(17) | 6.90x107°(17) | 7.70x107"(17)

T1003,T1021,T1021 subnet_1_1
Path4 T1659,T1599,T1003,T1021 11,66,91,101 fileServer_1,subnet_1_1 0.008 89(18) | 7.20x107°(14) | 1.19x107(13)
Path6 T1659,T1599,T1003,T1563 11,66,91,115 fileServer_1,subnet_1_1 0.007 66(20) | 7.20x107°(15) | 1.19x107(14)

fileServer_1,subnet_1_2, )
Path8 T1659,T1599,T1021,T1021 11,66,105,101 b 1 0.006 08(21) | 8.03x107°(13) | 1.13x107%16)
subnet_1_

Path9 T1659,T1599,T1563 11,66,115 fileServer_1,subnet_1_1 0.002 57(24) 8.38x1074(8) 1.75x107%(11)
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11 Path20 Mol A2
Figure 11 Attack path diagram of Path20
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BEAN St A AS TR B IR Ay 45 S 22 i) 14 — X
PE, SC6 3 T Top-K HE 7 45 551 A 5 RUBE i v ofi off
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7 HlE P 45 S v X I ) SR T R R P 4 R T
o6 B RS SR A b B, DUl — Wk A b . R SE IR
o S 2 T B Top-K (K=5) , 42 5 L2 1 40 551 B
Top-C (€=3) 5 Top-Z (Z=3) , I %t =/~ J5 1] i iy vpr 3
BOE Ve g AP e R . SCt 4 I |, A SO
T ) 254 i v B Rk 5] 86.7% , B ik 78 T MM #5574
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Table 12 Host rankings in attack graph for scenario 2

—
75 EHLA TR | A | B L -
Ours MM Bayes

1 workStation_1 0.121 6 3 1 0.364 8 0.289 9(3) 1.191 3(4)
2 webServer_2 0.036 9 4 7 0.147 5 0.3830(1) 0.000 4(14)
3 citrixServer 0.036 5 3 3 0.109 5 0.288 9 (4) 1.188 7(5)
4 vpnServer_2 0.025 4 3 9 0.076 1 0.267 6(8) 1.000 4(9)
5 subnet_1_2 0.019 4 3 3 0.058 3 0.286 4(6) 1.094 7(6)
6 subnet_1_1 0.008 9 4 6 0.0357 0.382 0(2) 1.3125(1)
7 commServer_2 0.015 4 2 1 0.030 7 0.190 7(11) 1.3115(2)
8 workStation_2 0.009 1 3 7 0.027 2 0.288 1(5) 0.086 7 (10)
9 fileServer_1 0.005 2 3 8 0.0157 0.273 3(7) 1.057 5(7)
10 fileServer_2 0.006 4 2 4 0.0129 0.191 3(9) 0.052 6(11)
11 mailServer_1 0.003 4 2 3 0.006 9 0.190 9(10) 0.012 4(13)
12 webServer_1 0.002 1 2 1 0.004 6 0.1850(12) 1.051 0(8)
13 dataHistorian 0.001 3 1 1 0.001 3 0.094 8(13) 0.031 2(12)
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