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Abstract:  Third-party Python libraries are extensively utilized in modern software ecosystems, and the security
threats they face have become increasingly severe. As the number of vulnerabilities in Python package index (PyPI) contin-
ues to surge and dependency networks grow highly complex, a single vulnerability can easily propagate through dependen-
cy chains and affect a large number of downstream projects. When testing third-party Python libraries, existing fuzzing
tools suffer from insufficient exploration capability due to the implicit data flow relationships between interfaces under com-
plex application programming interface (API) interaction scenarios. Meanwhile, Python’s inherent dynamic features—such
as duck typing and reflection—further reduce the accuracy of static analysis. This results in weak exploration of complex
constraints protected by multiple conditional checks and ultimately limits vulnerability discovery capabilities. Traditional

fuzzing engines often adopt random mutation strategies, making them incapable of performing targeted customized muta-
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tions. As a result, testing resources are heavily wasted on stateless, low-value shallow paths, which severely hinders the ex-
ploration of deep code vulnerabilities. To address these challenges, this paper presents PyBoros, an efficient fuzzing frame-
work tailored for third-party Python libraries. The framework constructs an package-level API dependency graph and em-
ploys the clique percolation method (CPM) for subgraph partitioning. On this basis, it leverages large language models to
generate semantically rich initial harnesses that capture implicit dependencies; adopts a stagnation-triggered non-blocking
dynamic analysis, which takes the stagnation of coverage growth as a signal to capture constraint context information such
as runtime code states and variable snapshots on demand, and utilizes large language models for intelligent constraint rea-
soning to generate breakthrough seeds; and introduces a resource scheduling strategy that integrates API n-gram coverage
guidance with branch value scoring to prioritize the exploration of high-value paths during the fuzzing process. We evaluat-
ed PyBoros on 10 real-world third-party Python libraries with an average GitHub star count exceeding 2 000. The results
demonstrate that PyBoros discovered 20 real vulnerabilities (10 of which are 0-day), representing a 100% increase in vulner-
ability detection over Atheris. It also achievs an 8.57% improvement in edge coverage compared to Atheris. The API cover-
age of the initially generated harnesses reaches 1.8 X that of Fuzz4All. Across four large language models(two open-source
and two closed-source), the average acceptance rate of the generated harnesses is 72.6%. In additional robustness experi-
ments, even under 10% static-analysis perturbation attacks, the acceptance rate of the harnesses drops by only 3.8%, main-

taining strong robustness. Overall, PyBoros provides an effective approach for the security analysis of third-party Python li-

braries.
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Figure 1~ Schematic of three typical stages in Python fuzzing for deep vulnerability mining
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1 class LogProcessor:

2 def__init_ (self, filename):
self.filename = filename

4 self._values = None

6 defread and_parse(self):
try:
8 with open(self.filename, "r") as f:
9 lines = f.readlines()
10 self._values =[]

11 for line in lines:

12 match = re.search(r"value=(\d+)", line)

13 if match:

14 self._values.append(int(match.group(1)))

15 except FileNotFoundError:

16 self._values = None

17 raise

18

19 def_calculate_average(self):

20 if self._values is None:

21 raise RuntimeError("Must call read_and_parse() first'")

if len(self._values < 2):

raise RuntimeError("Length not enough")

24 trimmed = sorted(self._values)[1:-1]
28 return sum(trimmed) / len(trimmed)
26
27  def calculate_min(self):
28 if self._values is None:
29 raise RuntimeError("Must call read_and_parse() first")
30 return min(self._values)
31
32 def get_statistic(self, name):
method = getattr(self, f'_calculate {name}")
34 return method()
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Figure 2 Schematic code for vulnerabilities in logging systems
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it Ik AE A .
3.3 HrEZ:LLMIRZA & RELRIERE
BN E R R IR 2R F 2, B HZ R TH
Fe ) B AR 2R, 0 HR W BB S0 B PR S TR A% B F
T DA S5 Ak A A 2 A 19 43 SR, 3R S 2 i i
BEHR A Roadblock . 4% G M8 Bt HIL A2 S 1) AR ) X4
AR TE 38 3 )b 2 5 24 SRR, A8 S AR 2R R Dk
JE 25 5 WA AN AU 5200
AW Bt 325 H by B ERXF AR (] U R
%o FIH Python i 5 32 17 19 sl 25 ML A al S 44 | 78
AT 2o 72 v S B 3R 5 B Roadblock 19 29 58 5% 44, OF
I LLM #EATAE LR | b SCBHY 29 HOR A, AT Sk
TN AR 2 R 21 RE
3.3.1 BITHARMR
B AT I 2 A AR B Bt 1 S AR ST, B A 4B
23 ™ 5 W R I A 280, S B A e R AR
T PR [8) 5, PyBoros BT T — & AEBH ZE 2 1T
IF I3 BT 28 4 (LSRR 2) 5 78 3 Atheris BORT N 12 25 i 72
W IR BONEY T — A3 B e B8 i 2 e AT 78 R il 2]
BRAR TR B A I A ik e Bh 28 40 #
Hik2 BITHARMBREZE
BN :FDFIERVE corps
it : 295 1T 3 context
JA B F RIS sys.settrace
PATIH AR exec_map={};last=b;context={}
FOR AT LT line; THEN

exec_mapl|line].append(last)

last=line
END
sbranch = FindSingleBranch(exec_map)
FOR b in sbranch; THEN
Breakpoint(b);
Run(seed);
context.append(Inspect(b))
END
RETURN context

A HT LA WA OB (DS 54
I : PyBoros Z 4 — > FH T Wi TN i 7 55 2% 7% 1k 1) ¥ 3
I E] 78 10, G2 7 1 P R WL N 8 A e i 7 o R
BF DU R A B O AR AR A O fioh 45 i A
55 (2) B AT I 2y AU 3R« 2455305 558 & AE B, PyBoros
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23 ffi ] B 5t 1Y sys.settrace X 15 B} A Bl 1T 2
BBAT, IFIC 0 SR BREE 1 D0 5 X5F T BT A 14 45 s g
HUA 30 B 1 3 S CRTFR “ 45 43 377 ) o A ot
YE B A7 IS B AT AT — WAt 3 BT I, A0
A RAE LI A T 43 SCHEATIE AT I AR o
3.3.2 EFLLMMAFRHER

PyBoros fif Bl LLM 75 AR 15 Y B fif 55 12 5 4 B I
P 35, B AR I B A58 SR il 1 52 % ) 0 2 Ak oA i LA
%, RENAS L AR R T A . SR
e AT A ALE G B A RS DL SO AR
PyBoros il 1 4 T2 J5 24 o 56 40 Sl S5 0 Ak A SRR 5 ik
KX — B, RS T B SO B OH
175 LU AL IR A IR 3k 3 M FL 4R DA SOR i £
S, VA SGE AT IS P BB D0 4 i I R R R

P LM A= A 41 38 25 SR A 4 T S8 0ok 24 o A e A
B, 33 S A SRy T TR R RS T B R TR R R 2k
Bl IE . 2O BRI AL TR R AR , R T R
BRI TEAN [ 2 A 29 b 50 F iy i SO g
3.4 MBE=:APIZESENEEREKE

FESL BRI R o, TR U SRR
&, TCUR A SR Ay SO AT A RAE R . Rtk 5
=W Be SR A TR I 4k b Y oy Sk R R, HoAZ0 B
Proe gl A R E & 50T SRR e A BN AEAN
S5, R — H bR, PyBoros M £ 4k
VEAR 23 32, OF B T ARt T — 20 IR R R
3.4.1 APIn-gramEB=

BEE APLHRSZH & RS 0 58 0, B 7 2 4 38 B
R T TR A AT T A S il o SR AR G A AR
T i BRI DU R i 2% T APTIE HF 41 1 3 L
W18, M, PyBoros 51 A T 3% F API n-gram % 35 [ 48
i, FF APLIE T 51 Sk 3% 252 1) n DG AT, I 4 Ik
[ra] DB AR A7 2 55 5 ) % APTEH B I LB R R o

EX 2

API n-gram %5 € — KB 170 B = A 19 APTIE
¥4 T= <c,,cz,m,cm>,E¢‘ Lo A S AR Y
APL, — K JEH n i APL n-gram & MBI 7 Hp 32 B
B Mo A 2 S APL /O H 4 O /Y oc 4.
(Civcinv"‘»Cj+,,_1),,ﬂ\:':':’,1<i$m—n+lo

ENX3

API n-gram 76 7 o 75 SO I 3K A B A 2 A e 0
e S — A 2 JR B Y AP n-gram % A L i8N
S, f
S,= Ulnenr e, lepen ey, ) in Tf(4)

Hov, 7, R il © AT 2 19 903X 491 9 APT e
%é@

PyBoros U4 & ¥ #7 API n-gram % i FEEE B AR
OB Tt W AR I 3 ) 2 O S 9% T 22 b 43T 1) i
2RSS, M TEMEmA . SE5R
{15 78 55 SR AH L, API n-gram 78 35 % & T APL Z [A] A9
AP OC R, BA B R Ay i CRINAE T SR — AT
A=A T 20— 40 S, HASAELE B n-gram , IS4
BN AN B, IR e

M n BRI RE S 5 TR T 2 (0 APLIT 41, (0 &4 By
BEAS A 23 35 B 5 2 % Peng %5 N (M G HIE 52 5
200 1E n = 4 IR R I B AR R M8, PRt 3R
BT n = 4(BI 4-gram) , LFAf APLF 5136 SCLL K
3.4.2 BERERMK

PyBoros i izt B AE 748 28 5 W 48 T AR I 48 5 A
I3HC o R I B BT AT A O SR IR RN EL, R
LY H E AR Y 8 PR SRR AR AR o 2 T B
SRS BB VE I3 R WA 23 3, VR4 BR BN JE R R
W, 5% Lo Mg o g s T g e
& API 4-gram B9 7 75 DL ARG & J% B X} A A
O3 3, VEAr BRECINT

Score(h)= Wy - NG(b)+ W -log(1+C(b)) + W, !

- D(b)

_WF’NF(b) (5>
Horr NG (b) 301 R 53 32 b T 7= A= 1 8 4-gram %05 C ()
IPEAL T 0 32 b B9 AT  Be 2 2% B FF 5 | 080
WL R B e ny RS, SE8 B2 oy
AST 5 SSEGHEAT IS T, I 2E 47 X Bk 21, DA kE fie
BE % Bl ik R Bny B ZU52 0 5 D (b) 3R 43 3 b 1Y
FHRRB B, PyBoros >R I 1T BEAL 648 R S W, I S i
PRXTE APLIY {2 55, DL ST — N T 22 Ak 1) 455 30
ROE B BTN N, (b) FH T 38 O 2R G A IROE 73 32 1
i BERRA BRI, B AT

Ny (b)< N, (b)+ 1 (245> S pHfEBR Y ) (6)

WEBEW o W W VIS W, B S8, 1R BRI
LT A ECE N 1. T I8 R [F A E S 500 5
K BE s, F AT X S B AT T S U oy
B, 83 LR = A SRS bR DA AR A SO

(1) ME— R UK - 48 A0 I3 72 v, ol 3ok oy o —
PR H BRI 4 B I R T T E bR e
05 ) 174 A B —— 0 3 /N 8 R W Al 1) T I A 4
R By 3, AT RE ST BT R AR IR XE B AR L
A BUEBR R SRR RS BB 24503 H BT
2R AT FEHE R A A

(2) B 150 - 45 38 3 24 oROHE 3 AR T B n
SN B 118 R BB i A B . TR AR e H ARk £
PR —— BB AR R R T AT U b S W 29 o,
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O A5 T 1] APLAE B (1) Python 1 SCALASDRI N 5 58 1287

AT 2 AT N DT B T S AR R R R T e B
T )5 BB B/ AT B 2 B R A AR [ B AR TR 2
TR .

(3) 3078 35 55 - 5 I ook 78 v B8 55 14 0 Sk v
Bk, mAe e R IR R et —EE R K
FoR TP R AR 7 55, R A SR N B ) 4 7R T 220 T
TR I (A28 5 B (B /N AT B R AR R R AT

U 56 UE LA pyyam] £ 78 9 safe_load PR &R I
IR AT 5 3 B YR A ] EBR R 5 min,
S E S 5 2258 4 BN E A A . ARUOE WG
We Wy LS W DA 28053 5 ik 7 i 2 10, Hfh S
BORFE R RS, R AP AR BE B 2 21T 60 min A5 H
ML . F1REAR T ARAET B S 508580 5k
EAEI N

£1 AEWET safe_load ISR INIT LR
Table 1 Results of parameter sensitivity validation for safe_load under

different weights

LLM A 3¢ 52 55 19 2K A 3L B (Temperature) it B 4 1.
top-p N 1. | R 3CH 4 4 096 Tokens | A [H] 120 s,
FE 8 3% FH Claude Sonnet 4.0,
B 4 05 1 , /R DyPyBench & 24/} Python
B AT AR R ME B B N T ORI
AT I ™ IR Bk K - I 22 H50m B ™ AR R 2% 1/0 5 &R
S, S B IR I PR A T A & 7 AR R AR B AT
KM, BRI —Jm B, AR S gs i AT 5 g R 2
FEVER R ME AT IS DR S5 97 58 « & e 41B% DyPyBench
ANEA BRI H R S RO RS R T
RFABAREN TR BT S RS E FHEIAT
SANTF A (GitHub 1 5 2 000 Star) (REAS , 14 22
TALE 10 F520 H 9%k 4E DyPyBench-Fuzz( W3 2),
(RN EINEEET S HE b€ AR IR F A Ui/ 3775 ]
BOVRRD T AR AR 3 5 R 1Y R
%2 DyPyBench-Fuz E#E & ¥ 1
Table 2 Details of the DyPyBench-Fuzz dataset

o ME—SRARDCE | A4 AL FEA i FEA AR hiiAs #3FF APL

Wye=10 2 15 871 1 ansiZhtml a3a93a6 32
Wo=10 4 27 903 2 chor2 e1b65£2 315
W,=10 4 33 898 3 exifread d60f18d 43
We=10 10 42 1102 4 html2text f49ala7 40
BRI 7 57 1074 5 pdoc 15.0.0 246
LSS L 5 W e LB W, i I, HE— : " = -

SFe A UK 35 ARG (0 W = 10 IR 2) , e W1 S o S PU I R o
(RS 4 o T M S0 S OHT BT KR 30 7 3 AR 5 T o
{06 R A 5 15) AT i I 6 o R o s 7 1 ” - i S

PEURIR B 5 AR, S W ok wm E fE— SR Ok B i
10, J5& B H 58 i 04 & EO 1), (KT A 20 (42) A
AL (1 102) B T EB A BC R, HUAS I BRI R CBr
FHS57, D E TR 074) , EORIGBIREZ S 42% , 76 T
X} A2 2 A RIS S T B o R SERUEME M b, BRI
AT AR, BB AR IR R AR 1 SRR .

25 b R AR e | Score (b) B B A X E S 5wk %
B OERE 1, R

1

Score(b):NG(b)Hog(I +C(b)) + DO) =N-(b) (7)

4 SRIGTTLH

A B E PyBoros £ Python B8 =7 FEROR I K A i
AR ARSI G — B R AT T AT PEAN . R
fi. & A Intel Core i9-13900K 4b i #% . 128 GB DDR4 P
£ F1 1 TB NVMe SSD; # {1 ¥ % % JH NixOS 25.05
(Linux Kernel 6.12.32) il Python 3.9.22. FF A i BE i
BSE R G — WS B 55 % 5 min T 3 80 1
PR (e 22 3IRER) o R E Y E N 15

SCE B AE A LA 5 AN F5T 0] 8 (Research Ques-
tion,RQ) .

RQ1 : PyBoros [t I 11 42 418 6& /1 tnfaf 2

RQ2 : PyBoros 7E Harness A= Ji J5 T 1) & 3 4n fa] 2

RQ3 : PyBoros Xf A ] LLM A9 72 £k 32 435 72 B dnfaf 2

RQ4 : PyBoros AH X T Bl AT T H 1Y B A2 IR R A T
ey ?

RQS5 : PyBoros 75 73 H i 72 H f) 85 1 14 5 PE BE T 49
RN 2
4.1 WiREZERE

PyBoros & F Atheris JF & , 76 3 15t U1 b B 42 W
T HIET SEGV F S Lt . Hiwi b3S b
AR E LT IR

(D)W R R B A5 - 203 Tt 10 03l T B A&

N

(2) 2 5 : ] PDB T 242 U 0t HE e £ B JF- i
frEHE,

(3) BAiE : % 25 5 I 9 5 A R AT N T A, 1
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INH R B SR AR R

(M) EFEE B0 H RGO PE PRI
FRI AR BIC ST K & CVE Bl /4 .

(5) AT AEFRTE CVE % 5 H T & & 5 B &
J&  ZIRIRE B A S A

TEARSZEG H , PyBoros 7£ DyPyBench-Fuzz Hr % T
T 20 ESEUR o FRATER X LR I 4 JEoh B A TR K
B AT T (1-day ) , LB A 23 FF 88T & B A T R (0-
day) . WNZE 3 PR, AL45 104 1-day I i A1 10 4~ 0-day
i o O-day U ¥l (4 7 A B 76 H L P22 19 J5 o RRAR oh
BB,

B X TA 104> 0-day il , AT 7 97 4T B 5
JEOU, IF B A T & H A NVD 4T B BEH
A, B33 4 28 CVE 4 5 (K2 N fE g
) CVE-2025-25555 ., CVE-2025-62707 . CVE-2025-
62708 il CVE-2025-64078 . %3 41 3 AU il (#5 K N A7
T R B A B R R 4 K R ) B3RO R E A
Pl A3 IEEF T

#3 PyBoros EEZLFRRRLRANLERR
Table 3 Security vulnerabilities finally discovered by PyBoros in real-

world scenarios

el G EE7NES il 1D
1 html2text Issue-96
2 html2text Issue-119
3 ansi2html Issue-127
4 pdoc Issue-797
ey 5 pypdf Issue-3295
6 pypdf Issue-3340
7 pypdf Issue-3347
8 pillow Issue-8924
9 pillow Issue-8956
10 pillow Issue-8986
11 ansi2html CVE-2025-25555%
12 pillow Issue-9272%
13 cbor2 CVE-2025-64076*
14 cbor2 PR-265%
15 pypdf Issue-3499%*
0-day 16 pypdf CVE-2025-62707*
17 pypdf CVE-2025-62708%
18 pyyaml Issue-895
19 pyyaml Issue-896
20 pyyaml Issue-900

eSS NN 5=

S EUIE PyBoros IR 42 8 68 71 , oA PR L5 A~
e T H Python-AFL 1 Atheris H 47 T L #8 . 256 LA
A B 20 A e TR R O B S T R B8 % (Ground
Truth) , 376 54> I T 09 07 B T sh i A fk & B85, 1F

712 W BORTIN I, R WL PR AT RE S #i il & , 45 2R sk 4
Frs o

R4 BN, L T H Python-AFL Fl Atheris 43 7] fil
KT 44F10 4w ,ﬁﬁPyBorosmU%%T%%ﬁ 2014~
i, e Python-AFL 42 T+ T ik 400% , H Atheris 42 Tt
T 100% . S2H85 RV T AT RAETIRZ S RE ) |
A A

Nt — 5 PyBoros W 4-gram HL i 5 e il & 2R
AE ) Z [A) B IR, FRATT AT IZ 7E fuzzing 78 o5 JBE 4 v R
FH 200 i A7 5t B e AT S 2R 1 M — n-gram”
Bk APLIE FTT 91 = B RE I B AL b, O B
S U ) BT B rh Y 20 A4S 1 OO i &% T B harness
VD TRATREASTT TR [0l I SI2 56, 53 A JH 5 v 1) fiph 42 i A2
Z IR GE ARG

®4 ARITAMELGRRENEZEREINL

Table 4  Comparison of real-world vulnerability discovery capabilities

among different tools

i’ Python-AFL Atheris PyBoros
1 v v v
2 v v v
3 v v v
4 x v v
5 v v v
6 x x v
7 x v v
8 x v v
9 x x v
10 X X v
11 x v v
12 x x v
13 x x v
14 X X v
15 x x v
16 x x v
17 x v v
18 x x v
19 x v v

20 X X v
T v/ R XS N T HL AR & IR el , < 2R X o T =LA B & T

NI

AT FEAS B Rl 0 =4 - (1) 1-day T i fish % 21
(O6F 7 B K finl & s A 4 5 1~10 A% Harness ) 5 (2) 0-day
T 1) fish e 4 CXF 102 15 IR i & T TR 4 5 11~20 1Y Har-
ness) 3 (3) normal 20 ( B | 3R B9 20 4~ Harness) - X} T
0-day £ il 1-day 2H , B> Harness I 37 K FF 20 45 AEW%
fih 22 5 ) ) RAT B3 5 X T normal 41, 5> Harness Jit
SERAE 10 S5 1E ST HUE , HRFE 600 250 X TRESR



#0031

O A5 T 1] APLAE B (1) Python 1 SCALASDRI N 5 58 1289

B, A S 56 R R 1 B BT 1 A8 D ik AR I APTIR ]
A B 4-gram ik o SCERASRANIET 4 TR

60 T o
= 50T
#E |
B 40

g
E
= ° 8
<20t ° 5

8
10r 4L

°

Ord;\‘y 4 Irdz‘y 41 nmm‘al £l
Bl 4 FAURTIR [0 52 86 H S [RIZH 590 9 APT 4-gram 78 3245
Figure 4  API 4-gram coverage counts of different groups in real vulnera-

bility backtesting experiments

G511 45 R W 2 0-day 411 ME — 4-gram L4 (E R
S51.01 (i %053) , 1-day ZH ¥ {E N 42.39 (P 5 44) |
normal 41 ¥J{H 4 35.07 (%0 36) . AHE T 1-day 41,
0-day HAEETF 19.11% 5 #H %L T normal 4 , 0-day 20 3 T}
44.99% . WAL, O-day 1B A7 F T 78 X ] .

g M, A SCR A Mann-Whitney U B4
K (o= 0.05, FHEBON & AL T IR 4 JER =2
W L 32 3% A Holm 42 1F 5 45 3 B 7 0-day>1-day (U =
31 968.5,p = 1.12x10°) ,0-day > normal (U = 332 861.0,
p=8.75x107") DA I 1-day>normal (U=25 342.5,p = 1.87x
10°°) 33k £ 8 % K ; 9 — 28 A Vargha-Delaney 4, 7T
3B BE A3 A3 A, 9 0.806 9.0.848 4 F10.633 6,
2 WP 2H PO B KA —2H FE B /NROE , %
PR G5 H SCRF APL 4-gram & i 5 U ) fish %% fig 1 =[]
FEAE & AR G .

4.2 Harness 4 B RE TR

P2 5L T LLM B9 72 20 i AH OG5S by, 0 i 5 1%
M) T R e B A 2 G . & LT Al PyBoros H Har-
ness A2 J8T 125 B AR AOHE AR ORGP AR R R AL
PEATXE L (1) 48 LLM A2 i 77 3% (Naive LLM) , BIA 5]
AATART AR5 4 A4 T, B4 O 52 75 T A% A2 1) Har-
ness; (2) Fuzz4 All HEZE | 4 5 24 [ £ S6 o A9 38 LLM
UK A Harness £ i T 2, EEZ1E T st h R
BORIYEET] o

X T Naive LLM 4%, F0 AT 41 %5 F A1 DU 15 &2
A 30 UK Harness, I 4811 238 @ 19 APLECH (b
T DL R iR e 2 R s TR [ A
M Cln &1 5 i ) B4 £ €00 SC AT 55 3R L H Ax APL
G 2R KK A SEER o % OJr LT LLM B 2 AR
Yy 5 A F I ADG 51 R EH .

Xt Fuzzd AN FELE, F AT A 8 SCis0 B AT IR
A% Y BN B R H AR 300 B BT A Markdown %
Y SCRY SO AE R it ST i A, R H generate-new 5 B
PEAT A2 B 6 GPT-4-0613 #E R 47 [ SRR, 45 Fr

You are a Python fuzzing expert.

Your task is to generate test code for APIs within the {} library.

You should aim to combine API sequences as complexly as possible.
Your output format should satisfy: ...

5 Naive LLM J7 2% Fbad 72 v i 48 7% )

Figure 5 Prompts for comparison with the naive LLM method

HuggingFace-StarCoder & 1 4T 52 B AQ A5 A= 76 26
KAE S E N temperature = 1, top-p = 1. Ky H
K #1024 tokens,

Ry AT % Wb Pl BT AE B Harness (1) 5 5, A SC
LA = EbfE .

(1) W) hA AP 55 - 75 45 B 09 A3 AL Harness 7 5 1Y
A APLEUE o %46 B5 S B Harness XT & APLiE LI
S G 2R 110 B R o —— B bR vy L R A= Ly 1
P9 e T SCBOM G o 5 S 9 8 19 /2 , 24 Harness
FRAL S T A SCH) APTYE FH BI85 .

()W 42 % Fe A L 25 R vh T 248 17
(TCTHR A R FUA A 2K /93 151 ) 1Y) Harness HL ], %48 A
i e A Al R Y RN S R M —— e 2 R
/D 18 TR AR I g 8 AR SRR

(3) WA h 78 35 75 Harness B IR IAT I % B F1 )&
ARG 9 43 S e B0 o 146 b i b Harness fiilt & 19 12
R BE —— e {H 3R WY 2B B0 i A e A R R R
B AR AR )Z . TR0, i TR
i T E PR SOLE], (R vk 0 A&
PR U TR VR AR bR S PR RN IR SE R B

R FE bR N IE IR BE ) AR AR E T DA B SE R
PREW ) =AY JLR Z0 1 T Harness [958 (4R T 2

s Fron , ATH: B AR5 5 APT R H (]
#APL, B T ADG 15 g fli 1) 5 6 73 SCE (#Edge ) 1E R
S e, PEANN H T Naive LEM(T1) | Fuzz4 A1l (T2)
L & PyBoros (PB) = # Jj % 1Y) Harness 7E DyPyBench-
Fuzz b 09 B0

SEI 2 LW I G AP 55 505 IfT, PyBoros
JE B I 2 B 1 . PyBoros A= i) Harness - 1478 ¥
24206 4~ AP, i # Naive LLM [ 24.1 /> DL K Fuzz4All
f995.9 4~ X —Hds iR T (2908 T1 Y 8.5 1%, T2 Y
2.1 6541 1 IE B T PyBoros il i ADG 5] 5 LLM fig
A 3 S — APTIC Y Sy R, A B A et & &1
Z V8 F Y 4 (1 v 7 SC%%5 BE Harness .

TEH) U 12 52 % J7 11 , PyBoros & Bl H T ik () B
Pk FR Naive LLM 7E 2514 {8 B9 2 (40 ansi2html) |
T B 0 2 R H P Z BR T LLM 19 4] 5
[o] &5, 3] Gn pdoc 5 thefuck P4~ , Naive LLM
WP AN AE B E 55 9 APL, 8042 B 1Y Harness
) i 2 2 AR (3 50 0% RN 17%) o FHILZ R,
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Table 5 Comparison of Harness generation quality
Fbi SIHEE FIf APLE 2% VIR 1% (EGRUR
# API # Edge Tl T2 PB Tl T2 PB Tl T2 PB
ansi2himl 32 184 3 15 32 87 62 71 33 67 70
chor2 315 1031 26 77 270 46 71 89 67 116 127
exifread 43 575 12 34 39 67 79 86 11 19 19
hml2text 40 86 35 40 40 90 80 87 30 42 46
pdoc 246 3172 13 164 205 0 76 59 98 274 281
pillow 928 3802 33 213 514 71 49 53 251 475 665
pypdf 675 4834 29 199 441 32 55 62 225 397 728
pyyaml 442 3684 49 82 344 37 73 92 112 213 277
thefuck 406 1468 12 99 129 17 51 48 72 71 113
tomli 62 545 29 36 46 12 69 79 69 92 98
P 318.9 1938.1 24.1 95.9 206.0 45.9 66.5 72.6 96.8 177.2 242.4

11 : T1 IR Naive; T2 IR Fuzz4 AlLLPB FoR A7 7

Fuzz4 All ARG i 1 SCOUAR B T 180 4 id i % (1
5 T % pdoc 33X 42 7% i I 4TS A8 Iz PyBoros & i o Py-
Boros 1/ 3 #8240 M7 X APLAF 75 VE 3E 47 TAS 56, A5 %%
ZEff TR L), A5 7E pdoc AT B PR T 59% 1 42
Z R AR T I A R ) B

e, fERI IR 0 78 35 B bR I, PyBoros UG T 42
TS0 5 . 30 78 5 B HE B T Harness SR RACHS TR 2
WA T o B W1, RIAE 7R 422 52 A0 I (15 0
T, PyBoros A= il ] Harness ti BE filt /& 55 £ R IR S .
LA pypdf 16 , PyBoros 9 47] Uy 171 7 55 %50k 21 728 4, 41
5] J& Naive LLM (225 4> 1 3.2 £% Fl Fuzz4Al1 (397 4>)
B 1.8 4% ; 75 pillow H o 52 B H S 0L A9 #4 #5 (PB : 665
vs T2:475 vs T1:251) . X 7843 156 W PyBoros A B 1Y
Harness J73E & "L A9 AP [FH &, M B HE T 5
TR 7 18 SR SR Tt s i e, DA 26 00 34 40 el e R
AR
4.3 LLM:ZHEENIER

A T PEAL PyBoros 7E AN [F] LLM | 0932 fLBE 77, 3%
ITEE T 4 4A 10 M LLM B BAE g % 1« 20 391 2 I
J5 T 2% 1 Qwen 2.5-Coder (32 B) . JF ¥ Tk 4% 119
DeepSeek R1 (671 B) . A1 Y5 & FH AR &Y GPT-3.5 Turbo DA
N BRIAHY Claude Sonnet 4.0, 32 6 7~ T £ 455 B 44 S
YIWI UG 3552 % Ace FIPF-3 30 2 7588 Cov .

ml LLFE W, Claude 4.0 Sonnet ' 25 & B I &AL . F
PV R332 ik 8 72.6% , VY0 w5 40k 242.4, £F
BB AR OE HE, BIRE AL ) 2 800 MoK, AR LAY Har-
ness JiT H HK ) -

A9 2, T GBS 56 vp R B A L 3
G 1B PERE . DeepSeek R17E 45 T4 An I 3t 35 i ik
7RG P PR AR R GPT-3.5 Turbo (3 23 7 36 %% 218.9

vs. 141.5) , JEEL T FF 5 KA B A8 72 5 43 B S5 3l 1)
K. AR, BV S S 808 B /N Qwen
2.5-Coder (32 B) , H: V- ¥4 31 B3 5 %2 (190.2) W1k T
GPT-3.5 Turbo, X —MZ KM, £ X AU AT 55 T Y
PR 3 Y R LM S A PyBoros B W F 37 5% .

5 I, IR B YR IE 3L T PyBoros A K 72 1k
RE ) 5 & PR, BRI S i AR AU 48 Iy L
PR, 15 PyBoros Jf- AN ™ ¥ <61 T 54 5% 11 DA IS ASE 8 5 ZE IR
BUAS I PR A SRR T, BRI BR A8 R F7 A 2L Har-
ness A2 W 5 B AR IR R BE J7 , iX K PyBoros 7 1155 % i
ZRRAEE T (S Br i B Rt T ) A

6 PyBoros FEAE LLM ERYZILEESI3TER

Table 6 Comparison of PyBoros generalization ability across different

LLMs
Qwen 2.5- GPT-3.5 Tur- | Claude 4.0
. DeepSeek R1
H 5% Coder bo Sonnet
Ace/% | Cov |Acc/%| Cov |Acc/% | Cov |Acc/% | Cov

ansi2huml| 51 | 54 | 65 | 60 | 35 | 37 | 71 | 70
chor2 | 73 | 106 | 83 | 127 | 45 | 81 | 75 | 117
exifread | 63 | 14 | 74 | 16 | 51 | 10 | 86 | 19
himl2text| 64 | 36 | 82 | 43 | 46 | 28 | 87 | 46
pdoc | 47 | 204 | 55 | 262 | 34 | 148 | 59 | 281
pillow | 38 | 556 | 47 | 608 | 28 | 369 | 53 | 665
pypdf | 45 | 577 | 53 | 651 | 34 | 467 | 62 | 728
pyyaml | 73 | 196 | 96 | 245 | 59 | 148 | 92 | 277
thefuck | 37 | 89 | 41 | 96 | 29 | 69 | 48 | 113
tomli | 61 | 70 | 73 | o1 | 39 | 58 | 79 | 98
Ty | 552 |190.2| 645 |218.9| 40.0 |141.5| 72.6 |242.4
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Figure 6  Curve of edge coverage over time
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0-day ¥ 7 , H. A 6 A4~ Atheris & G & B ; X 5 Tor-
toiseFuzz' ' B ML EE— 2, IR 75 (1048 R S W BE 0% 7
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R T s AR AT 32k T H Python-AFL, AR J7 R AE 43 AL
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Table 7 Vargha-Delaney effect size comparison of coverage between Py-

Boros and baseline schemes

Benchmark Vs. Atheris Vs. Python-AFL
enchmari N N
p-value A, Size | p-value | 4,, Size
ansi2html 5.5x107% | 0.60 S <0.001 | 0.90 L
chor2 1.4x107% | 0.81 L <0.001 | 0.95 L
exifread 1.0x107 | 0.78 L <0.001 | 0.86 L
html2text 2.8x107% | 0.67 M <0.001 | 0.95 L
pdoc <0.001 0.86 L <0.001 | 0.93 L
pillow 7.6x107° | 0.61 S <0.001 | 0.89 L
pypdf 3.9x10° | 0.53 N <0.001 | 0.95 L
pyyaml 8.3x107™° | 0.82 L <0.001 | 0.94 L
thefuck 4.3x107* | 0.78 L <0.001 | 0.96 L
tomli 4.0x107™" | 0.56 S <0.001 | 0.85 L
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Figure 7 Robustness of microbenchmarks under different ADG pertur-

bation scenarios

4.5.2 MRS RMERE

Bl 25 29 IR BRAK Hh sys.settrace 32 fIL 1932 17 (5
SRR XA RR U B . 1Al PyBoros 7
SRR I3 b i PR BELRE  FR AR L T = AP ECE R
PR FEUEINE A 60 min TR FF 0t 18 (execs/sec) o

(1) Native Atheris : {2 fd H Atheris [ 575 i 3 B
FRERFAENGE BN Ak AE B RR .

(2) Full Tracing : 76 & AT i il FF i 42 4 sys.
settrace , H TR LU% G0 1) 4= 1 B A8 73 B bR RE .

(3) PyBoros : BVAS SCH HY 14 2 455 i flok e 1) 4%
o3 M R mg T VA A O 58 A8 92 PR 43 B b i 1k RE
T

S 45 U SR 8 T/, Native Atheris #9134 7
298 2 140 execs/seco FH L ZF , Full Tracing IS
)75 i & 2 8 R B & 437 execs/sec , P BE 30 FE & 3k
4.8 %, XA A5 4 BB B O VR AR S PR A 7 I B LT
ANT]H o 1 PyBoros [ V- #1757 i SRR E TE 1 948 execs/
seco 5 Native JEZRAM LY, FLAR AP 1943 BT IF 48 i HEAL Ny
8.9%

PyBoros 4 P fE DL U B T~ ik T 45 i ok k1 4%
Gy MR R B PERETT B - - RGUTEE S R K
5T 1) A 2D B30 20 A e B 5 ) Sl A o A AR T AR 4
R 22 B0} 18] e 4 it A PRAT S

B A5 2 2, pyyaml 0 & K & 2% 19 4l Python
BRI AR TR I RN . X TaE
KE CP M E (U0 Pillow . cbor2) , i F sys.settrace
1B ER C )2 B4 4, A 7 S8 AT 4 Ttk — 20
WA . M4 Paramitha 25 A8/ %f Python A 25 B9 KR
I 85 55 51 PyPL A 29 95.46% 1) FiE /N T (3 1 ) 3
AYACE FEAR (7 121 47 ) 5 X T R 4L (>10 x 10°
LOC) B9 J& SCHps R R Sk i TAEH £



O A5 T 1] APLAE B (1) Python 1 SCALASDRI N 5 58 1293

®8 AREBEETHEANR LHEHELE

Table 8 Average throughput on microbenchmarks under different configurations

L& S R (execs/sec) AR A7 5/(% of Native) kA /%
Native Atheris 2140 100.00 0.00
Full Tracing 437 20.42 79.58
PyBoros 1948 91.03 8.97
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