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NetAutoLLM: Network Autonomous Health Management Based on LLM
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Abstract: In modern network operation and maintenance, reliable network services and system health management
are paramount. Traditional network health management solutions relying on machine learning models or rule-based algo-
rithms struggle to address complex network communication environments with heterogeneous devices. Large language mod-
els (LLMs), with their reasoning and generalization capabilities, offer potential solutions to these challenges. While state-of-
the-art LLM-based algorithms have achieved significant progress in network domains, existing approaches typically utilize
LLMs merely as tools for feature extraction and learning, where models passively receive data with severely constrained au-
tonomy and cognitive capabilities. This limitation hinders direct application of current LLM-based solutions to network op-
eration and maintenance tasks. To address this issue, this paper proposes an autonomous network health management frame-
work by integrating external behavior trees (BTs) that empower LLMs with network environment perception and modifica-
tion capabilities. The framework ensures information authenticity through a dual-pool design distinguishing public and pri-
vate information, while employing multi-expert discussions to verify action effectiveness and guarantee successful network
maintenance. Experimental results demonstrate that compared to conventional models, network autonomous health manage-
ment based on LLM (NetAutoLLM) achieves an 8.44 percentage points improvement in anomaly detection accuracy over
mainstream models, and enhances fault localization precision by 21.7 percentage points, while enabling automated fault mit-
igation.
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Figure 1  Comparison of the performance of the LSTM model on datasets

with missing features and datasets with complete features
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TWQ%EP REEWAN A RA Ry 2 R a o = 1 N E D=3 £ R A

559 g kb HE 2% (Central Processing Unit, CPU) i
5 By K TC R 1R S A (R A R 2 BRI
A, ok S5 B o 1 52 e AR PR RE 1Y SCHE IR R
B4R, 76 5 W AT 55 vh AR SCRY PR B 5 8 Tk
B 1 A A5 AV AR AR | DL NG AR e A T

AR HE— G B £ U Intel (R) Xeon (R) Silver
4310 CPU 194> NVIDIA RTX A6000 GPU [ Linux iz
55 #% 1 X5 Llama3-7b BERYHEAT 8B 5 15000 o 38 ik )
Java Iz 55 i b A 2 o W 45 A A 9 2% vp %5 LAY
AR BARS RS EMED, UL E
S
4.1.2 BE&FE

BT 190 28 S i ARG U AT: 55, AR AIF 5 18 HBC 7P 256 il A B
LAY L FE T SL I I 5k 22 465 T 28 I 2% (Spectral Re-
sidual Convolutional Neural Network , SR-CNN)' ' R &
WE % 3 853 o B 19 B AR B B 12 12 ) 45 (Convolu-
tional LSTM with Mixtures of Probabilistic Principal Com-
ponent analysis , CL-MPPC) (331 HE KM BERT( Anoma-
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lyBERT) FIRGHE B 1% [/~ 2% 2 #4 (Dual Contrastive
detector, DCdetector)™* | 3 T~ p{ 5l # & 1Y 3L T Trans-
former A% S B K5 A% 28 (Transformer-based Anomaly De-
tection model , TranAD)'*" i ¥ H#  (Tmputed Dif-
fusion models, ImDiffusion ) SOl DL R BT ORE R Y
f*) NetLLM .

TE BB W IR AT 55 v, B A L AR P MR A 96 T
Randomwalk ( B #L 3% 3 )7 F0 ) 5 4 BHE 22 ( Causal
Inference-based Root Cause Analysis, CIRCA) SR RE
R, T FSAL 55 BB = 3l I e 7 2, i 2 5
TR bR TR O R AME AT . e, A IS A
AR B ETE AN S K 5, RGN0 HLEUE Net-
AutoLLM 78 & 1 A7 J5 8 #4314 BRAE ) .

GBS, ARSCXT T8 7 x 10° K/NAY Llama3 |
Qwen 5 DeepSeek-r1 ik ] J7 2 (A 841k . LAh, H 3)
A A 512 B it LLM B AT AT 55 73 i 55 4T 55 I0AT g
T1o RV BRI AT 55 43 R 80RE L AR S U Al 454k
WA 55 50 5 56, 2 BEALHE /R Y =X T FE 4R A RAE T
H.(Reliable Architecture Characterization Tool, ReACT) .
£ )2 2% P 55 (Multi-Level Decision Tree, MLDT) [39] Zi|
SR IR 14 4 LB EE WorfBench TEAL 3 (WORFbench
EVALuation protocol , WORFEVAL) ' VE Ry %ok 1o 356 o
ARICAE W G is g5 h T A B AL, 338 i 5 Net-

AutoLLM (AT 55 43 6e 1 it 47 %) He , LAIE B AT 55
i B A BOPE
4.1.3 EfLIEkR

XFFAT S5 o0, 7% S84 e 245 R i e e A DG |
B PHLH S REEHEZR AN E,

B X S RGN A B 32 W R e AT S5, AR S
K T A ‘/fﬁﬁﬁ%(Accuracy) K5 %2 ( Precision ) |
A 1K (Recall) FlF, 20 BOPERESE b1 -

B X LLM A= iR, 51 A JE T Rouge (19 SCASPE 43
PLPE Al NetAutoLLM A= Ji (4 i 5 i & o 4% 5l Hb , 78
NFD {F 45 i 11 8l 245 46 38 1Al AL il TOP@F , 3 3
AR R kTR B . X NFMAE S5, 8
I I A 5 A B e % i o R R Y CPU R %
TR AR 507 55 ARG O, R A8 2 7 AT 8K
P X F NFD, A SCEEX T HAT IR M) ReACT
7520 \MLDT & %15 4 5% % WORFEVAL #E 28 . % it
B N X5 R 4% i B AE R PG A AT 55, B SRR RS
D SR IR A R . ARG — R N %2
Y SR EAE R AR . RS TR LLM 250
BETE 7 x 10° 4%, FLil i % 500 7R H R bn o I R 1
Ry VTA A
4.2 EHEBEHE

FEPEAG IR R A Dy, K E R (s RS

o o 9 R 08 SCAS AR L ) A S Pk (S A R A Il
) 15 B RO B AT B A FR A
W 2 fit R, AR 7 SR AE bR E K 4 1 BUS 96% F
Yo a5 % W 34 WORFEVAL #2715/ 1 49 A,
HER R AL = 16 1 H 43 . MK ReACT {5505 MLDT,
S-S5 2 B AT 273, FAT R R 5 S R v A G
ik 86% 75 JE 1K 96% . ReACT Kl = 45 1 1R S 5
LB TUARCRAR R, MLDT K 45 44 488 4k 76 DI 25 50308 ob
1555 A8 forb 3 55 B S5 MERA M R %, WORFEVAL # 5]
G B HRE A Fe 280 2R & RGO G 1Y & ZA A
FEAE 55 o3 A i SRR L AAF 220, AR 7 2l i 5
AT S5 o M ML 52 B 35 58 MERR R I BT RCR 1Y 25
B
F2 BHRESHMEENTL

Table 2 Comparison of task decomposition capabilities of each scheme

o TR iEPS i | REWE| Y
/% /% 1% | 2R H | A
ReACT 42 46 11 2 23
MLDT 46 52 49 b= 41
WORFEVAL 66 74 91 7 7
Ours 82 86 96 & 9

4.3 REKRN

S H R IR O N 2% LA L 2 6 TS (4T 45, g
XF B S W s (S (W AE S s B s % ) 19 1)
W, G0 ) 4% b SR IR A AR R R R I AR
BACHE T L VR AR R R 2 A L AR SO T AN TR) I 45 b
50 NI == (= S SN Bl o R =D S D N RN ORI A
5 B, EANTA R ¥ o0 45 49 Ak ol 3F 45 48 1k i SCAR o
LLM RE A5 RO I 430 X 2645 8L, DU 578 B 57 G
AT .

SR, A% Go B AL TG 1A R B SE (5 B . R,
KT B [R5 BE A% A N F BT e i SE Al B R AT
VEAR , AR SCKs TG IR SCAR BUE 48— 5 3 45 4 1k i
1) 3 B 5B A 2 AR e [ S i fa] [ R A T R A
R AT R — A5 18] B A4 B8] 30 o %o 350 4 B a
rF BH B IO B0 45 B, 0 CPU 1) 38 | W) 2% %iE 3R 45 1 4%
PO B A AE Ry 1) 18] 2 51 A 248 2

BE X SCAS i R AR A B R AE B Can iy i 2k
B GEAE ) B S — R E s . R R
i RAT REAR B DGR SCAS 25 B SR ARIR AR BRI
SCE SO IR o A o R AT AR A B . i
28 AR SCBETT RS HE A B I 25 0 I AR AE BT A )
A A 2, DI A B e S0 2 5 AR e S
SR EL AR () B 2 A

W 7 s IRIE SR S BT NetAutoLLM AR A1 7
S B RGDIAT: 55 v A T &5 SR 5 S PRbR 2 2 [] Y D iR
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Figure 7 Confusion matrix for anomaly detection

AT IR TN [R)A5E 70 A ) 4% 400 358 S s 0 ) 45
o QUG T2 ) B A | 3T AR BB A DL R 3T
LLM (57

W% 3 T 78, 7F M 45 45 B8, , NetAutoLLM #H 4% T H:
ARSI AT TG A R, o FE S R AR Y A b AR S
[FIREXT H T B e SR i2 W7 B 2 00 AT 55 L RORE .
BT 5 T A B R L P58 & o ik 2 S Z2 ) 5
FHREAR L RS, I, X RERR S 53,
TR H AR SO A B T A S AR BEA T L

A S — VA T NetAutoLLM 78 = /> HiL Y iz 4
Yy T AR | A () L R B TE) o 4 BE RS TR)
TS Wi ZB RIS W T T B 1] 5 B A [ 2 DA 4 %L
P TF Ui B 25 3 A B[R], A5G T R 2 1 A9 S5 1 e [R] L
KA BAL s st 1a]

W 4 Jros , 6N AR T 2 W i rh B

TR AR, ER R e i, EL A O 3 BERE A A, X
HFR)T e 2 RS siRE U L E T R
PR IR) A, eSS ] E R THE SR . R ER R
R ETh REHRSSEAERE, IR
RUATY ] 50 PR A I S5 o A R U A 3 e A
TR I 5 R Pk ik, HG A ] e I, oA SR AR AR,
T2 5 DR TR TR A D IX 3 I 4% R A O R T R R
JEIE R B R) A2 9 e 2 X T OE A R A ]
LR, BEAb, 28R 4325, 32 2 B0 A A 6
NetAutoLLM TA A J2 it et 41 28 i s 1y 1 % 2 ) Mo s

T S R I R e A U e R R, X Y R A
it Iy 2UAR KRR B b (R E T 15 B Ry se &bk . Wl 8 Jir
TN FER R AL B SR 0 5 R RS R
B fEREAAMIE, BT YA€ I T A
55 LA 4 F A E B TR IO 1 RO P, K
[ERAE IR TE
4.4 THBEWRIE

Tl o 9 U 2 T 4% 3 2 v o MR AR R T ARG G
IR, A PR B R B AR . PR R
IF) B 92 P A B8 2 7 B 0, AR SR R B 2 A 3 3
16 A 4% T A B AR L B I B, ISR T iz R
%f It T RandomWalk . CIRCA Fl NetAutoLLM = Ff1 8 9%
B PERE2E 5%

T E M, RandomWalk F1 CIRCA Ff 4 fig
T A D ey D) 28 540 AT i BE A R . £ XT Random-
Walk , & SCK R G B P i 215 8 5 B &5 B
1k h Rl i A BB B . CIRCA J5 3 75 1 ¢ R
SERPE A o BIE , AR SO 45 40 N2 R A R [ 32
T, R B — A AR S R R 2%, AT S B
I PR S4B SRR R o 1T NetAutoLLM FE A H 5
P AR I B IR ), T L Ak P e O 4% O e R
WA H R MR R A5 , JOT &2 2 WAk 38, W 3 A7 Ak ik
P W 0 O AR O 0 B K

R3 BEHENRERNEERT AT %
Table 3 Presentation of anomaly detection performance for each algorithm unit: %
- SRRl 2 W
R % FEloES LELES F 8 MiRITES FEA RS GRS F 8
SR-CNN 73.45 78.85 83.67 76.05 63.25 71.67 61.25 66.05
CL-MPPCA 74.80 79.72 84.91 77.18 67.61 73.24 71.13 72.17
AnomalyBERT 79.31 84.66 86.71 81.90 77.78 717.78 79.94 78.85
DCdetector 82.51 88.58 87.50 85.44 80.32 80.56 82.38 80.58
TranAD 87.62 89.69 88.64 94.00 — — — —
ImDiffusion 83.45 87.23 90.25 85.30 — — — —
NetLLM 82.00 81.20 87.70 84.32 79.46 78.33 79.12 78.72
Ours 91.89 93.44 95.83 94.61 86.11 86.11 86.90 86.31

TE A iR Eas 4, T I
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%®4 NetAutoLLM ZEREIH R TH5FE KN ETE R 8
Table 4 Time required for NetAutoLLM to perform

anomaly detection in different scenarios

Yt HERI /% HEPLIT ] /min LA TE] /min
HER R 91.33 2.57 9.26
BT | 96.67 0.58 5.38
Mo B G BAR | 9245 0.88 7.92
[ NetAutoLLM  (Xi)
| B NetAutoLLM ({LALF i)
100 " g NetAutoLLM ({{A7T3)
934
N
o
3]&]
3H
Hidriks FEICIES Fr ¥
PRt R bR
FE8 Wb fE BAFAEXT NetAutoLLM P BEFE FR (5 i
Figure 8 The Impact of Dual-Pool information storage on the

performance indicators of NetAutoLLM

N T ORUESE I AP L AR SO = Fh 5 12 2 AR
PR Z8 b 28 it 5 H S A5 B = RS BE 1

BN . % & RandomWalk A% B AN 4% 32 15 ¢ 41 1) K 3
A SOR M RS R 50 3K AR A I R AR 1 5
I A RandomWalk i % A A, LURIE RandomWalk AJ
CEITE S EINEIS

S ZE AN 5 TR, NetAutoLLM 7E 5B 45 537
St A IR 1 T T Y 3 O T AR G ik, R M 4%
AL ) PR A 5 8 S T AT R AR R S

®5 BEENSEWNERESERERT L%
Table 5 Performance comparison of fault traceback tasks unit: %
ik HIAES FEJIES F
RandomWalk 53.10 51.25 52.16
CIRCA 75.00 74.06 74.53
NetAutoLLM 91.67 93.44 92.55

WA 9 e, 0 T s Bl DA 1 S m E) 3 A
NetAutoLLM 75 = i 5 A5 [ O Rp e A . e
Ve IR, NetAutoLLM [ 7 i 8 ik 3] 87.9%, %%
CIRCA Fll RandomWalk 43 I #&F+ T 21.7 4~ 43 5. F145.5
ANEI S PR s R B R 93.8%
NetAutoLLM F L #7E T R I Z R AL 5 2 £ Kitie
() JE BRI, RE %30 1o 22 0 BE R AE 40 M 5 2 T iE 52
SEHERRAS A A ACHERR T

100 918 933 100 " 934 944 100 525 iR
87.9 _O///o———o 88.9
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80.2
78.4 79.3
80 75.0 80 - 74,1 80 74.5
X X S
g 0T > 62 # 0 - 63.1 ;é 70 70 642
S L E L & L
& 60 531 m %0 s W 60 522
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(3 mi B 13675 s T3k B
(a) HERHH (b) Al (¢) F 43Kk
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B 10 A Y IR B E B T £ % %41 38 X NetAu-
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Figure 9 Changes in accuracy, recall rate and F,-score of the fault traceability model under Top@~k
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4.5 WFEERE

A I8 8 i T 58 O IO 46 i B A BHLAA R P A0 3R
o2 [ 2% T A U 1A A O U T I A 2 XU
B, CPU o FH AT | HE R f 25 38 25 B 30 42 Jin il LA
Koot G o P 5 e 45 ) RN 422 B 1 &, 7R AR I LT
R R B ) T R B S B 4N

KRS R AR AR T o 1024 NetAutoLLM 2R GLAG N 2]
H AT i g | 555 B A AT 55 0 il & AR A
VI A0 R B S AR S5 B it 52 e K
BEARUHEAS 0] 8, JOF i BT & R A OF AT 22 iR B AS
WA 11 s, A SCHE e sk 1 IR B 0 B
B, KRB I 50 BEAE 200 43 /s AN . B4R TN
FEUT 10% , 7ER 1 T 48 ms, i CPU i I B ik 3 24
50%. I, NetAutoLLM 7 & B S5, 78 /5 78 35 I
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Figure 10 Discussion among multiple experts on the impact

on the performance of NetAutoLLM
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Figure 11 Changes in packet loss rate, CPU utilization, bandwidth, and latency under malicious traffic
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Figure 12 Text display of LLM-Based organization, analysis,

and mitigation strategy generation

A AZ B an &l 13 FF 78, NetAutoLLM Az 5% ) 55 £8)
VAR S T 3 i e S AL o 3% A SR D 2% B

T AEmE BT, ZE A B 47 3 iptables ST 100 /s (93
I PR 5 rb g B A 1S A% B 35 6 D5 (Transmission
Control Protocol , TCP) ¥ i S B0 ; & H By 3 gk —
DAL % B2 A H 8005 B s =0 D B Al 55 v 141 52 il 7™
it R 3 SCAS o at PFA

Q Esaamk

def execute defense measures (defense_level:) \

defenses= {
"low":[
"iptables- A INPUT- m limit-- limit 100/sec-j ACCEPT",
“iptablesA INPUT- j DROP” -+

1,
"medium"{
"iptables- A INPUT- m limit-- limit 50/sec-j ACCEPT",
"iptables- A INPUT- j DROP",-+*
1,
"high"[

"iptables- A INPUT- m limit-- limit 20/sec-j ACCEPT",
"iptables- A INPUT- j DROP",»+= ],

"emergency"{
"iptables- A INPUT- m limit-- limit 10/sec-j ACCEPT",
"iptables- A INPUT- j DROP", ++= ]

E13  LLM A 3k AE iAoy s

Figure 13 Partial demonstration of LLM-Automated script generation
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BT LB, & S SCAS TR
BV B i FH A AT 10~15 4> 7 43 5
ABETE LL GPT-40 A I 42 % 52 B2 AE B I 4%
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Rouge P73~ ¥ {6 . VAl J7 15 BEAE % 00 | 74 6 b 4y
e [ AU TR A ) 48 R DG SCAS IR A o 2 25 7, M S
SLAEARLOLAL 5 0 AR A TR -

AR SCAE A 1) o HE PE AL 32 BT X I 4515 R R
AR S AT 55 o0 i 00 T 58 DL R I % i 1 i D
2o JEXAE S5 2 AR vl LAY SCAR T 55 Rouge W43 )
TR

H T NetAutoLLM 7 & J T Llama3 (7 x 10°) 5
Mo B, AR SCXF E AR B R A 4 B 2R Llama3
(7 % 10°) FIEAE 7 x 10° 2805 1Y QWen 5 DeepSeek-rl .

AR E T BRI Rouge PR R R . &
ZE 3R 6 T 7, NetAutoLLM AH %8 F AR Y 25 A9 Qwen |
Llama3 } DeepSeek-r1 #£ SCAS A= B i i 1 HAT B 2 (1)
B o JC A R SO A RS R P R B 5

F6 NAERLEMREBITME BT %
Table 6  Text generation quality evaluation form unit:%
Method ROUGE-1 ROUGE -2 ROUGE-L

Precision Recall Precision Recall Precision Recall
QWen(7x10°%) 14.15 17.21 1.12 1.28 11.88 18.28
Llama3(7x10°) 14.61 21.43 4.18 5.23 17.12 20.95
DeepSeek-r1(7x10%) 14.88 20.19 5.77 6.75 19.62 23.47
NetAutoLLM 45.34 54.76 16.15 18.92 34.09 26.32

4.6 TEZFIENWIE
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HPREERENH R =L TR C A
Bl FE AR 2 2] AR SCHE AT AE I R T R A = 1Y
M2 VA TS5 55 B . B T NetAutoLLM 1) 4%
B G it T TC 6 T 5 99 il 1 AH OC 3 se A ik
PAEA A, anE 14 778, NetAutoLLM £ 2% 0] LS )
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Figure 14 F -Score variation in anomaly detection and fault

localization with increasing case updates
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Figure 15  Substructure bisualization of routing

misconfiguration failure scenario
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