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Abstract: Swarm intelligence has emerged as an important frontier in artificial intelligence, with broad potential in
complex-environment perception, distributed decision-making, cooperative task execution, and coordinated control of un-
manned systems. As a representative physical platform for swarm intelligence, multi-unmanned aerial vehicle (UAV) sys-
tems have attracted considerable attention in disaster response, area surveillance, target search, environmental monitoring,
and emergency communications due to their high maneuverability, flexible deployment, and strong cooperative capability.
However, most existing studies on consensus control of multi-UAV systems rely on ideal communication assumptions, typi-
cally assuming continuously available links, accurate information exchange, and negligible cyberattacks. As a result, these
methods are difficult to deploy in practical networked environments that are open, dynamic, and vulnerable to communica-

tion impairments. In particular, in open-network environments, communication channels are often simultaneously affected
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by bandwidth limitations and denial-of-service (DoS) attacks. Bandwidth limitations preclude continuous high-precision ex-
change of state information among UAVs, whereas DoS attacks cause intermittent communication outages, thereby prevent-
ing timely control updates, increasing tracking errors, and potentially destabilizing the closed-loop system. Therefore, the
study of distributed consensus tracking control for multi-UAYV systems under the joint effects of bandwidth constraints and
DoS attacks is of clear theoretical and practical significance. To address these challenges, this paper investigates the consen-
sus tracking problem for multi-UAV systems under the dual constraints of DoS attacks and limited communication band-
width, and develops a distributed control protocol based on finite-level quantized communication. Under a periodic sam-
pling scheme, a dynamic quantizer with an adaptive scaling factor is introduced so that the quantization range can be adjust-
ed online according to the system state. This design reduces the communication burden while improving the quantizer’s abil-
ity to accommodate state evolution, thereby avoiding the loss of quantization accuracy and quantizer saturation associated
with fixed-range quantization. To mitigate the degradation in coordination performance caused by DoS-induced communica-
tion outages, a state estimation mechanism is further incorporated. During communication interruptions, each UAV predicts
and compensates for the states of its neighbors using the system model and locally available information, so that control up-
dates can still be executed. As a result, the proposed scheme improves the continuity of system operation and enhances resil-
ience against disturbances and malicious attacks. Using Lyapunov stability theory, this paper provides a rigorous analysis of
the stability and consensus tracking performance of the closed-loop system, and establishes explicit relationships among the
DoS attack duration, attack frequency, sampling period, control gain matrix, and quantization parameters. The analysis
shows that, if the attack duration and attack frequency satisfy prescribed upper bounds, then asymptotic consensus tracking
of the leader can be achieved under finite-level quantized communication by properly selecting the control gain matrix, sam-
pling period, and quantizer parameters, while maintaining the dynamic quantizer in an unsaturated regime throughout the
process. Numerical simulations further show that the proposed distributed quantized control protocol preserves satisfactory
tracking accuracy, communication efficiency, and robustness under the combined effects of DoS attacks and bandwidth con-
straints, thus confirming the effectiveness and advantages of the proposed method.

Keywords: multi-UAV swarm intelligent systems; denial-of-service attacks; distributed control; consensus tracking;
dynamic quantization; limited communication bandwidth
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Figure 3  Position tracking error curves of the multi-UAV system under

DoS attacks
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