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Abstract: Thumbnail-preserving encryption (TPE) is an important method to balance the privacy and availability of
images in cloud environments. In pursuit of superior security, secret keys are generally generated using the image-related in-
formation under the assistance of a dynamic update mechanism. However, receivers may fail to obtain the correct keys due
to the information loss or tampering. To address this issue, a lightweight blind decryption model based on generative adver-
sarial networks (BD-GAN) is proposed for TPE images. This work devotes to better reconstruction performance of the im-
age through the improvement of the generator and discriminator, and optimization of the loss function. In our scheme, the

generator is designed based on an improved U-Net architecture, and it employs a cascaded structure composed of encoder,
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transcoder, and decoder modules. Multi-scale attention fusion modules (MSAF) are embedded in the encoder and decoder,
respectively, to achieve cross-layer fusion of multi-scale hierarchical information. By this means, image details are reserved
to the maximum extent, and the problems of information loss caused by repeated sampling and long-range dependencies in
deep networks are addressed. The bottleneck layer of the U-Net network is replaced with a transcoder composed of cascad-
ed multiple residual blocks, so as to promote the efficient transmission and learning of extracted features. Moreover, to
solve the problem that the local discriminator only utilizes the local features of the last layer and ignores the multi-scale se-
mantic and texture information contained in the intermediate layer features, a local discriminator with multi-layer feature
feedback is designed, which returns multiple intermediate layer features for adversarial training. Through the layer-by-layer
output of features, the capability of perceiving the multi-scale textures is enhanced. In addition, a joint optimization strategy
integrating visual perception loss, adversarial loss, and identity consistency loss is adopted to optimize the loss function.
Specifically, the linear combination of these loss components serves as the optimization objective, and the model is trained
by minimizing the overall loss to improve the visual quality of the reconstructed images. Experimental results show that the
proposed model can perform for various TPE algorithms without any secret keys, and the failure of decryption can be avoid-
ed even if the secret keys are damaged. More importantly, on the premise of not degrading reconstruction performance, our
model has lower training computational overhead and deployment cost. Compared with the traditional GAN employing a U-
Net network and local discriminator, the peak signal to noise ratio (PSNR) values of the reconstructed images are improved
by 0.632 8 dB, and the fréchet inception distance (FID) values are improved by 14.361 0. Notably, in comparison with the
diffusion models, our model offers a satisfactory reconstructed image while reducing parameters and computational cost by
more than 5.120 % 107 and 2.807 x 10", respectively. This study provides an effective emergency decryption scheme for us-
ers who have passed identity verification and legal authorization, which improves security redundancy.

Keywords: blind decryption model; generative adversarial network; residual blocks; self-attention mechanism; local
discriminator
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Figure 4  Visualization results of reconstructed images from different categories via BD-GAN
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Table 1~ Reconstruction performance for different image categories

K g PSNR/dB SSIM
PN 23.5386 0.826 4
i 22.425 1 0.7222

A 16 23.387 6 0.764 7
X5 22.3262 0.703 1
IR 21.648 0 0.702 8
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Figure 5 Visualization results of reconstructed facial images via BD-GAN
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Table 2 Reconstruction performance of facial images

Jrik PSNR/dB SSIM 44 FacelD/%
ITPE(X8) 23.5386 0.826 4 60.81
HF-TPE(X8) 30.439 8 0.9275 95.48
HF-TPE(X16) 29.170 6 0.908 0 93.55
TP-HVN(X8) 22.306 7 0.777 3 51.92
TPE-ADE(X16) 20.274 4 0.761 9 40.62
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Figure 6 PSNR and SSIM values of reconstructed images with different

weighting coefficients
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Figure 7 Quality of reconstructed images versus the number of residual

blocks and generator parameters
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Table 3 Ablation experiment results of each module in the generator

(e PSNR/dB SSIM
U-Net f 1 22.905 8 0.804 4
U-Net+ResBlocks 17 23.298 0 0.8156
U-Net+MSAF %1 23.366 7 0.8159
U-Net+ResBlocks+MSAF Hi%l 23.538 6 0.826 4
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Figure 8 Visualization results of reconstructed images with different discriminators
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Table 4 Comparison of reconstruction performance metrics for different

discriminators

FH 5 PSNR/dB SSIM FID
[ ba bk 236189 | 0.8219 | 65.0360
SR F S 234078 | 0.8208 | 47.2337
ZIZFHE RS SRS | 23.5386 | 0.8264 | 328727
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5.120 x 107.6.484 x 10" #12.807 x 10"°,5.041 x 10",
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Table 5 Performance comparison of different schemes

LY SSIM E~isn IS
Pix2Pix™ 0.695 4.460 x 10 1.057 x 10"
STUNet"! 0.791 2.481 x 10’ 4.178 x 10"

SR3™ 0.822 9.781 x 10’ 4.593 x 10"
DDCM™! 0.826 1.115%x 10° 6.827 x 10"°
BD-GAN 0.826 4.661 x 10 1.786 x 10"
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