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Abstract: With the rapid evolution of cybersecurity technologies, mainstream applications, social platforms, and con-
tent services have widely adopted encryption protocols to protect user privacy. This trend has made encrypted traffic the
dominant form of modern network communication, but it has also rendered traditional deep packet inspection (DPI) tech-
niques—which rely on plaintext payloads—completely ineffective. Against this backdrop, encrypted traffic analysis has
emerged as a critical technology for safeguarding network infrastructure security, optimizing network resource allocation,
and maintaining service quality, becoming a key research focus in the field of cyberspace security. Confronted with com-
plex and dynamic encrypted traffic, traditional machine learning approaches heavily rely on expert-driven, cumbersome
manual feature design, struggling to adapt to the dynamic obfuscation characteristics of modern encrypted traffic. While
deep learning-based analysis methods excel in feature extraction, their high computational costs and requirements for large-

scale labeled data limit deployment in resource-constrained scenarios. In recent years, large language models (LLMs) have
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emerged as a novel technical pathway to overcome these limitations, leveraging their exceptional self-supervised pre-train-
ing paradigms and robust long-sequence context modeling capabilities. LLMs treat unstructured traffic bytes or statistical
features as a specialized network language, enabling a paradigm shift from specialized small models to universal foundation-
al models. This paper systematically summarizes and deeply analyzes LLM-based cryptographic traffic analysis methods
across four core downstream tasks: traffic classification, malicious traffic detection, traffic prediction, and traffic generation.
First, it outlines the general technical workflow from traffic collection, data processing, feature extraction, model construc-
tion and fine-tuning, to inference evaluation. Second, for each downstream task, this paper delves into the technical evolu-
tion and architectural innovations across different studies: for traffic classification, it explores the progression from discrimi-
native fine-tuning based on BERT to zero-shot reasoning using generative large models, demonstrating robust generaliza-
tion capabilities across protocols and sparse data scenarios. For malicious traffic detection, we detail the multifaceted roles
of LLMs as feature encoders, classifiers, and even explainable decision-makers, highlighting their superiority in capturing
deep semantic patterns when confronting multi-stage covert attacks and unknown threats; For traffic prediction, we contrast
traditional time-series models with large-model autoregressive generation in capturing high-dimensional spatiotemporal de-
pendencies within networks. Regarding traffic generation, we summarize how models transcend mere statistical distribution
fitting to achieve controlled, high-fidelity traffic generation that strictly adheres to protocol state machines. Finally, this pa-
per summarizes key challenges facing the field, such as data distribution skew and constrained deployment resources, and

outlines future research directions from dimensions including building a multimodal data ecosystem and enabling light-

2026 4F

weight deployment through edge-cloud collaboration.
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Figure 2 A large-model-based network traffic classification framework
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Table 3 Summary of traffic classification work based on the BERT encoder
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Table 4 Summary of traffic classification work based on general-purpose LLM models
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Figure 3 Typical framework for malicious traffic detection
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Table 5 Summary of anomaly detection methods
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Table 7 Summary of traffic generation research for security countermeasures and complex scenarios
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