54y = F oo Vol. 54 No.4
2026 4E4 H ACTA ELECTRONICA SINICA Apr. 2026

R T Fliplt {25 5 28 se ks b2z I iy
S R 875 AR R AL B 1

%é)lll,éﬂ?ﬂalzz*,%(%él,m 1%1,2,3’7!‘\7];};%],2,3
(1. B TR ZE TR AN 45000252, RG24 W45 45 (] P A 4 4 B S S0 =, Tl R 40 4500005
3. 452 [B) 28 0 0 S IR =, T R B 450000)

W OE: U FEMSTE6GHAE Tl BB S5 R4 o T3z B, TP o0 A X T I el e e e o o) 2%
B0/ vy A7 S TS @ g B TR U I o 7 N R e 7 I ) S LI (E M W S i = 9308 T O R NS L L VIR AN
M0, FESE PR U Bk B2 oy, R 05 730 8 0 18 B ) B AR TE N T 22 W56 (A RS S At s, L 997 XU A7 AR AR L 1 SR W 52
A D5 SR BOR A B Ik e 5 1, sCR P e S AR S AL, 200 T B ST B A R A IR A e e B
T Bh AT W Bl AR A ., Tok vt 220 i 25 S5 PR A A0 R B PP AR, T BOR W 78 TT 50 R s A PR i i R o X A
()R, AR SCHRE Y — L I Fliple #2585 258 Be AR b 27 =) (0 3 S B BB ML RO 1 o 1 8, 43 B X 45 22 4R A il
AR K IE T PR BRI 2R SRS ] B 7S AR FE R IR AR 43 5 | S IO 1) st 2 50, 4 Al DR A 40
P B i 0 AR 2L, TR S U 3 S o A L A ) PO 5 PR A T AR AR SRR T 4% 48 SIS L SIR %5 8y ) 2 A5 7 220 ek B s PR 22
A B b o R, o3 A Sr Yook 3 5 B AR & B K SR X BB 200 S B I P RRAE AR B, 78 L LAl B D e
Fliplt {25 R0, 58 X Z0 5w T A& SR A R 8] A RESR AL, 28 1 T Bl B 78 B il 29 3T R i, SR G SR
JH 2278 R A 0T 3t 5 WA AL ( Multi-Agent Proximal Policy Optimization , MAPPO ) 34325 , A rpuC Ak I 25 20 A AT g i
fb2E STHESL T R AR ZS (8] L SV 23 1A] 5 22 it e 850, 3 3l T B ) BB AR 1) 725 28 145 SR I Ak, SR e L 3 B0 )5 A R AL %
R ME . SLIEAE Mininet f5 LA 5 /NI EL SR L HE AT, 45 SR 2 B r 82 7 VL Re W A 2L UL AL B BRI B L3S ¢, DR
RIS 5 RSB 1 83.2% , Tl B R 4 MFD-PPO J7 ¥ K 44.85% , Tt £2 80N 2 54 FP 7 42 71 38.4% , [Fi)
B, 78 R A PR PR ZS T A LU TP kAR A5 2t I T X b ik, 38 T T4 i e PR B 7 AR R A 5 IR IR T4
T 2R AR

KR = IHE] R B ; B Fliplu gy ; 28 eiRTR A% 2T 5 B AR B AL

HEWE: EZRESPAITR(No.2024YFB2906704, No.2023YFB2903902) ; 56 1 18 {55 I’ 4= [ 5 45, 9286 %5 Kk 4
PR (No.FFX24641X028)

hESZES:  TP393;TN915.08 XERFRIAAY: A MEHS: 0372-2112(2026)04-1823-12

8 F 3 URL:http://www.ejournal.org.cn DOI1:10.12263/DZXB.20260221

A Deception Defense Timing Selection Method Based on Fliplt Game with
Time Delay and Multi-Agent Reinforcement Learning

PEI Jinchuan', HU Yuxiang"*"", YU Hongtao', TIAN Le"*’, LI Menglong'*”
(1. Information Engineering University, Zhengzhou, Henan 450002, China;
2. Key Laboratory of Cyberspace Endogenous Safety & Security of Henan Province, Zhengzhou, Henan 450000, China;
3. Key Laboratory of Cyberspace Security Ministry of Education of China, Zhengzhou, Henan 450000, China)

Abstract: The cloud-edge collaborative network is widely applied in key fields such as 6G communication and indus-
trial internet. Its open and distributed characteristics are facing continuous evolving network attack threats. Network decep-
tion defense uses resources such as honeypots and decoys to interfere with the attacker’s cognition, but its effectiveness
highly depends on the timing of the rotation of deception resources. However, in actual offensive and defensive processes,
there are unignorable state transition delays in the deployment of deception assets and the spread of attack penetration, and
both the attacker and defender have continuous strategic interactions. Existing methods or assumptions that the state transi-
tion is instantaneous or adopt static mechanisms such as fixed cycles ignore the state transition delays and the dynamic inter-
action between the attacker and defender in the actual offensive and defensive process, making it impossible to accurately

depict the temporal characteristics of the evolution of the offensive and defensive states, resulting in insufficient adaptability
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of the strategies in the real high-dynamic environment. To address these issues, this paper proposes a deception defense tim-
ing selection method based on time-delay Fliplt game and multi-agent reinforcement learning. Firstly, it analyzes the evolu-
tion characteristics of network security states and introduces six transfer paths between four node states (normal, protected,
infected, and damaged) into corresponding time-delay parameters to construct a time-delay differential equation system that
integrates state transition time delays, forming a network state evolution model that is closer to the actual physical process
and compensates for the shortcomings of traditional SIS, SIR, etc. dynamic models that ignore time-delay factors. Secondly,
it establishes models for the attacker and defender, formalizes the offensive and defensive confrontation as a game process
with temporal characteristics, and proposes a time-delay Fliplt game model to explicitly depict the delay mechanism be-
tween the strategy being issued and taking effect in the state, and gives the utility functions of both the attacker and defender
under the time-delay constraints. Then, using the multi-agent proximal policy optimization (MAPPO) algorithm, a central-
ized training and distributed execution reinforcement learning framework is constructed, designing the state space, action
space, and reward function, and solving the optimal deception defense timing rotation strategy through the continuous inter-
action and strategy evolution of the offensive and defensive agents. Experiments are conducted in the Mininet simulation en-
vironment and a small-scale real testbed. The results show that the proposed method can effectively optimize the selection
of defense timing, maintaining a stable protection state node ratio of 83.2%, reducing the attacker’s utility value by 44.85%
compared to the MFD-PPO method, increasing the attack interception success rate by 38.4% compared to the FP method,
and significantly reducing the IP hop frequency compared to the comparison method under the same protection state node
ratio, verifying the comprehensive advantages of the proposed method in ensuring defense effectiveness and reducing re-
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Figure 1 Evolution diagram of cybersecurity status
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Figure 2 Schematic diagram of attacker penetration
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Table 1~ Simulation parameter settings

PiHZHL i
AN ] PR 77 AR A s 4 SRR 0.5~2.0
PAALIN [h) P F ek ST e 1.0~2.5
P RS R I « 0.5~1.2
R R R 0.1~1.0
et sl BAR BRI A ¢, 0.4
PP YR B BN A 1) B IR A ¢ 0.2
L Il ic D 100 000
P 1y 0.95
ik RN 128
e 2000
P ] 25 512
HITSH 0.2
LB S 0.01

5.2 XIS
5.2.1 WSS

A TD-Fliplt-MAPPO 5% H actor X 4% 2% 2] %
X BV WA SIS M, AR T 1 2R ) R4 IR 1107
Sx107°* A 1107 HEAT ISR, B S R/R T IEA IR % 2 &
T B R e AR 5 T A R e A R O R R R 1 25
M5 AE fh i 42 .

IS (a) HaT UE ), = 2 > SR SRR (0 55 0k
SEPRN SR, H B RO R AR R T A, o,
2 ) R X107 B, Y 2 R A 2%, w0 B A Sl
JE RN 5 24 2] RN 1107 i, AR A b TR H AR
Y ] B 3, H R ZSUE B A T2 S 0
5x107* B P CBIUIE 5 2% > 6k Sx 107 B, AN A& 30tk
B G WSSO B, L7 A I S R P R R G 1S
Tt foe 235 3 d5e i 1) B AR & A5 /KT RIS, 1 5 (b)
T 5 8 R A A 550 ol 2 o 3 B L AR R R A 2 )
Fak ey I, Y R W e 1 B0 T AR K T
TE 57 2] F2 08 5x107 I, Bty 7 200H] Wie 8 381 A0 X 48 1
. 25 ERraR, 2% 2 A Sx 107 EARIE Y 2R3 R 1 TR
of St T 1 A AU AR M S R Sk R, BB AT AU i L By
XU W A B R A o DRI, AR SR e 46 5% 107 4
i TD-Fliplt-MAPPO 557k 1 2% 2 5% DL S 3 4 A i Il
HGAOR 5 RSB ETE



S A BE T I Fliple (2% -5 2298 BEURSR A0 ~J 1t Ui 977 780 PR AL 3BT %

1831

o4 W
200 ~
150
o
B
=3
100
—— 3] H = 1x107
—— 22 % =5x107"
o — 3 FE = 1x107*

0 500 1000 1500 2000
ml&
(a) D& 0 e Al St 26

(a) Convergence curve of the defender’s utility function

100

—— %] EH = 1x107
80

BORME

60

40 + ~
e e,

0 500 1000 1500 2000
[EIREy
(b) Mok 2 R e Bl Sk 2
(b) Convergence curve of the attacker’s utility function
5 S5Ot R S 2k

Figure 5 Convergence curves of utility functions
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Figure 6 Network node status change curve
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Figure 7 Comparison of the effectiveness values of different methods
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Table 2 The frequency of IP hopping for different methods
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Table 3 Comparison of actual test bed experimental results
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