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Abstract:  As is well known, network traffic has become increasingly massive and encrypted. Due to limitations in
computational and storage resources, traffic analysis systems struggle to perform online modeling and full-volume storage
of high-speed encrypted traffic. Existing systems typically adopt a “store-then-select” strategy, wherein all target encrypted
traffic is fully retained before being selected for analysis. However, this strategy relies on manually defined retention targets
(e.g., specific IP ranges), making it difficult to adapt to dynamic traffic evolution and resulting in a diminishing marginal
value of retained data. Despite deliberate efforts to increase the diversity of retention targets, the absence of a systematic val-
ue evaluation framework hinders the accumulation of data value and precludes the feedback-driven optimization of reten-
tion strategies. To address these challenges, this paper proposes FreshHunter, a freshness modeling approach for encrypted
traffic analysis. FreshHunter systematically models the freshness of encrypted traffic from three dimensions: temporal, spa-

tial, and semantic. The temporal dimension adopts Newton’s law of cooling to describe the natural aging of encrypted traf-
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fic, whereas the spatial and semantic dimensions extract structural features that are universal across types and behaviors. In
addition, FreshHunter constructs a freshness-aware contrastive learning framework that incorporates learnable class centers
to enhance the consistency between traffic embeddings and their corresponding centers, preserve the diversity of traffic sam-
ples, and thereby enable a “select-while-storing” mechanism for retaining high-freshness samples. During retention, Fresh-
Hunter continuously aggregates the embeddings of high-freshness encrypted traffic into learnable class centers, thereby
forming a unified representation of representative traffic features. Meanwhile, it employs feature drift detection and adaptive
correction mechanisms to dynamically update these class centers and capture the temporal evolution of traffic features.
Thus, FreshHunter captures high-value, representative encrypted traffic samples along with their temporal evolution, facili-
tating an upgrade from instantaneous data capture to sustained knowledge accumulation, while supporting forward knowl-
edge consolidation and backward adaptive optimization for downstream encrypted traffic analysis. Comprehensive evalua-
tions are conducted on real-world datasets covering three representative encrypted traffic analysis tasks (i.e., internet of
things (IoT) device, mobile App, and website identification) across nine mainstream analysis algorithms. Experimental re-
sults show that FreshHunter improves the F-score of downstream encrypted traffic analysis algorithms by approximately
15% to 60%, outperforming the three baseline traffic selection methods: Random, dynamic time warping (DTW), and tree
shapley additive explanations (TreeSHAP). Even under traffic feature drift scenarios, FreshHunter maintains strong adapt-
ability, improving algorithm performance by around 20%. Overall, this study offers a novel technical pathway for advanc-
ing data efficiency and model adaptability in encrypted traffic analysis under resource-constrained conditions.
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Figure 2 Freshness-aware contrastive learning for encrypted traffic filtering
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