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Abstract:  Traffic fingerprinting attacks can be applied to hidden services de-anonymization in the Tor (The Second
Onion Router) network. Due to the limitations of the Tor network protocol, traffic on the hidden service-side is difficult to
obtain. Therefore, traffic from other positions is used as a substitute for hidden service-side traffic to train remote finger-
printing models. However, fingerprinting models face structural changes in packet sequences caused by data caching, en-
cryption/decryption, and repackaging at Tor relays, leading to performance degradation during position migration. Existing
methods, whether at the model or data level, can partially mitigate random noise but struggle to accurately fit structural dif-
ferences induced by protocol mechanisms. This paper delves into the forwarding mechanisms of Tor traffic and proposes a
context-aware remote cell sequence estimator method, called remote cell estimator (RemoCellEst). This approach introduc-
es a cross-packet residual compensation mechanism to dynamically adjust payload offsets at boundaries of each packet,
thereby reconstructing consistent cell sequences across position and enhancing the model’s capability for positional migra-
tion. Experimental results demonstrate that remote fingerprinting attacks based on cell sequences reconstructed using the Re-
moCellEst method achieve an accuracy of 94.85%, representing a 6% to 16% improvement over which using bucket-based
estimator methods or directly using TCP (Transmission Control Protocol )/TLS (Transport Layer Security Protocol ) layer traf-
fic. This paper attributes the position migration challange in remote fingerprinting attacks to interpretable and modelable
structural differences in packet sequences, offering a novel perspective for subsequent research such as encrypted traffic

analysis and flow correlation.
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Table 1 ~ Comparison of different robustness methods in hidden service De-anonymization
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Figure 5 Comparison of the estimation errors on Cell counts across different hidden services
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Figure 6  Comparison of cumulative Cell sequences between real Cell sequence and two estimation methods under the hidden service proxy side and the

hidden service side traces
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Table 4 Accuracy of different traffic fingerprinting models under TCP, TLS, and reconstructed cells

FER TCP TLS Bucket-based RemoCellEst
DFB 0.796 2 0.679 3 0.750 9 0.948 5 (+0.152 3)
Var-CNNH! 0.714 1 0.6102 0.752 6 0.920 2 (+0.167 6)
WF-Transformer'”’ — — 0.649 8 0.724 0 (+0.074 2)
pF'¥ 0.858 1 0.637 8 0.8273 0.923 0 (+0.064 9)
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Table 5 The accuracy of hidden service de-anonymization under

different training strategy

A TCP F 531 RemoCellEst
DFB 0.796 2 0.750 9 0.948 5 (+0.152 3)
TF® 0.780 1 0.1675 0.937 4 (+0.157 3)
NetAugment”"! 0.8155 0.793 7 0.946 6 (+0.131 1)
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Table 6 The Impact of Timestamp Approximation on the accuracy of

hidden service de-anonymization layer

FEEAY TCP i RemoCellEst
DFB 0.817 8 0.750 9 0.948 5(+0.130 7)
I [ 37 51 0.387 8 0.644 5 0.728 9(+0.084 4)
Tik-Tok™*!! 0.676 6 0.803 2 0.940 9(+0.137 7)
RF™ 0.504 1 0.5297 0.641 4(+0.111 7)
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Table 7 Comparison of hidden service de-anonymization capabilities under different data transmission volumes in the PHST dataset

. High Low
itz
Accuracy Precision Recall F1 Accuracy Precision Recall F1
Cell (upper bound) 0.9503 0.958 2 0.950 3 0.9503 0.967 1 0.968 2 0.967 1 0.966 6
RemoCellEst 0.950 3 0.9580 0.9503 0.950 6 0.920 7 09145 0.9207 0.907 6
Bucket-based 0.791 0 0.856 9 0.7910 0.771 0 0.717 1 0.741 6 0.717 1 0.706 6
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Table 8 The comparison of the accuracy between the RemoCellEst and bucket-based divided methods for cross-position traffic for remote fingerprinting

attacks under different numbers of relays

[ e Bk IR it =W AR A 43 RemoCellEst

Client-Entry Entry-Middle 0.8722 0.843 9(—0.028 3)

Entry-Middle Client-Entry 0.9117 0.911 3(-0.000 4)
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Table 9 The impact of segmentation strategy and End-of-segment residual processing in RemoCellEst for hidden service de-anonymization
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Table 10 The performance comparison between RemoCellEst and bucket-based divided methods under single-position traffic fingerprinting attacks
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