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Abstract: Quick UDP internet connections (QUIC) protocol has been proposed to provide fast, stable and secure web
services. Its encryption properties provide a protective shield for malicious websites. To detect malicious websites in QUIC
traffic, website fingerprinting (WF) attacks have become a research hotspot. As the QUIC protocol is being gradually imple-
mented, it is essential to conduct an early and rapid WF attack for new QUIC-enabled websites. Attackers must continuous-
ly monitor whether websites begin supporting the QUIC protocol, once QUIC is enabled, crawl a small amount of QUIC
traffic for rapid training of new attack models. This type of attack may be termed an incremental few-shot website finger-
printing attack. However, the scarcity of training samples renders existing deep learning methods ineffective in constructing
effective deep features. Moreover, current methods extract initial features from the transmission control protocol, which fail
to capture the characteristics of the QUIC protocol and thus inadequately represent QUIC traffic. These limitations result in
existing methods performing poorly when conducting incremental few-shot website fingerprinting attacks under QUIC traf-
fic. To address the issues, we analyze QUIC-specific characteristics and their importance for WF attacks. The addition of
QUIC-specific characteristics provides a more comprehensive representation of the QUIC-enabled websites. Meanwhile, a
graph-based few-shot incremental website fingerprinting attack method is proposed to mine the potential characteristic rele-
vance from a global perspective. It further improves the representation ability of the attack models. To simulate the emer-
gence of new QUIC-enabled websites in the monitored list, we crawl the traffic of two groups of websites one-month apart.
We conduct comprehensive experiments to evaluate the effectiveness of the proposed characteristics and method in the col-
lected QUIC-enabled website traffic. Compared to the state-of-the-art method, the accuracy of the proposed method is im-
proved by 1.01%~6.84%.
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Table 1 QUIC-specific features and corresponding symbols
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Table 2 Flow statistical features and corresponding symbols
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Figure 4 Ranking of feature importance
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Figure 6  Results of the validity experiment
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Table 3 Accuracy of each method in the FRONT defense scenario

unit: %
train_size 2 6 10 14 18
DF 31.34 29.03 29.42 29.03 32.98
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GWF-QUIC-¢ 5.0 8.57 6.94 6.94 6.94
GWF-QUIC-h 5.0 5.97 6.93 6.93 6.93
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Table 4 Accuracy of each method in the Tamaraw defense scenario

unit: %
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DF 5.67 5.0 5.0 5.09 5.0
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Figure 7 Results of the open-world robustness experiment
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Figure 9 Contribution of the GWF-QUIC method
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