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Abstract: Network traffic representation and classification plays an important role in network security and manage-
ment. Due to local convolution operations, traditional convolutional neural networks (CNN) are insufficient to handle the
complexity and variability of modern network traffic. Although Transformer-based methods have achieved certain results in
traffic sequence processing, the quadratic computational complexity of their self-attention mechanisms leads to high re-
source consumption and low efficiency when processing long sequences. Meanwhile, this architecture does not prioritize

time dependencies, leading to a loss of local sequence consistency. The recently introduced state-space model (SSM) Mam-
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ba achieves computational efficiency that scales linearly with sequence length, showing advantages in local dynamic percep-
tion and long-sequence processing. However, because it compresses historical information into a fixed-dimensional hidden
state, its ability to capture long-range dependencies and global traffic features is limited. To address these issues, this paper
proposes encrypted traffic pre-trained model with long-range dependency and dynamic perception (ET-LDP), an encrypted
network traffic pre-trained model based on long-range dependency and local dynamic perception. Instead of traditional ar-
chitecture concatenation, the model integrates multiple types of modules from the perspective of traffic characteristics.
Based on the multi-granularity nature of network traffic, which includes flow-level global statistical patterns and byte-level
local semantics, a cross-architecture collaborative structure is constructed. ET-LDP introduces the mixture-of-experts
(MoE) mechanism inside the Mamba layer. Through a routing strategy combining shared parameters and private gating, the
model dynamically allocates tokens with different semantics to specific experts, which improves model capacity and local
feature perception capabilities while maintaining a low computational overhead. For extracting global long-range dependen-
cies, the model designs a mixed attention module. It first utilizes Agent Attention to aggregate local information and reduce
redundant computation via agent tokens, and then combines softmax self-attention to complete fine-grained context associa-
tion extraction. To solve the differences in information flow and feature space between the Mamba module and the attention
module, this paper further designs cross-architecture bridging components, realizing structural alignment and mutual com-
plementation of the two heterogeneous features through an information interaction mechanism. This flexible architecture al-
lows configuration for specific resources and targets. Considering the diversity of network traffic and tasks, ET-LDP adopts
a self-supervised learning mechanism to pre-train generalized representations from large-scale unlabeled traffic data. Evalua-
tions on 7 public network traffic datasets, covering virtual private network (VPN), the onion router (Tor), malware, and
cross-platform applications, indicate that the proposed ET-LDP model outperforms state of the art (SOTA) methods in clas-
sification performance. On the China science and technology network-TLS 1.3 (CSTNET-TLS 1.3) dataset using new en-
cryption protocols, the accuracy is improved by 0.013 2 compared to the best-performing counterpart. In efficiency tests, at
a batch size of 64, the inference memory consumption of the model is 0.6 times that of similar Transformer models, show-
ing a good balance in throughput and computational latency.

Keywords: network traffic classification; Mamba-Transformer hybrid model; pre-training; mixture of experts
(MoE); state-space models (SSM); deep learning
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Figure 4 Diagram of the hybrid module structure for ET-LDP encoder
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Figure 6  Architecture of the M2T-Bridge and T2M-Bridge
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N TP TP+TN
Precision = s TP TN FPEN )
Recall = P TP+ TN (40)
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Precision x Recall TP+TN
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Table 1 Comparisons of various methods on CrossPlatform(Android i0S) and CICIoT2022 datasets
. CrossPlatform(Android) CrossPlatform(i0S) CICI0T2022
ik AC PR RC F, AC PR RC F, AC PR RC F,
AppScanner | 0.1626 | 0.1646 | 0.1456 | 0.1413 | 0.1718 | 0.1400 | 0.1440 | 0.1283 | 0.7556 | 0.8093 | 0.7244 | 0.6938
FlowPrint | 0.8739 | 0.8941 | 0.8739 | 0.8700 | 0.8712 | 0.8687 | 0.8712 | 0.8603 | 0.5820 | 0.4164 | 0.5820 | 0.4643
FS-Net 0.0147 | 0.0023 | 0.0147 | 0.0034 | 0.0293 | 0.0014 | 0.0293 | 0.0025 | 0.5747 | 0.3800 | 0.5747 | 0.4216
ET-BERT | 0.9386 | 0.9451 | 0.9386 | 09401 | 0.9105 | 0.8809 | 0.9105 | 0.8850 | 0.9937 | 0.9938 | 0.9937 | 0.9937
YaTC 0.9042 | 0.9081 | 0.9042 | 0.9042 | 0.9310 | 0.9307 | 0.9310 | 0.9295 | 0.9959 | 0.9959 | 0.9959 | 0.9959
TrafficFormer | 0.7664 | 0.6435 | 0.6204 | 0.6167 | 0.5679 | 0.4966 | 0.4697 | 04689 | 0.8725 | 0.8487 | 0.8343 | 0.828 8
FlowletFormer | ~ — — — — — — — — 0.9109 | 0.8905 | 0.8866 | 0.8859
NetMamba | 0.9869 | 0.9871 | 0.9869 | 0.9864 | 0.9881 | 0.9885 | 0.9881 | 0.9881 | 0.9985 | 0.9985 | 0.9985 | 0.9985
ET-LDP | 09912 | 0.9912 | 09912 | 0.9912 | 0.9926 | 09897 | 09926 | 0.9908 | 0.9995 | 0.9995 | 0.9995 | 0.9995
T AR LR B, T,
2 FEISCXTor2016.ISCXVPN2016 F1 USTC-TFC2016 ##REE L 5 b 5k m b &
Table 2 Comparisons of various methods on ISCXTor2016, ISCXVPN2016 and USTC-TFC2016 datasets
. ISCXTor2016 ISCXVPN2016 USTC-TFC2016
Pk AC PR RC F, AC PR RC F, AC PR RC F,
AppScanner | 0.4034 | 0.2850 | 02149 | 02113 | 0.7643 | 0.8047 | 0.7045 | 0.7256 | 0.6998 | 0.8591 | 0.6062 | 0.663 3
FlowPrint | 0.1316 | 0.0173 | 0.1316 | 0.0306 | 0.9666 | 0.9733 | 0.9666 | 0.9681 | 0.7992 | 0.7745 | 0.7992 | 0.7755
FS-Net 0.7020 | 0.7010 | 0.7020 | 0.6999 | 0.7023 | 0.7487 | 0.7023 | 0.6660 | 04381 | 02011 | 04381 | 0.2672
ET-BERT | 0.9980 | 0.9981 | 0.9980 | 0.9980 | 0.9566 | 0.9566 | 0.9566 | 0.9565 | 0.9910 | 0.9911 | 0.9910 | 0.9910
YaTC 0.9959 | 0.9959 | 0.9959 | 0.9959 | 0.9819 | 0.9820 | 0.9819 | 0.9819 | 0.9947 | 0.9749 | 0.9747 | 0.973 4
TrafficFormer | 0.8669 | 0.7545 | 0.7460 | 0.7472 | 0.8533 | 0.8445 | 0.8348 | 0.8279 | 0.9750 | 0.9789 | 0.9750 | 0.9746
TrafficLLM — 0.9810 | 0.9871 | 0.9810 — 0.9960 | 0.9970 | 0.9960 — — — —
FlowletFormer | 0.9215 | 0.9263 | 0.9043 | 09116 | 0.9400 | 0.9471 | 0.9277 | 09364 | 0.9650 | 0.9689 | 0.9650 | 0.964 8
MLETC 0.9948 | 0.9778 | 0.9954 | 0.9865 | 0.9875 | 0.9847 | 0.9847 | 0.9880 | 0.9902 | 0.9935 | 0.9918 | 0.9926
NetMamba | 0.9993 | 0.9993 | 0.9993 | 0.9993 | 0.9899 | 0.9899 | 0.9899 | 0.9899 | 0.9990 | 0.9991 | 0.9990 | 0.999 0
ET-LDP 0.9998 | 0.9998 | 0.9998 | 0.9998 | 0.9986 | 0.9986 | 0.9986 | 0.9986 | 1.0000 | 1.0000 | 1.0000 | 1.0000

R®3 TECSINET-TLSEEE L 5 HAMTTEMNLLE
Table 3 Comparisons of various methods on CSTNET-TLS 1.3 datasets

S CSTNET-TLS
AC PR RC F,

AppScanner 0.744 1 0.723 2 0.696 3 0.702 3
FS-Net 0.781 4 0.767 0 0.7316 0.7311
ET-BERT 0.799 3 0.783 2 0.768 9 0.770 0
YaTC 0.8391 0.836 4 0.8101 0.8140
TrafficFormer 0.798 2 0.788 3 0.773 6 0.770 4
FlowletFormer 0.860 5 0.857 8 0.844 5 0.847 3
NetMamba 0.9258 0.927 1 0.9258 0.9249
ET-LDP 0.938 1 0.939 3 0.938 1 0.938 1

AT T A U Rl SR 5 £R S R 4% A TE N 4y
25 I VPN Jii 5 FUET DM B 4 BT R L.
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WU OC 2, A SCHEAT T Z R HES) S5, in 3R 4 BT o
Horp S E IR softmax {17 12, A IR Agent £ E )

)2, M &R Mamba J2 . MIEFHE — B BOBLH 1 52
TELR S IS 22 B BR S5 — BRI AU 82 °F B T 32 7 15 B0 4

1 4% 55— B Be i 1 2 ) B H 43 51 45 S Mamba , Agent
{75 71 M softmax FE R, #EAT IR SCH 0T L0 AT, DA
M MA MMAS MMMMAASS.S MA MMAS MMMMAASS
1A MA MMAS MMMMAASS ix = i X g5 1 F Al
JH Mamba 1 2 8 2 W], 455 78 75 B 0 10 1 1 232 24 e
Far , L FHAM B E o 1M softmax H {7 77 58 Agent
EENETHZE, B AFE CrossPlatform ( Android ) 1
CSTNET-TLS WA~ %4 5 FAF e vERE I o, P 2216 f
KIEFE T 0.070 5. 73 Hrikhy, X 7] fEJ2& 1 T softmax
H A Agent 1 B 7 LI JC % 46 AR 4 19 R
token P LY O& 8, B AT AE i H12 Jm) 3400 G B 4 41E 5 D AH
XFAN R, {75 76 A 7] 45 44 55 3 A 110 5040 4 o 22 90 1
AF2EE S 1 Mamba 4545 037 B 4 B 14 J5 75 7E R HUA
T ) 7 e 200 07 5 AR Tk A i A X Ty e B LI
I, 7E S 2408 o B )22 Mamba A S AR R (%) 9] 46 By
B, LD AR 7R A S 0 B B i 08 i AL A 1T 8 43 1 |
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5 R R IR A BL YA S B, Mamba-Transformer
T F14 0] 2R % e AP R 52 il A XA BIR o 3 o W A5 5
M AM ASMM AASSMMMM #1 M MA MMAS MMMMAASS
(ARSI 05 19 0 T b s 1) v s B B “ P oe
51 A Mamba H] A4 £ J2 6% 19 Jag F0 AR A0E 5 50 732 A 3k
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ST 0.998 6 MRS B . X ] BE A7 B AR B 25 4
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BREAAEES . GAKE EIER BN, R
M MA MMAS MMMMAASS, H7ELZ /M4 F R E
Sy #5945, LR R T B I R R AR
4.4.2 RAFENNHOZWMTR

ARSCR TR A B L, X Agent 12 32 1 F1
softmax 14 7 1 76 4 A% 25 Hh 1Y & RAEATIH B 9E . 40
FaFimw, i s E, Bl M MA MMAS MMMMAASS
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Table 4  Ablation study on the arrangement order of hybrid architectures

CrossPlatform(Android) ISCXVPN2016 CSTNET-TLS
RAH
AC PR RC F, AC PR RC F, AC PR RC F,

S MA MMAS MMMMAASS 0.9903 |1 0.9903 | 0.9903 | 0.9898|0.997 8 | 0.997 8| 0.997 8 | 0.997 8 | 0.9325[0.9334|0.9325|0.9321

A MA MMAS MMMMAASS 0.991010.9909|0.9910|0.9905|0.9978 |0.9978 | 0.997 8 |0.9904 | 0.9204 | 0.921 6 | 0.9204 | 0.9200

M AM ASMM AASSMMMM 0.9890|0.9892|0.9890|0.9889|0.9986 |0.9986|0.9986 |0.9986 |0.9204 | 0.9266 | 0.9204 | 0.921 0

M MS MMSA MMMMSSAA 0.990 8 | 0.990 6 | 0.990 8 | 0.990 3 | 0.997 8 | 0.997 8 | 0.997 8 | 0.997 8 | 0.9342 | 0.9367 | 0.9342 | 0.9340

M MA MMAA MMMMAAAA 0.989510.9894|0.9895|0.9890|0.9964 | 0.9964 | 0.9964 | 0.9964 | 0.9357 |0.9377|0.9357|0.9357
M MS MMSS MMMMSSSS 0.990110.9904|0.9901|0.9899|0.9964 |0.9964 |0.9964 | 0.9964 |0.9213]0.9237|0.9213|0.9211

M MA MMAS MMMMAASS(Z<3) | 0.9912 | 0.9912 | 0.9912 | 0.9912|0.9986 | 0.998 6 | 0.998 6 | 0.998 6 | 0.938 1 | 0.9393 | 0.938 1 | 0.938 1
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Figure 7 Comparison of Agent attention and softmax attention heatmaps at the final layer [CLS] token on the CSTNET-TLS 1.3 dataset
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Table 5 Ablation study of each component
CrossPlatform(Android) ISCXVPN2016 CSTNET-TLS AVG
Pt AC PR RC F, AC PR RC F, AC PR RC F, A“’ii‘;:‘;e Rank
FEEAGHRY 0.9901 |0.9903{0.9901]0.989 8|0.996 4|0.996 4|0.9964|0.996410.9293|0.9315|0.9293|0.9293| 0.9721 |6.46
+ Mamba-MoE(Last)| 0.9901 [0.990 1]0.990 1|0.989 8{0.997 8|0.997 80.997 80.997 8|0.937 0{0.9392|0.9370(0.9370| 09751 |4.33
+ Mamba-MoE(All) | 0.9918 [0.9917|0.9918|0.9915[0.9957{0.9957|0.9957(0.9956(0.9351|0.9367[0.9351{0.9347| 0.9743 |4.00
+ M2T-Bridge 0.9908 |0.9907{0.990 80.9903[0.998 6{0.998 6|0.998 6|0.998 6|0.9325/0.9340/0.9325[0.9323| 0.9740 |4.08
+T2M-Bridge 0.9908 |0.9908{0.9908|0.9905(0.997 1{0.997 1|0.997 1|0.997 1]0.9372/0.9391]0.9372{0.9369| 0.9752 |3.79
+ M2T/T2M 0.9914 |0.9913{0.99140.9909(0.997 8{0.997 9|0.997 8|0.997 8{0.9327|0.9357[0.9357{0.9328| 0.9742 |3.58
ET-LDP 0.9912 |0.9912{0.99120.9912[0.9986|0.998 6|0.9986|0.9986(0.9381/0.9393/0.9381({0.9381| 09761 |1.75
F6 SINRBIHER KRS RMEHES I H B K5
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