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Abstract: The encryption of network traffic has become an irreversible trend. While enhancing the baseline for user
privacy and security, it also creates opportunities for malicious activities and censorship evasion. Encrypted tunneling tech-
nology, owing to its unique dual-use nature, has emerged as a focal point in the adversarial network landscape. This paper
regards virtual private networks (VPNs) and encrypted proxies as representative encrypted tunneling technologies. It system-
atically elucidates their core communication mechanisms, typical protocol morphologies, and mainstream evasion strate-
gies. Furthermore, a realistic threat model encompassing passive traffic monitoring and active probing capabilities is con-
structed to delineate the censor’s capability boundaries in connection-level identification, behavioral classification, and end-

to-end correlation. Building upon this foundation, this paper presents an in-depth review and comparative analysis of the
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current research landscape regarding traffic analysis for VPNs and encrypted proxies. This analysis is structured across four
dimensions: dataset construction, feature extraction methodologies, analytical algorithms, and research dynamics. First, the
status of dataset construction is analyzed by categorizing datasets into public and self-collected types. The paper points out
that public datasets suffer from issues such as timeliness lag and insufficient protocol coverage, whereas self-collected datas-
ets, despite their targeted nature, face challenges related to singular collection environments and difficulties in reproducibili-
ty. Second, feature extraction methodologies are detailed across packet-level, flow-level, and host-level dimensions, and, in
the deep learning domain, systematically summarized, ranging from microscopic sequence fingerprints to macroscopic be-
havioral graphs. Third, the evolutionary path of analytical algorithms is outlined, demonstrating the development trajectory
from rule-based matching reliant on expert knowledge, to machine learning based on statistical laws, and finally to deep
learning algorithms possessing powerful end-to-end representation capabilities. Additionally, major research dynamics, in-
cluding traffic detection, service classification, fingerprint identification, and ecosystem auditing, are summarized. Finally,
this paper distills the core challenges currently faced in confronting advanced evasion techniques such as protocol imitation.
These challenges include concept drift triggered by rapid iteration of evasion protocols, flow-definition failures caused by
multiplexing and quick UDP Internet connections (QUIC) connection migration, discrepancies between laboratory environ-
ments and real-world threat models, the lack of interpretability in deep learning models, and the base-rate fallacy under
large-scale background traffic. Based on these challenges, future research directions include protocol-agnostic detection, the
design of online deployment models, automated construction of benchmark datasets, and the exploration of generative steg-
anography techniques.

Keywords: encrypted tunnel; VPN; encrypted proxy; censorship evasion; traffic analysis

Foundation Item(s): National Key Research and Development Program of China (No.2023YFB3106801); National
Natural Science Foundation of China (No.62472087); Jiangsu Province Natural Science Foundation (No.BK20231413);

2026 4F

Fundamental Research Funds for the Central Universities (N0.2242025K30025)

0 5lI&

Wit 5 1% i )2 22 4 ( Transport Layer Security , TLS) p
WCEY 32z ¥ % A1 HTTPS fY 3 i 4= 17, 9 45 38 15 59
AL E IR AR T R g A s I R
i, #Z 2025 4F 5 H |, Chrome 3 55 2% 7 B A # 1 90%
B ) TR0 2 o 3X — i S R AR T T A B AL Y
LALLM T A NEEIER RS A, SR,
A5 B4 TN A AE PR i P BE ALY TR, 1y
MBS e Z WL, R M L2 RE S
G AT T e R RS ] S P A DR TEC A R R A A
(Deep Packet Inspection, DPI) £ A, 76 il % 3 & 11 §i
KRR o X — AR AR 50 (0 P 2% 48 L 2
EXUEWNAR IR E-E 3 WA N A E S TR LRI DN
AN IS T A TEAE R 43T, AT R N %
BT IX — BRI U B % 0 BR

TR £ 1% ik it b, % B 3B (encrypted tunnel-
ing ) B PR H b R 1) XU EE FH kAR e L B IR 8% 8 9 1
SR B AR R 0% R T LR 58 I AR R AT AE Y 2 4%
R A B R A R SO Ay 3 A XU AR g
) 3 B WL PR ORI o AR SO T AN 88 % 3l 32 2 A &
FE 3L FH M 4% (Virtual Private Network , VPN) FI i 254
#i (encrypted proxy) Pi K. —J5 1, VPN AE 2 124
IR HERL AR, SR Al 5 B P 2 A2 I 20 iy vl o 5]

uh R AR AT . 53— 7T, VPN A Y
55 K T R 1 LR A A5 R R 1 Y S g A
5NEE, Rt Bl T A0 0 2 o A, Sl AT
R U DA BRI I 245 05 Bl e, BEE R A R R 1
AW HE A, L) Shadowsocks' ™' 4 48 3¢ 4 in 45 A0 38 K AR
ARG ML H AR 2 AT JF it — D E T AT S
WLRE Ty Z 18] — R SE I BOR A e 3 . A SO
BRIV 2% 458 P 1l A P 3 37 4 S TR v I R T R A U R
Fo R 5 5t 5 5 A B R A B AR | 3 R v R 0y A R
Jik %

HEAGTE BN LI W B 1 B o [ 2 P 1LAE S B
5 TR T o B 3RE A ) A0 SR = A E LI
T B ChnF S 4 Tor'*)) e Bh 44 3 4, LASE L R T
Y SCOG B Y H A L AR, HF A 7 38 o DR I AR
T R 1AL K P 51 B TLS %5 15 2 1 51 36 45 i 4y
P IR L, il % S R 3 Ol e 1 s SCH L

Sk 07 X 6 [ 5 5 20 DPLRE I, X B 125 1 A
5 BB, HAZ O X PR AR T BB 5 E SR .
P E T HF R T AT AR A% i 2 OF 4 Ak s B OB SR
W, B3 o 5 4 2 R B LA, A PO AN B A A
Ay [ 72 8 80, 3% — H W& A A2 T obfs3 . Shadowsocks
VMess'® 45— Z2 51 5¢ 4 i AL, (45 2 T [ 52 35 4L
Y DPTH AR R RS 6 2%, 38 {5 A 5 1) 32 3l 2R
7 W SR R I A ER AR 45 % T R A O B e B LR



o4 W

PR IR A R R I o A LR AR S B o A T £k 1395

AT BE i, RS PR e AR R P g 3 8l 2 0T E iR
55 g, JT AR g o 7 ke B A A B By o S Sh R Y
JE AR AR T B — AR BT AR AR B, 40 obfs4 " A1 Shadow-
socksR" o 33 SE B LA A% O WL 2 51 T A A 3
W AR S5 A R AR % 7 i BE AR A IE B B9 25
W A 23w N o SR, B A 7 AR PR e 5 A TE R AR
B3 — B RH AR 800 IR B 27 2021 AR R TH K
THET AL RN S K2R R 2 A 1
i PRI WY SO 2 T A R e O T
B A TR A, DT B354 T T DI ISR SR s lin 2%
AR AR AR

GO S PR SR BU gy a L ROSii PN e iy
B, BRE 7 i 1) D ESL PR 2 SRR, D EA 2B A8 A T AN
B S BGH WML, BT IE R T Trojan' ' 4
ELA B fE AL U PR 2 A8 ) i 4 AR PRI . Trojan
He Ho BR80T TLS Wbl IR i 477 443 i 1, il 2
A B RURER AT SR TLS i 2 . X4
ﬁgﬁfﬁﬂiﬁTﬁ/l\WXE[ﬂfﬁ,Eﬂ%gﬁf%ﬁij‘rojan,ﬁ
A RGN H A H BT TLS = W EE ) (HiX & 7
HE KRB . P, A5 e 1) SR AR A
DM RTE L. AT dE 78 1 — Rl HL i 1
PhSGR A TR 2 L Y s g A FE 5 ) HTTPS
Do 3t B, JHE TLS 48 T i Be 9 i k235 4 52 B D)2 5 4G
BRJZ i R IF BAL RN (B R 5 1) Y 5 R A
R e SD R0 5 Jo MR TG T AT L T X X — 5 80, FL
3HE 7 AR AR Y [0, 42 HY XTLS-Vision " 45 1R 16 £
AT B DR S 1 TUAR N | () i 3 il LA 92 6 Bl
LSS, IS BT TR TR FREL. 2, Rk
LAY %5 J2 71 3% B} 4E (Round-Trip Time, RTT) #5485k
WA R TR I I o AR SOR T AR AR AL 1
A7 ¥ F0 Jm P BIAZ i 2 RTT 3 /NF I H 2 RTT,
AT ver A RE I E AR AE

L1 B 7, Y B R A B R 5 A 0 i
S IE b T — 37 fh o A 7 R RE O 32 G 0 E
BT 5 IR BRI S M B A4 s 38 2 o SR,
H BT C A MR OCZR IR AR M 47 Jm BR , &8 4325k i &
WA E AR S — s T ARk
BT SOy I O i 4 261, sl E A A gk
FARB I AR SCLA BB L R
P i £ I0C B 10 %8 o R A R ke R B HC g B 4
AREAHCHE R . B A A T 45 F i
T 5% G 5 A R SR R 5 LU, B T VPN RN
ACBE P R 32 0 5% 3 1 0 B 7 1 5 2 kT e B R A
FENT TSR T S B X TR e 4R R B R
B A A% 00 TR 5 3 J 6 T LR Bk, R 2B T R SR 5
J7 18] o

BBHA = FEHA

BB BIERLOTT

[ TR Tor/ VPN (1) i 7 1 ik [4] ]—_[ TR KT A s TLS % IS E 1Y ]
PR ADPIETI[S]

|
ST BE: PRICBR S SR
-
[ BT A neas ACEE AR BSOS SEmg (6] ]— A R S AR
_[ s AR IR 5 28 A 7] ]

[ HET NS w0 AR FR[8] ]— HEFRHTCPAT K
PURTIARIR AR 55 2K [ 10]

: [ T R B B AR SRR 1] ]

\ J

SR BE Bl Dy 5 SRR

N

e ~
[ SET AR LA 00 s D3 SR 12] ]— SET PR
S AR R3]
AR S A ]_ TS ERTTIRAN

[ BB RERR14] [ P X AR 1) ]

[ SETPISE R SO s R [128] ]

\ : v,

P18 s T A AL A e T R
Figure 1 Adversarial evolution of encrypted tunneling censorship

evasion and traffic analysis
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Figure 2 Communication workflow of WireGuard
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Figure 5 Encrypted proxy communication based on domain fronting
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Figure 6 Threat model
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Table 3 Selected VPN traffic datasets and their collection methods
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Table 4 Comparison of representative studies on encrypted proxy traffic analysis
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Table 5 Selected encrypted proxy traffic datasets and their collection methods
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